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T~e following reflects the findings of ihe Department 
of Public Health during a Comp&sint Investigation 
Visit. 

Complaint Intak~ Nurnbe~
 

CAOO179753· Substantiated
 

Repre$ef1Ung the Department of Public; Heatth: 

I REGUL.AilON VIOLATION: 
ITitle 22 70707 Patienr~ Rights 
,(a) Hosj)ltals and medical staffs shaU adopt a 
I written poliCy on patien\"s rights, 
(7) Full consideration of privacy concemtng the 
med"lCal care program. C~ di$QJssion, 
con!u.dtation, eMminaltons and treatmerlt are 
confidential and st'1oultt be conductad diaaeetty . 
The patient has the right to be adVtsed as to the 
reason lor tna presance of any indMdusI. 
(8) Confidential treatment of all communicatfons 
and records pertaining 10 the cere and the stay in 
the hospital. Wrltten pentlissiOO shall b6 obtained 
before the medical records can be made avallable 
to anyone not diredty concemed wtth the caM. 

Based on interview and record review the fadllty 
miled to protect the privacy and confidennaUty of 
patient's medical Information when a facility 
employee accessed 204 patient's computerized 
med~1 records wtthout a c'inlcal need for lhe 
informatlon• Thi$ failure had the J)OtQntial fur 

unauthori%ed persons to us'!' me disdO$ed 
information in a way not authc>rized by the patient, 
sudl as identity theft or other unalJtho~ed U:Jes. 
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Fallowing the event, the affected I 

departments and individuals were I 
provided timely education 
regarding the protection of patient! 
privacy and confidentiality 
(HJPPAA). This was follOWed by I 

organization wide education that I 
was completed on Aprit 30, 2009. i 
In addition, a HIPAA refresher 
cou~e has been initiated and will I 
be completed by November 30, 
2009 

On Apr;1 20, 2009, the abitity to 
access patients through the 
electronic discharge and 
admission functions (PCI) was 
removed from aU users to ensure I 

unauthorized access has been 
minimized and any further accesg 
witt be strictly role based and 
individualized. 
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FINDINGS: 

On 2/27/09 the Facill1y reported to the California 
Department of Public: Health that they had detected \ 
unauthoriZed access of medicaM InformatiOn. 

In an interview w\th the Risk Manager on 3/25109 at 
approximately 9:15 AM, the R~sk Manager stated 
that the unauthori%ed ~ss to patient's clfnieal 
ree0rd8 was discovered on 2123109. The manager of 
the imaging department W.tl, caU$(f in on a 
weektmd (Sunday, 2122109) probfems Wllh the 
computer x.ray system. The manager of the 
imaging department was trying to fix th" computer 
pmblem and in the process noUced unul!!iual ac;.ttvlty 
by one employee, a Radiology Technician <~T). The 
RT was on dUty at the time and the manager asked 
the R't about the unusual activity. The RT had 
3ccaSS~ clinical recorda that had no Imaging 
(x-my) seMees. ihe RT stated that she was 
accessing the Mcord~ for her own knowledge. 

'Nhen the manager Informed the RT that it was a 
violation of patient ccntldentialitf, lhe RT statad that 
she was aware that it was a violation of 
confidentiality. The ~T further stated that she had 
lost a baby because she was on drugs and wanted 
to sea records of obste1liC$ to see whet the 
pregnant mothern did to get help. The facUlty then 
recognized a posSible unauthortzed acees!l to 
C()nfjdontial patient c1In'cal records. and notified the 
Department of Public Health of the incidam. 

In an intef'\fiew with the fadlity Prlvacy Officer on 
3120109 at 10:20 AM. she $tatsd that the RT 

In addition, the current audit 
process was reviewed and 
revised to ensure early 
identification of inappropriate 
access to PHI. The revised audit 
process addresses visual, 
auditory, electronic and written 
monitoring by the Department 
Directors and FacHity Privacy 
Officer (FPO) to ensure all PHI 
has the appropriate technical and ' 
physical safeguards in place and 
maintained. 

On a bimonthly basis, the Faoility I 
Privacy Officer (FPO) randomty 
selects a sample of individuals 
with access to PHI for aUditing. 
Any breaches will be addressed 
immediately and reported in 
accordance with regulations and 
organizationaJ policies, The 
results of aU monitoring will be 
reported to the FPO, HIPPAA 
Team, Executive Management 
Team and Governing Body. 
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(Radiology Technician) had aa;ess to lhe PCI 
(patient care lnformatton) part of the facility's 
computer charttng system and that PC I Is where 
everything is dOCll'nented, such as patient soc1al 
securtty number. address, phone nl,Jmber, 
diagnosit. nurse', notes, and PCI is Cl)nsidered 
PHI. The Prtvacy Officer further stated that when 
she contaeted the infonnation serkes department, 
they told her that they did not know of a way to 

block ot' limit access to information in 'he PCI once 
access is granted to an employee. 

In an interview wttn the Senior Director of 
Quality/Care Management on 312-4109 at 2:45 PM. 
when asked What safeguardG had been In place to 
prevent unauthorized access to clinical recofds. the 
Di1'edor stated that they (the facility) decided to 
randomly audit the following patient re¢Qrds to ~ 

who had BCCMsed them; 

1. The very important people (YIP} patients 
(patient! thm were related to employees or were 
well-known in the community). 
2. Patients wiih unusual diagnoses.
 
:3. Random no information patients (patients U'lat
 
had requested not to be 01'\ the pub!;': facility roBter
 
or patients In behavioral health).
 

The Oin;tdor further stated ttlat there was a 
ltpop--op" screen when an employee signed onto the 
computer to wam them that they were accessing 
restrteted information and that improper use of rh$ 
infDlTT18tion mav result in diSCiplinary aaiOn. The 
Director ststed that the m~asureg th~ had In place 
would not have discovered what the RT had been 

The Network Usage Policy was 
reviewed and revised to codify 
the audit process and ensure 
prevention of unauthorized 
electronic access to patient 
information on April 30, 2009. 
Education related to the policy 
was initiated organization..wtde 

I and wilt be completed on May 30, I 

2009. 
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doing, I 
In a sacond interview wJttt tt1e pnvaey Om~r on 
3120f0Q at 11 :15 AM, she stated that she started 
doing computer :ludita (a process to see whBl'@ a 
person looks In the computer) In June of last year 
and that sh9 had not set up a regular schedule of 
auditS. 

In an in1e1'View Witll thB Director of Clinical 
Infonnetics on 3126109 at 9:15 AM, he stated that 
the computer did not nave a system to alert anyone 
to inapproprt::ate or u~uaI aecess 10 ctlnical 
records. The Director of Informatica a)so stated that 
he had not talked with the Meditech (compU1et' 
system) iUppOn team regarding patient 
conflden1lality• safeguards for raeords and ~'dng 

of unusual activity by users. 

Review On 3125109 of the computer audit, done on 
the ellnlcaJ records the RT haec accessed In 
January 2009 through FQbnJaty 23, 2009 revealed 
the following: 

The RT accessed the assessmet'lt notes and 
patient care no1es of obstetrics patiem that had 
already been discharged from the hospital, one leu 
(intensive care unit) patient, one home heafth 
patient. and one nursery patient. 

On 1/10109 the RT accessed 20 patient records 
with no c1in leal rlJCISOn to do so. 

On 1111/09 tM RT acce~ 55 patient records I 
with no clinical ~El5on to do so, and tn ar1dltion I 

PROVIDER'S Pl!IN OF CORRSCnON (X5 
(~CH CORFrnCT'l\IE AeTlON SHOU\.D Be CAOS9­ co~ 

R~£NCED TO THe JlRP~OPR'ATE oeflc~'O OAT 

In addrtion, the current audit 
process was reviewed and 
revised to ensure early 
identification of inappropriate 
access to PHI. The revised audit ' 
process addresses visual, 
auditory, electronic and written 
monitoring by DepartmQnt 
Directors and FacUity Privacy 
Officer (FPO) to ensure all PHI I 

has the appropriate preventative 
technical and physical 
safeguards in place and 
maintained. On a bimonthly 
basis, the Facjlity Privacy Officer 
(FPO) randomly selects a sample i 
of individuals with access to PHI 
for auditing. Any breaches will bel 
addressed immediately and 
reported in accordance with 
regulations and organizational 
policies. The results of all 
monitoring w;lr be reported to the 
FPO, HIPPAA Team, Executive 
Management Team and 
Governing Body. 
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~9ht of the records were duplicates, indicating 
patient record had been accessed pre'llously. 

the 

On 1125/09 the RT accsssed 3J patient records 
with no dlnical reason to dO so. In addltion, 10 
records were dupllc;ates. 

On 2/4109 the RT accessed 
clinical reason to do so. 

1 patient record With no 

On 218109 the RT accessed 23 patient records 
no clini~1 rea$On 10 do so. 
On 2117/09 the RT accessed 1 pntient record 
no clinical reason to dO so. 

with 

with 

On 2121109 the RT aceeSS6d 61 patient 
with no clinical J'epson to do ~O, and In 
seven of the records were dup'leates. 

Ilii!cords 
addition 

On 2/22J09 the RT aeces5ed 9 patJent records with 
no clinical reason to do so. In additton one of the 
records was 3 duplicate. 

The total number of patients wnolSe records the RT 
acce$$ed from 1/1/09 through 2122109 was 204. 

Review on 3124/09 Of a facility poliCy and procedure 
with an effective date of 4/14/03 ;;and litled 
"Minimum N~S38ry Standards for the Use and 
Ditclosure of Protected Health InformmiOn" under 
the procedure section revealed tt1e following: 

"Identify classes of personnel requiring access 
PHI (protected health information). the level 
8CC$$S reqvlred and any conditions appropriate to 

to 
of 
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such access... ResSQnable efforts will be made to 
limit PHI Use and Disdo8ure.. ," 

Review of a policy and procedure titted "Networt< 
Usage PoliC'f with an effective date or 10/1/02 
under the section Monitoring of User Content 
reveals, "'M~e (the facility) does not assume any 
obligation to regutarty monitor and log a user's 
network activity, it may accent monitor, log. review 
and dlselo6e, as ii deeJTl$ neces.sary...n 

The facility PO~C'f and procedure d\d not addreS5 
prevention of un8uthomed eledronlc (computer) 
access to pallent infoonaUQn. 
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