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‘ Following the event, the affected |
REGULATION VIGLATION: departments and individuals were|
Title 22 70707 Patients Rights ided ti d .
(a) Hosphsls snd medical staffs shall adopt a provided timely education
| written policy on patients rights. regarding the protection of patient
(7) Full consideration of privacy conceming the privacy and confidentiality
medical cara  program. Case discussion, (HIPPAA). This was followed by '} .
w::;'z:w;" :ﬁmma;bm and “::‘"‘;"‘ are organization wide education that | jﬂ
confidential and should be conductad - discreetly. was completed on April 30, 2009. | o?ﬂ
The pafient has the right to be advised as to the In additi HIPAA ref
reason for the presanca of ary individual, na ion, a i 're Tesher .
(8) Confidential trestment of all communications course has been initiated and will |
and records pertaining to the care and the stay in be completed by November 30, 1/
the hospital. Written permission shal ba obtained 2009 '3[)
before the medical recorde can be made avallable oze
i ith the X i ilt
to anyone not directly concemed with tha care On April 20, 2009, the ability to
Based on interview and record review the facity access patlgnts through the
failed to protect the privacy and confidentiality of electronic discharge and ;
patients medical Information when a faciity admission functions (PCl) was .
employee accessad 204 patient's . computerzed removed from all users to ensure | 4
medical records without a clinical nead for the unauthorized access has been )
mformaﬂt?n. This failure had the potenpal for minimized and any further access 67
unauthorized persons to  use the disclosed will be strictly role b d and
imformation it a way not authorized by the patient, Wil be striclly roie based an
such as identity theft or other unauthorized uses. individualized.
[
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On 227109 the facilty reported to the Califomia
Department of Public Health that they had detected
unavthorized access of medical information,

In an interview with the Risk Manager on 3/25/09 at
approximately 9.15AM, the Risk Manager stated
that the unauthorized access to patient's clinieal
recordg was discovered on 2/23/08. The managsr of
the imaging depanment was called in on a
weekend (Sunday, 2/22/09) problems with the
computer x-ray system. The manager of the
imaging department was ftrying to fix the computer
problem and i tha proceas notiead unusual activity
by one employes, a Radiology Tethnician (RT)., The
RT was on duty at the time and the manager asked
the RT about the unusual activity. The RT had
accassed clinical records that had no Imaging
{(x-ray) services. The RT =tated that she was
accessing tha records for her own knowledge,

When the manager informed the RT that it was a
violation of patient cenfidentiality, the RT stated that
she was aware that it was a violaton of
confidentiality. The RT further stated that she had
lost a baby because she was on drugs and wanted
to sea records of obstetrics to see what the
pregnant mothers did to get help. The facility then
recognized a possible unauthorized access to
confidential patient clinical records and notified the
Department of Public Health of the incidant.

In an interview with the facility Privacy Officer on
3/20/09 at 10:20 AM, she statad that the RT

In addition, the current audit
process was reviewed and
revised to ensure early
identification of inappropriate
access to PHI. The revised audit
process addresses visual,
auditory, electronic and written
monitoring by the Dapartment
Directors and Facility Privacy
Officer (FPO) to ensure all PHI

physical safeguards in place and
maintained.

On a bimonthly basis, the Facility |
Privacy Officer (FPO) randomly
selects a sample of individuals
with access to PHI for auditing,
Any breaches will be addressed
immediately and reported in
accordance with regulations and
organizational policies, The
results of all monitoring wilt be
reported to the FPO, HIPPAA
Team, Executive Management
Team and Governing Body.

has the appropriate technical and |
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(Radiology Technician) had access to the PCl
(patiet care information) part of the facility's
computer charting system and that PCl is where
averything is documented, such as patient social
security number, address, phone number,
diagnosig, nurse's notes, and PGl is considered
PHI. The Privacy Officer further stated that when
she contacted the information services department,
they toid her that they did not know of a way to
block or limit access to information in the PCl onca
access is granted to an employee.

In an interview with the Senior Director of
Quality/Care Managemant on 3/24/08 at 2:45 PM,
when asked what safeguards had been in piace to
prevent unauthorized access to clinical records, the
Director stated that they (the faciity) decided lo
randomly audit the following patient records to see
who had accessed them:

1. Tha very imporiant peopla (VIF) patients
(patients that wera related to employees or were
well-known in the communtty).

2. Patients with unusual diagnoses.

3. Random no information patients (patients that
had requested not to be on the public facility roster
or patients in behavioral hesith),

The Director further stated that there wasz a
"pop-up” screen when an empioyee signed onto the
computer to wam them that they wefa accessing
restricted information and that improper use of the
information may result in disciplinary action. The
Director stated that the measures they had In place
would not have discoverad what the RT had been

The Network Usage Policy was
reviewed and revised to codify
the audit process and ensure
prevention of unauthorized
electranic access to patient
information on April 30, 2009,
Education related to the policy
was initiated organization-wide

and will be completed on May 30,

2009,
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doing.

in a sacond interview with the Prvacy Officer on
3/20/09 at 14:15AM, she stated that she started
doing computer audite (a process to see where a
parson looks in the computer) in June of iast year
and that she had not set up a reqular schedula of
audits,

In an interview with the Director of Clinical
Informatics on 3/26/09 at 9:15AM, he stated that
the computer did not have a system lo alert anyone
to inappropriate or unusual access 10 dclinical
records, The Director of Informatics also stated that
fie had not talked with the Meditech (computer
system) support team regarding patient
confidentiality, safeguards for records and tracking
of unusual activity by users,

Review on 3/25/09 of the computer audite done on
the clinical records the RT had accessed In
January 2009 through February 23, 2009 revealed
the following: ‘

The RY accessed the assassment noles and
patient care notes of obstetrics patierts that had
already been discharged from the hospltal, one ICU
(intensive  care unit) patient, one home heaith
patiant, and one nursefy patient.

On 1110/09the RT acceszad 20 patient
with no clinical reason to do so.

records

‘, in addition, the current audit
process was reviewed and
revised to ensute early

| identification of inappropriate

| access to PHI. The revised audit !

\ process addresses visual,
auditory, electronic and written

monitoring by Department

Directors and Facility Privacy

Officer (FPO) to ensure all PHI

t has the appropriate preventative

technical and physical

safeguards in piace and

maintained. On a bimonthly

basis, the Facility Privacy Officer .

(FPO) randomly selects a sample |

of individuals with access to PHI

for auditing. Any breaches will be
addressed immediately and
reported in accordance with
regulations and organizational
policies. The results of all

| FPO, HIPPAA Team, Executive
Management Team and
Governing Body.

monitoring will be reparted to the |

On 1/11/08the RT accessed 55 patient records
with no dlinical reason to do so, and in addition
L |
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eight of the records were duplicates, indicating the
patient record had been accessed previously,

‘ Continued From paga 4 Wt
|
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On 1/25/08the RT accessed 33 patient records
with no dclinical reason 1o do so. In addiion, 10
records were duplicates,

On 2/4/09 the RT accessed 1 patiert record with no
clinical reason to do so.

On 2/B/09 the RT accessed 23 patient records with
no ciinical reason 10 do sa.
On 2/17/08the RT accessed 1 patient record with
no clinical reason to do so.

On 2/21/09the RT accessed 81 patlent records
with no clinical reason to do so, and in addition
seven of the records were duplicates.

On 2/22/09 the RT accessed 9 patient records with
no clinical reason to do 0. in additon one of the
records was a duplicate.

The total number of patients whose records the RT
accegsed from 1/1/09 through 2/22/09 was 204,

i

Review on 3/24/08 of a facility policy and procedure
with an effectve date of 4/t4/03and titled
"Minimum Necessary Standards for the Use and
Disclosura of Protected Heahth Infurmation” under
the procedure section revealed the following:

"|ldentify classes of personnel requiring access {0
PHI (protected thealth infomation), the level of
L access required and any conditions appropriate to
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such access... Reasonable efforts will be made to
limit PH! Usa and Disclosure,..”
Review of a palicy and procedure titted "Network
Usage Policy" with an effective date of 10/1/02
under the section Monitoring of User Cantent
reveals, "While (the facility) does not assume any
obligation to regulay monitor and log a usef's
network actlvity, it may access, monitor, l0g, review
and disclose, as it deems necessary..."
The facility policy and procedwre did not address
prevention of unauthorized electronic  (computer)
access 1o patient information.
|
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