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Tha following r~fleets the findings of the 

Department of Public Health dUring a Compfaint 
Invest\C)abon vigil. 

Complaint rntake Number. 
CA00181S38 ~ Substantiated 

Representing thA Department Qf Public Heallh: 
 

REGUl.AnON VIOLATION: 
Title 22 70707' Patient's Rights 
(a) Hospita~ and medical staffs $hall ado~ a 
written poliC;Y 011 patient's nghts. 
(7) Full eonsideration of privacy concerning the 
medical care program. Case d,iscussiOn, 
consultation. 9xaminanons and treatment are 
confidential am1 shQuld be conducted 
di:;;creetfy. The patient has the ri9ht to be 
advlsed as to th., reason for the pr~sence of 
any Individual. 
(8) Confidential treatment of aU 
communications and records pertaining to the 
care and the stay in the hospital. Written 
permission shall be obtaIned before the 
medical recQrds can btl made available to 
anyone not diredfy concerned with tha care. 

I 

Based on obGervation, Interview, and record! 
revleW the facility failed to maintain patient 
privacy of information by not advising 3 
patients of a visitor's presence during 
collection of registration information. Thla 
failure had the potentfar for I.mauthorized 
persons to use th fscJosed I"'formatlon in a 
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w-ay not authorizea by ttle patients. such as 
identity thgft or other unauthorized U5es. 

FINDINGS: 

On 3/18/09 the facility reported to the 
California Department of Public Health that an 
emplOyee had a Visitor in a seoJre location, 
and that the vialtor wa~ expo$ed to confidential 
patient information including but not limited to; 
name, addr@ss, phone number, next of kin, 
financial information, diagnosis and social 
security number. 

In an interview wtth the Risk Manag&r on 
3/25/09 at 9:20 AM, the Risk Manager stated 
that the Privacy Offlcer waG notified by the 
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Following the event, the affected " 
departments and individuals were I 

provided timely education . 
regarding the protection of patient i 1/;~' 
privacy and confidentiality ~ rrn 
(HIPPAA). This was followed by . .A f.) I 
organization wide education that 
was completed on Aprit 30,2009. 

I In addition, a HIPAA refresher 

I course has been initiated and will / 
~. 

/. 0'1" 
admiUing department manager that on 3/10/09. 
there was ;in employee in the medical imaging 
department who reported to her supervisor that 
there was a person visiting an admitting staff 
member who was allowed behind a locked and 
restndecl access door. This Visitor was sitting 
at a desk in the admitting area and could 
overhear all of the patient information that the 
admitting staff member was obtainIng from the 
patients, An Investigaiion was conducted and it 
was determined that a breach of patIent 

prtvacy did oCcur. 

(Juring an observation on 3120109 at 3:5~ PM 
of tM registration area ;n the eM? (Community 
Medical Plaza), an outpatfent bUilding 
belonging to the facility the entry door to theI 

be completed by November 30, () 
2009 

On April 20, 2009, the ability to 

access patients through the ~ 
electronic discharge and J% 
admission functions (PCI) was 7/:Jh 
removed from all users to ensure of! 
unauthorized access has been 01 
minimized and any further access 
will be strictly role based and 
individualized. 
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registration a~a could only be accessed With a
 
card key (8 card that electronically signalG the
 

In addition, the current auditdoor lock). Inside the door, to the left was a
 
deek with 2. chairs, Trle Risk Manager statEKi
 process was revfewed and 
that the vi~itor was seated in one of the 2 revised to ensure early
 
chairs at the desk, On the other side of tha
 identification of inappropriate 
desk was a registration area with computers to access to PHI. The revised auditl 
register pa1ients. process addresses visual, 

aUditory, electronic and written Review of lhe faelli'ty compl,lter user activi1y log
 
dated at10/09 from 9:00 AM through 10:59 AM
 monitoring by the Department 
showed that three patients were registered by Directors and Facility Privacy 

'the admitting staff member during ttw time the Officer (FPO) to ensure all PHI 
visitor was at the desk in the admitting area. has the appropriate technical andl 

physical safeguards in place and' 
Review of the admitting steff member's 

maintained.employee file on 3/Z3/09 revealed a dOCllmen( 
titled Counseling/Disciplinary Memorandum. 
Under section 1 it Is doo..amsnled that "On 
March 10. 2009 you were at your wor1o; station I 
and allowed a visitor friend of Yol.Ars to srt a1 I On a bimonthly basis, the Facilityl 
your work station while you were on duty andI Privacy Officer (FPO) randomly 
working. This person was sitting within a range 

selects a sample of individualsItt1at allowed t"~m to observe and overhear I
 
I your conversatJons with patients while you were
 with access to PHI for auditing. I 

registerfng them. This vitlitor was ~xposed to Any breaches will be addressed \ 
eonfic:1entlal patient medical Information whioh is I immediately and reported in 
a violation ofthe hospital's privacy policy." I accordance with regulations and; 

organizational poricies. The
RevIeW on 3/24/09 of a facility policy and I 

results of all monitoring will be Iprocedure titled SafeguardIng PHI (prctecteCl ,
 
health information) and Confidential
 reported to the FPO, HtPPAA 
Information, revealed that "It is the policy of ... Team, Executive Management 
(the facility) to comply with the requirements of Team and Governing Body. 
the federal, state. and organizational 
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framework ror health Information privacy 
protection as pertains to the Use and 
Olsctosure of Protected Health Information 
(PH,>. (The facHity)... snail implement 
reasonab'e and appropriate adminl~tratlve, 

technical, and ~hySical safeguards to protect 
the privacy of PHI and Conftdentlal 
Information." ihe facility policy defines 
Confident\si Information as any informatiOn in 
any medium not otherwise de1lned as PHI. 
which is deemed confidential by lew, rule, 
regulation. or would otherwise be considered 
confldentlal based on (the faCility corpomtton) 

I practices, 
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