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The following reflects the findings of the
Depariment of Public Heaith during a Complaint
investigation vieit.

Complaint intake Number:
CA00181838 -~ Subsiantiated

Reprasenting the Department of Public Health:

REGULATION VIOLATION:

Title 22 70707 Patient's Rights

(a) Hospitals and medical staffs shall adopt a
written policy on patlent's rights.

(7) Full consideration of privacy concerning the
.medical caFe  program. Case djscussion,
consultation,  axaminations and tresiment are
confldential and  should be conducted
discreetly, The patient has the right lo be
advised as to the reason for the presence of
any Individual,

communications  and records pertaining to the
care and the stay in the hospital Written
permission shall be obtained before the
| medical records can be  made available to
{ anyone net directly concerned with the care,
I

;Based on observation, interview, and recomd
review the facifity failed to maintain  pattemt
privacy of information Dby not advising 3
patienta of a visilor's pressnce during
collection  of registration information. This

(8) Confidential treatment of au'

failure  had the potenttal for unauthorized
persons to use thQ(istosed Information in a
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that othrer safeguards provide sufcient protoction to the patients. Except for mursing hamea, tra fndings above are disciosable 90 days following the dats
of survay whethar or not a plan of comection Is provided. For nursing homes, the above findinga and plans of correction are Hscicgatle 14 days following
e dote hesa documents are made avallable to tha facility. If deficlencles a cited. an approved plan of coreciion is reauistte to cominued pregram
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COMMUNITY HOSPITAL OF SAN BERNARDINO

STREEY AUDRESS, CITY, STATE, ZIR CODE
1805 MEDICAL GENTER DRIVE, SAN BERNARDIND, CA 82419 $SAN BERNARDIND

COUNTY
(x4 (D SUMMARY STATEMENT OF DEFICIENCIES i PROVIDER'S PLAN OF CORRECTION o)
PREFIX (EACH DEFICIENCY MUST BE PRECEEDED BY FLLL PREFIX (EACH GORRECTIVE AGTION SHOWLD BE CROSS- COMPLETE
TAG REGULATQRY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
Continued From page 1
way not authorizes by the patienls, such as
identity theft or other unauthorized uses, \
FINDINGS:
Or 3/18/09the facllity reporied to the . K
California  Department of Publle Health that an Following the evept&thi af{ected '
employee had a vistor in a secure iocation, departments and individuals were
and that the visitor was exposed to confidential | provided timely education )
patient information including but not limied to; regarding the protection of patient |
name, address, phone number, next of kin, privacy and confidentiality // %
financiat  information,  diagnosis  and  social (HH:PAA). This was followed by 1 1] (7(7
security number. organization wide education that
N an interview with the Risk Manager on was compieted on April 30, 2009.
312509 st 920 AM, the Risk Manager stated ] . In addition, a Hl PAA refresher .
that the Privacy Officer was natified by the | course has been initiated and will l .
admiting department manager that on 3/10/08, be completed by November 30, I/ / ’ "
there was an employee in the medical imaging 2009 | (7
department who reported to her supervisor that
there was a person visifing an admitting staff . -
Imember who was allowed behind a locked and On April 20_1 2009, the ability to
Jrcsmcted access door. This visitor was sitting access Patlems through the
at a desk in the admiting area and couid electronic discharge and ‘7/
{overhear all of the patient information that the admission functions (PCI) was
patients. An Investigation was conducted and it . C?
|was determined that a breach of patient ur! a-u tl’.‘ondzed:ccesf his bean 0
!mey did obeut. | minimized an any further access
will be strictly role based and
During an observation on /20/09at 3:55 PM individualized.
of the registration area in the CMP (Community
Medical  Plaza), an outpatient building
belonging to the facility, the entry door to the
|
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that other safequards provide suffieient protaction to the patlents, Excest for nursing homes, the findings above are discinsable B0 days following the date
of survay whathar or not a pian of comaction Is provided, For nursing homes, the abeve findings and plans of comection are disciosable 14 d3ys foliowing
the date theso decuments are made avaltable to the faclity. (f deficlancies are cited, an approved plan of comectien is requisits to continued program
participation,
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Continued From page 2 [ }
registration srea could only be accessed with a |
card key (a card that electronically signals the . .
door Jock). Inside the door, to the leR was a in addition, the current audit
desk with 2chairs, The Risk Manager stated process was reviewed and
that the visitor was seated in one of the 2 revised to ensure early
chairs at the desk, On the other side of the identification of inappropriate
destk wasl a registration area with computers to access {o PH]. The revised auditl
register patients. process addresses visual,
Review of the facilty computer user activity log auleory, electronic and written
dated 3/10/09 from  9:00 AM  through 10:59 AM monitoring by the Department
showed that three patients were registerad by Directors and Facitity Privacy
'the admitting staff member during the time the Officer (FPO) to ensure all PHI
" ical safeguards i and’
Review of the admiting staff member's thsta?' sd egu rds in place nd
employee fle on 3/23/09 revealed a document maintined.
titted  Counseling/Disciplinary  Memarandum,
Under section 1it Is documented that "On
March 10, 2009you were at your work station
and alloxedst a:. o:smr:iiem;;i :lfer;wg: ‘;uws"‘a:; On a bimonthly basis, the Fagility
your woa 21 Wi , o
working. This person was sitting within a range Privacy Officer (FF’Q) raljdomly |
that aliowed them to observe and overhear selects a sample of individuals
[your conversations with patients whils you were with access to PHI for auditing. |
registering them. This visitor was exposed to Any breaches will be addressed
confidential patient medical information which is | immediately and reported in
a violation of the hospitaf's privacy policy.” l accordance with regulations and
Review on ¥24/080f a facility policy and} orga'mza;aonal pOFlCIQS. T,he
procedura  titled Safeguarding  PHI  (protected | T results of all monitoring will be
heaith information) and Confidential reported to the FPO, HIPPAA
information, revealed that "It is the policy of .. Team, Executive Management
(the faciity) to comply with the requirements of Team and Governing Body.
i the federal, state, and organizational
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¢f survay whetiter or not 3 plan &f correetion {3 pravided, For nursing homes, the above findings and plans of camaction are discinsabie 14 aays roiowing
the data these dacuments are made avatlade lo the facllity, If deficiancies are tited, an approvad plan of correction is requisite © continued program

paricipation.

Statem2567

3uofd




) ) MU I | T AN FUMAN SERVICES AGENCY

DEPARTMENT OF PUBLIC HEALTH
STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUFPLIER/CLIA X2) MULTIPLE CONSTRUCTION (X0) OIATE SURVEY
AMD PLAN OF CORRECTION IDENTIFICATION HUMBER: COMPLETED
. A BURDING- © L
o 050088 B.WiNG 02612009
—N:\ME OF PROVIDER OR SUPPLIER STREET AUDRESS, CITY, STATE, ZIP CODE
COMMUNITY HOSPITAL OF SAN BERNARDINO 1805 MEDICAL CENTER DRIVE, SAN BERNARDING, CA 92411 SAN BERMARDINO
COUNTY
(X4) 1D SUMMARY STATEMENT OF DEFICIENCIES o] PROVIDER'S PLAN OF CORRECTION T (X5)
PREFX {FACH DEFIGIENCY MUST BE PRECEEDED BY PULL PREFIX (EACH CORRECTIVE AGTION SHOULD BE CROBS. COMPLE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED T THE APPROPRIATE DEFICIENGY) DATE
Continued From page 3 —'
framework  for heelth information  privacy
1 protaction as pertans to the Use and |
Disclgsure of fProtected Health  Information
(PHY). (The facility)... shall implement
reasonable and appropriate  administrative, ‘
technical, and physical safeguards to protect
the privacy of PHi apd Confidentlal
information." The facllity policy defines ;
Confidential Information as any information in
any medium not otherwise defined as PHI,
which is deemed confidential by law, rule,
regulation, or would otherwise be considered
‘ confidertial based on (the faciity corporation)
practices,
|
1
|
|
l 1
i
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