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£000; Initial Commants ~E000

. The fallowing reflects the findings of the

Department of Public Health dunng a compiaht
vrsat

Cmnphsm Intaka Number
| ! CADD186784 - Substantiated

u Themspedbnmlinmdbme specific -
! complaint investigated and docs not reprasent
theﬂr»dirrgsufafullmpacﬁoncfmetacmty

! Reprmmng the Depariment of Public Health:

memsafewcms@m 1280.15(a)
| Al heaith faciiiy; Hamy nieanh agensy, of
' ! hospica icensed pursuant to Section 1204, : ‘
: 1250, 1725, ar 1745 shall prevent uniawfulor -
unauﬂ'lorhod accass 10, and usa or dissiosre of, |
| paents’ medical infonnaﬁon as dafined in :
smmgm 58.05.0f the Civit Cods .|
and consistent with Section 130203, The ;
d after investigation, may assessan
. adminisirative panalty for a womon of this
mndmmt\venty-mlmmddom o
 ($25,000) pes patlent whosa madicat informattion |
was unkewlully or without authorization messed
| used, or disclosed, and up io seveniesn
! thousand five mmedddlm ($17,500) per
* subsequent cocumenca of uniawlul of
unauthorized access, use, or disclosure of that
patients' medical information.

i
E1853 T22 DIVE CH1 ART?-70707(5)(8) Patients’

. Rignts
| (b) A lst of these patients' rights shall be posted
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PREFX DEFICIENSY MUST B!PWEDEDBYFW- PREFIX {EACH GORRECTIVE ACTION SHOULD BE !
TAL ﬂzau.mxvouwcmmmmmm LTAR CROSS-REFERENCED TOTHEAPEROFNIATE - pATE
) . i DEFICIENGY) )
E1983| Continued From Page 1 . EES8.
| In both Spanish and English In appropriate |
 places within the hospital so that such Aights may :
cemdbypahenh.mwshalﬂndudabutnet :
,nsmmbmepehwmmw _ :
- (8) Confidential traatmant of all communications | ; ‘
;ndmdspertamagbhma\dmomym : ,
® hospital. Written permission shall P ! All employees and physicians receive |
# 2 mﬁmﬂ& o * confidentiality training at the time of ;
Mﬂamm any , orientation and amumally. Training |
5 " regarding the Kaiser Permanente !
i anplesofRespvnsilnhiymchmg ;
: :  the importance of patient privacy, is !
i ! mandatory for all employees and |
;TthULE. sndmstuev:dencedby _ | physicians. The 8 emgloyees who were |
Basedmxamrdre\awandlmwlew mehcum . wﬁ,rwuemto
offour(d,)nﬁonta'mmmm!’m . records had received and ;
12 S andA PO PaOW TEMWRATEESS 8y T e b e B
pbywsmapproprhte!yamedmmws, , ’
: glactranis record without authorization. Far :  “refresher” education. :
. Patient 25.medical record, ons enployes ; Confidantiality agreements were
| inappropriately accassed the pafients slscironic  signed by the 8 employees whohad | |
lmd without authorization. For Patiert 3's ; impermissible access to the records. :
 medical record, one employse nappropriately  As part of the training, employees are | -
| accessed tha patient's electronic record wihout | indormed that a breach of
,auﬂudmbn.ForPale:M’aMwlfawwm :  confidentiality will lead to disciplinary
,emdoyeemppmpnﬁlymmmepaﬁmfs ; . action, up to and including termination.
slectronic record without authorization, = ! .
: : Information related to HIPAA and i
. Findings: - confidentiality of protected heslthcare |
' . information is posted on the Kaiser |
.OnMay 4,2009,.5 self reported facility incident.. . . ;  Peymanente intramet site and is :
was inveatigated regarding 2 bresch in the i accessible to employees.
alectronic medical records for Patients 1,2, 3 * The hospital’s Compliance Officer
and 4. _ conducts ongoing staff and
. . ‘ i physician training This year,
| A reviaw of the facility Investigative report dated - ; the annual compliance training
?,ﬁm”' zoosmdim %&wb;mm ; ! began on April 4, 2009 and will
- investigation and amployee i ] ; " be ing througho :
. hospital had ascertained” that tve (5) - | eonsone ut the year |
= ———— e — —————— —— -
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E1953: Continued From Page 2 ‘Eigm |
" amployees had inappropriately accessed the : ,
wmm@mm;aﬂmmm
- employee had | iat {tha ; 3 :
i glectronic medical record of Patient 1 and Patient * : Policies and procedures related to
- 2, ona amployea had inappropriately accessed | - HIPAA and protected healthcare
; the electronic record of Patient 3 and one ; ; information were in effiect at the time
mﬂmmapmmmme ; :  of impermissible access and are also
slactronic recaed of Patient 4, i * posted on the intranet site. Most :
. L ' 1 notably, Policy #1580.00: i
mmmmmmwmmmwesiaﬁmn: ; “HIPAA: Samctions by Kaiser i
' May 4, 2009 at 825 a.m., she staied that sight ! i Permancnte Aginst Workforce :
: (8) employess sccessad the elecironic racords | Members who Fail to Comply” has |

U STALR FORM ™~

. of Pallent#s 1, 2, 3,and4wnhom|uﬂmm
Mmmmeswhmdmmw

* nurae (RN) from Medical/Surgicar; who, "Hadm
: business. Nonudbkm‘wemdthe
abe&onnmedulmmhofhﬂumm

Mssumm '

R aliank 2. Administmtion
mxumuwmmww
; vicwed the madical record of Patient 1 snd
| “she shouid not have.” Acconding tn
 Administrative Staff A, there was no signad

: consent or authorization for ralasse of madical
: Information to the above mentioned eight

* employeey In the pafienty’ medical record,
MMMBMAMMMH\OBEN

. amployees rasignad, one employee was
mﬂnﬂadanddisdplnaxymnwam
agsmtmemployea

A review of the fagllity Impermissible Madical
Record Accass dated April 24, 2009, disclosad
nine impermissible accessions by eight
empioyess Employee A, B,C, D, EandF.
 inappropriately accessed Patient 1's clectronic
' racord, Employee G inap
! Patient 1's and Patient 2's alectronic medical

- records. Employes G inappropriataly accessad
- Patient 3's slecironic racord, Employes H

inappropriately accessed Patlent 4's electronie

fLaD)— - i

inappropriately sccessed .

been in effect since 2003. The policy - |
defines “disclosure” and “Protected | |
Health Information” and states that @ |

: KaxserPamaneme(KP)w:nnnpose

" members who fail to comply with ; ‘

KPpohmandpmoed\nes,the
reqtmanemsaftheH!PAAanacyor ‘
SecmtyRules, or other applicable !

From December 24, 2008 to .
March 16, 2009, twelve notices !
regarding the protection of patient
medical records and HIPAA
regulations were sent from the
hospital leadership team to staff

and physicians, The leadership team
made rounds throughout the hospital
reminding staff to protect patient ¢ !
confidentiality and to comply with
all confideniality polici

— - e
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{5 plEMMESSIt. b gmiesarotdy |0
MTha.  REGLLATORY GX LSG ENTIFYING INFORMATION) ity GROSE REFRENCED TO THE APPROPRIATE  OTE
E1953§conﬁnuad1=mmmu3 E1963
| o report dated May 82008 . 3
: %  Admiristraive | Kaiser facilities utilize am electronic |
: ; i
JW'BmkMWpMmbPM {  apaper medical record, all enfries !
: 1,2,3,“4'&6%”@'@@30" . ! (mclmﬁngunamhonmdmons) ! ':
. Febfuary 3, 2000, Administrative Staff Astated " \nto an electroic medical record can | |
: & print out of all medical recond accessions wis ! be tracked. All persons who access Lo
_Qvenhriskmgmgmemunl’ehmaryl’%m ' arecord can be identified aswell as |
for Patents 1,2.3, and 4. ! tepmsoftherscordthatare
QAmwdmaMMRMAmRaport i  aocessed and time of accession. !
| provided by the focilty, ndceted the elgnt() Bonlukusesdl smsylesior - A
. employees breached the patients’ electronic. .. | stail and physicians must coict .
| medical reconds from Jemuary 26, 2008 to ; ;  ser idemtification mumber and i
Febmalya 2009. ; password. Actions were taken to ;
. : - further secure the patients® records. ! 213109
| On May 4, 2009 &t 10:05 a.m,, accass o : * On January 27, installation of :
- Patientr 2 X and4'welachonkemediar .. - “Break the Glass”, an enbancement SRR
; record was absesvad by the Evalatar The : 1o the electronic medical record .
. obasrvation revealed that any attsnipt to access ; :  security, began. The installation
: the medical record required the usar o anter a :  was completed at 6:41 pm on :
spamo!dandmedﬂnuwmatmayware ! . February 3, 2009, after which all i
i about to "Brask the Glass.” Then when greeted i unauthorized accessions into the |
wmmowmgwun.mommw:lmulrjedto' . medical records of o
W8 0 R M medica : i Patierds 1,2, 3 and 4 ceased Lo
'ex”P fomad 'Sérian, write down ¥ to occur. The “Break the Glass” o
mrespedfbaxplanahun,dekmpt.md i application does not allow access [
enterlpassword. 5 i into arecord without the user P
Armewcffacmwm:evealadﬂmuoum | catkring the for '
| i and re-entering the password. A
Wwﬂomgadndmamodiwmw | warning was displayed on the screen
Mm“"ﬁmm“ . February 3, 2009, the hospital leadership |
RﬁpomiblﬁyAmn" upon hire and : ' can initiate “Break the Glass” as a !
{ annually, agreeing to only access information | ! mater of course for any high !
: that they had been "instructed or authorized o | ; Sile patient's record of request. |
! access o do my job." ; profile patient upon i
b c— — ]
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™S REGULATORY OR LG [DENTIFYING INFORMATION) ™ mmg&ﬁmmm DATE
\ E2238: Continued From Page 4 | E2008
| : . !
E2238° T22 DIVS CH1 ART7-70751(b) Medical Record :
Aveiabilty ,
| ' (b) The medical recomd, including X-ray fims, I8 ' 7
\ - tha proparty of the hasplial and is maintained for ; 5
Ethel:uam:ﬂtoi'ihepatlent.memediaalsl:a‘fh‘m The investigation into impermissible :
| the hospital. Tha hoapital shall safeguard the. :  access begam on Febroary 23,2009, |
| information In the record againstiosd, = - - | The patients’ medical records were :
- defacament, lampering arusebvumuﬂmrizsd t reviewed for the time period of X
: parsons, _ Janmary 26 to Apsil 13, 2009. Dyring i
¥ i ﬁig:t,ﬂmem%lm
‘ . , i medical records. i
; This RULE: i@ not met 2s evidanced by: | Investigations were condncted with :
; Besad on record review and interview, the faciity t 156 employzes from Kaiser i
‘ A&auledtoaafagunrdPaﬂenﬂ 2. 3and4's ; - Permanente facilitics in Southern .j
medhdremﬂagslnstusebyunwﬂ\oﬁzed ;  Califonia regarding their accessions |
: MM : i into the medical records, and the i
| ——— ; " maority of employees were foond .
FIndIhgs i : wWWmm i
| On May 4, 2009, a facity seffreported inoident. | | 0t 8 copoyess oy centined |
' Was regarding a braach in the : : impermissible accessions into the | 4/28/09
: electronic medical records for Patient #8 1,2, 3 | ' patients’ recotds. One ;
“amda. r : :
| VT‘lfcwed!woofthepancnts Tecords.
| | A reviaw of the facity investigative report dated | investigation team included
| Apiil 28, 2009, disclosed, “trough subsaquent . hmgmommlmm ship, the Risk |
mvesuqaﬁmandamployeelnhmwm : and the Di Officer,
. hospital had "ascertained” that Vs (5) | Director of Human !
. employees had lnappropriataly accessed the | . Resources. Asaresultofthe
| ' electronc medical record of Patient 1, one | ; tvestigation process, the !
' employee had ina sccessedthe Y W‘Pm‘_’mmwﬂ !
elechroric medical record of Patient 1 and Patient : ;um?&émaf:nm ;
-2,oneemployaahanmappmpﬁataiymsssad { o X i
* iheelaciehic 1atoed of Patierd 3andone © - lml’mmﬁ“ml ]
employee had inappropriately accsssed the actions were by
: electronic record of Pationt 4. . i April 28, 2009.
| During an Interview wih Adminiatrative Staff A on :
\ i May 4, 2000 82 8:25 am,, she stated that sight l )
‘ . . . _]
anm SE7211 ¥ continuation sheel 5 of 8
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: smpioysss accessed Patient 1, 2, 3and 4'
’fictm?mmd@mmdsmﬂwtauﬂnmaﬁon :

: A review of the facllity Impermizsible Medical

. Areview of the Medical Racord Accese Report i
* provided by the faeily, rﬁcaiedmaelght(e) i
: employees breached the patients' electronic: i
i madical records from January 28, 20091 - ! '
| February 3, 2008. o

: The faciiity faied to prevent access to !
i confidential medical racord information and
Patient 4, 2, 3 and 4's glectonic
medml records agalnst uss by unauthorized
individuals. .
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; ' for impermissible accessions beyond

- Record Access dated April 24, 2009, dieclosed :
! nine imparmissile accessions by eight . m‘;:‘:"fmdlm There -
, smployess: Employee A, B, C, D, Eand F : , angoing monitoring of the |
| nappropriately accessed Patient 12 slectronic paticnts’ medical records. The audits ;
i record. Employee C inappropriately sccessed . condicted by the Risk Manager | |
 Patient 1's and Patient 2' electronio record’  &nd Compliance Officer. Duding |
Employea G ingppropriately accessad Pabent 3's ! April and May, 2009, a andomly | ¢
. alectronic record. Employes H (from Siatar ; ,= mWﬂ*mwewedﬁww P
: Facility 1) inappropriately accessed Patlant4's | | impermissible accessions. To date, g ;
; alectronic racord, Ce . Do impermisgible accessions have ¢ |
E i | boen identified i
:Durrmahelephonememewmmmstauve i ¢ audits of patients” medical records !
: Staff A on May 12, 2000 at 3:10 a.m., sha siated | . will contimne through :
| the facilly installed “Breai-the-Glass® protection i December, 2009.
P £ fzmeubmw :






