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Eceo! Initial Comments 

. 11le falbNing reflects the findings of the 
Departrnem of Public Health during aCompalnt 
visit . 

~ COtrip}aint Intake Number. 
) CA00186184  SUbIUultiate.d 

: EOOO I 

I 
.. , ~ 

Toe inspedbn was limited to the specifJc" , l 
complaint Investigated and daes not represent 
the flnding. rAe full tnspectfon of the faallty. 

Reprttenting the Department of PublIC Health: 
I'· " "," 

: 
;

; Health and Safety Cedi SIctiDn 1280.15(.)
i AdW"C; trealth fIcUitY:notni"lililtligiinij:~dt "", :' 
! hospica Icenaed ptnUInt to SectIon 1204, ! 
; 1250, 1725. or 1745 si1aU prevent unlawful or ,. ~ 
; unauthortzld ICC88I i)~ and use or ci$crOan 01, ! 
i PI~nW medIcI'infOrmatlon. II d6fined in i 

Lt~l2919lql~,.M.~,rljh-',..~"CM",.'i 
: and <D1SiStent with 8edIon 130203. n. I 
department. 8ftet ~, may assess an . 

: adminillratiVa ~ for a violation of th. : 
: section rI up to twenty.fiIIe tnouund doDatS : 
; ($25.000) per pattent whcsa mediciI information' : 
: was unlawfully or Without authorization 1CCeISed, ! 
1 used. or disclosed, and up to ..meen ! 
1 thousand five hundred doIIn ($17.500) per 
: lublequent occurrence of Wllawful or 

unauthcrtzed ac:cess. USI. or disclosure Cf mat 
~.nts' medical informa1ion. 

.!. 

1:1953, T22 OIVS CJoI1 ART7.10707{b)(8) Patients' 
Rlghta 

{b} Alist Of these patiental rights shill be posted 

I 

; E1953 
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, FIndIn;t: 

:Q~~At:~,d' .Se.JreprJ!te.4.facility i~ .. " 
was Invtatiga*l regarding I bJesch k1 tne 
electronic ~iOaI rec;ords for P1tient11 t 2 t 3 
and 4. 

i A reNieNt rI the faCiflty Jnveltigativo report dated 
i Aprf128. 2009, ~ '1hCOUgh liub8equent 
: investigItJon and emptoyee intervilW8" the 
: hospital had "ateeltainedlt that tv. (5) 

Information reJatcd to HIPAA and 
~ntide.ntiality ofprotected bealthcare I 
infoaaation is posted on the Kaiser j I 

Penmmente mtram:t site and is 
accessible to employees. 
The hospitaJ.~s Compliance Ofticer 
conducts ongoing staffand 
physician tminiDg. This year, 

the aDmJa1 compliance tJaiDing 
began on April 4, 2009 and will 
be ongoing tluoughout the year. 
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E1SSJ ! 

enaplovees had inappropriately acce88ed the 
elactronic rnedlC8I record of Patient 1. one 

: employee had inapproplfatItjlCC8l8M the . 
; eJectronk; medioII record of ?atient 1and Patient ; 
. 21 one amployee had inappropriately aoceISed I 

: ttl. tJectroni: IICCtd of Patfent 3 and one 
~ employ. had inapproprJately SOC*SecI the 
; MIctronic recctd of Patient 4. 
! , . 

1 During an imeMewWith AdmIn_ ShdfAon : 
• MIy 4. 2009 at825 am•• &he stated ~ eight ~ 
: (8)~ICC8I..tftI~~ ! 
: of Nfedt'l1 t 2. 3, ancl4 wlhout authoriZalolt .' 
: Adminisb'dv$ Sfaff,A *teet ~ rea""..' .j '" 
: ntJlII (RN) from MldiC8lJSUtgk:.at'who, ·'liaCt·no... j:'" 
: bUsi'iea No nMd Is JcriCW;-~'flvf .. .; 
; electronic medic:II JeCQI'CII 01 PIaIInt1 and. : 
:-:;~~SiIIA"I5a..aWtCthat~·.l 
. ; anotI8RN-~ancL~ (lM}}-_.... ,~ ., 

~ viewed the mld'1C8I rBCCl'd of Patient 1 end I 

i ..should net hIve.. AcconIng to I 

; Administrative 8tItf~ 1IIe.-WII no signed- i 
; consentor IUIhorization fer raJeese, ofmedical . 
~ Inbmation tD U. above mentioned light 1 

; empIoyeet In the patienW medical re=rcl. . ! 
Admlnihtive StaffA ItatId sIX rA tht eight I 

. employees raa\1ned. 0118 e,,"1e was , 
: terminated and disdpInary adion was takIn 
: against one employee. 
i 

A .....of the faQllty lmpermisllble Medicst 
Record Acc8sI dated AprU 24, 2009. dIIcIoeed 
nin.impermissible accessions by eight . 
employees: emplovae A. ac, 0_ Eand F. 

: inapproprfatlelY accesaett Patient 11$ eIectro,,1c 
, record. Employee CJnlppl'OpJ'lattiy 8cces$~~l· .. 
: Patient 1·5 and Patient 2ts electronic medJcal ; 
. recorda. Employee Ginapproprfetaly accessed i 
: Patient 3'sllIctrcnlc record. Employ..H . 

inappropria1eJy ace.eel Patfent418 electroniC 1 

: record. J 

Policies and procedmts related to 
HlPAA and ~ bea1thcaR 

information were in ~ at the time 
of hnpcrmissible ~ and are also 
postfd on tbe inmtnet site. Most 
notably, Policy #1580.00: 
"HIPAA: Sandions by Kaiser 

Pennanenre ApiDst WoMOJte 
Members who Fail to ComplY' bas 
been in effect since 2003. The policy , 
defines f4disc1osure~ and "PIotected I 
Health IDfonnation" and states that ~ 
Kaiser Petrnauente (KP) will impose :, 
sanctioos apinst employees, 

. physidans, and other ~ 
. .' members who fail to comply \Vith 

KP poliQies and ~ the 
~ oftbe HlPAAPriVacy or 
~Rules, Of otber applicable
law. 

From Oec:ember 24, 2008 to 
March 16, 2009, twelve notices 
regarding the proteCtion ofpatient 
medi<:al records and HIPAA 
regulations w= sent from the 
hospi1aIleadership team to staff 
and phyiicians. The leadetship team 
made rOUDds throughout the hospital i 

renrimting staffto protect patient , 
confidentiality and to comply with 
all confidentiality policies. 
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1 

\i PatiClltS 1) 2, 3 aDd 4 ceased 

" 

: Kaiser facilities ntilize an eJectronic 
medical rec.xml system. In c;:onUast to 
apaper JJlCdigd ramd, an eulries 
(including unauthorizlxl ~OD5) 
into an electronic medical record can 
be tracked. All persons who ac:cess 
arecord can be identified as 'MIl as 
the partS ofthe record that are 
a=-d aDd time ofaccession. 
In order to aQC.'eSS apatient'srecor~ 
staffand physidPs lUUSl enter their 
user ideatifteation DUmber aod 
password. Actions were taken to 
futther secure the patieIlIs9 records. 

t On January 27, insfallation of 
. - , 'i "Break the GIass") an enhancement 

I to the elecrtroaic medical record 
j security, began. The installation 

was completed at 6:41 p.m. on 
February 3,2009. afterwhidt all 

I unauthorized acx:essiODS into the 
medical records of 

: 
, 
I 

! 
j 

• 
I 

.' I 

~ On May4, aoo9 .10:06 a.m., accest to 
"': 'PattillrtI 't;'2;"l"anct4'1"~~l'rIIdiCat. ....., ,::. ..' 

: record". ~ by the EvaUIQr. 1h8 
~ obIIMtiOn revealed th8t8ny ....=access , 

j :':c8a:.~:=~e:.a ! 
i ~ tD '1_ tt1t GJaII.· Then when ;re.eted 1 
~ with 1hewamiftg ~ th. UIII' was required to 1 

! 213109 
.~, ."t ¥,!:

i 
! 

I
! 

W 

~.~~lc~,~~·"
 :

; mors specItk: uplanalion. cIck accept. and 
. enter. password. 

: A revieW of facUlty l'ICOI'dI revealed that,tne _M l 
empICye8I, WhO btaached the medIcII ~ of : 

. PItIentt 1.2, 3and 4, perticipated in ~~ 
; priva;y andfor compliance training and $igr\ed 
: IlConftdentiajty Agreemenr or '?rindpIII of 
; AIIponsibillly A1teI1Iaorr u~ hi~ and 
!annually. agreeing to only aoee8I infOrmation 
: that they had been "InMctecI or authoriZed to 
~ access to de my job.· 

'.' to occur. The "Break the GJass» 
application does not allow access 
into a record without the user 
enl:l::rillg the reason for ~OD 
and re-entering the paMWord. A 
warning was displayed on the screen 

to notify users that they were entering 
a secured record. As of : 
Februazy 3, 2009, the hospital leadership : 
can initiate "Break the Glasi' as a 1 
matter ofcourse for any high 1 
profile patient's record or upon request. ! 

I 
I 

i 
! 
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E2236 ~ Cantinuad From Page 4 

e2236; 1'22 DIV5 CH1 ART7-10751(b) MadIcaJ Record 
A~iJabiDty 

~ (b) The medicaJ recold, inCluaing X-ray films. Is 
· tne proplrt¥ of the halpltIIand II rnai'ltaNd for 
· the beneftt of the patient. the meencal etaff&'Id
l the nospitsL The hoIpitallhaU__~ th,e.. 
i inforrnltJcn In the record agaf. rosa~ . .. ,~.'. 

· defacement fan'4»r1ng or.. bV' UltIutnor1zed: persona. ;. '. . 

.. 
; TIlls RULE: is not met aal\lidenced by: 
; ~ Oft JeCad r8¥iew and inErview the _ 
i failed to saragulll'd PatIent 1, 2. Sand

1 

4'1 . 
!meaIcaI recGRi against use by unauthOrized 
f irdiWJLIaJI. 

l On May 4, 2QQ9, a faciOly self reported incident 
; was1nvlltlgated I'IgIlTJIng I bnNlCh In the 
~ eledmnic medical ra=ds fer Palent'l 1, 2. 3 
and ... 

1 Duling an IntsIVlew wah Administrative Staff Aon 
1 May 4, 2009 at 8:25 8.m•• she statad that eignt 

~ E223l3 
I 

i 
I 

. 
; 
;
: 

.' 
" . 
; 
1 

I 

! 

The investigation into impc:rmissible 
; 3C(;CSS bepn on Pebruary 23t 2009. 
: The patients' JIlCdical teCOIds were 
I reviewed far the time period of 

]tIDlIUy 26 to April 13, 2009. During 
.' this 1ime, there were 461 accessions .

i 
~ 

into the medical leCOlds. ! 
! 

, ~ODS were conduQed with 
i 156 employees from Kaiser 

i
i 

Pennanente fAcilities h1 Sontbem 
i CaIifonUa repntiDg their~
 

into the medbI records, aDd the
: majority ofemployea were found
 
to have an appJopiiate purpose for
 
their ~OD&. Itwas cfcrermined
 
that 8 employees Wa tOtBrOf'~"" ._.....) 

I impermissible ~ons imo the j 4128109 
; patients' records. One employee : 

viewed two ofthepatieDts' teCOlds. 
The investigation team included
 

hospiIal1eadcrship, the Risk
 
Manager, the Compliance 016cer,
 
and the Director ofHmb8D
 

Resources. As a rault ofthe
 
investipIion process, the
 

i impemlissibJe accessions resulted 
: in I termiuation, 6 resignations 

in lieu of termiDation, and 
1disciplinary action All petSODDel 
actions were QOmP1eted by 

l April 28, 2009. 

SE7211
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: D~. telephone inteMew'With Administrative ~ 
; Staff Aon May 121 2ooo.8:10..rn.. Ihe&tated I 
! tM fICJIty tnltlled .Break-the4lass- pmtection ; 

~i~~~."".·':' 

. A review of the MedIcal Record Access R$)rt 
: provided by theflcilly.1dcated the elght(8" 
~ employees bns:hed the PItfen1I' electronic· I 

~ medical tICOtde from JrtlU8IY 25, 2009 to . ! 
: FeblUaly 3, 2OOQ. I 

; 

i 

! 

;: The patiCD1s' t'eCOrds w= mo.niuxed 
for inlpennissible ~ons beyond 
llie dates ortheir discharges. There : 

; has been ongoing J%lODitorioI ofthe i 

: patients' medical1'eCOIds. The audits i 
I 

are ~ by the Risk Manager II 

and ComplianQ= OfIicer. During i
j

! April andMayt 2009, ataDdoUlly 
1 ~ ,!eek wasl'CNiewed 1br any 
! ~le aa:essions. To date, i 
I no unpermissible aca3iOns have I

j 
. been identified Quarterly i 

· audits ofpatients I medical zecords ! 

j will co:nliDuc 1htough 
J December, 2009. 

i 

,.- F ", 
j 

l 

i 
i 
j 
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