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l OE:oartmef'l d Public Health during a 

I COinplilint/IX"each event visit 

I ReiPiftentil!lg the DepBmlent of Public Heall1: 
HFEN 

and Sal!!ty Code Section 1280.15(a) A 
health facdty. !lome healtl agency, or 

licensed I)UfSII8nl lo Section 1204, 
1725. ot 1745shall prellent unlawful or 

\un�luthmized access to, and use or dlsdosure 
patient��' mecliGal inl"ormalion, as defined in 

I sul:ldiviSil. XI (g) of Section 56.05 af 1he Civil 
Code and c:cnsisllnt with Section 130203. Tht 
� .nar irwa&ligallon, IRIIY assess an 

penalty for a viCIIation of thla 
up 111 twa'lty.five thousand dollara 

per patient whose medical 
was unlawfully or without 
accessed, used, or disclosed. 

up tD •ewnteen thousand five hundred 

($17.600) per subseQuent occurrence 
unlawful or unauthorized acc:es$, use, or 

disdoSure gf that p8tien15' medieal inbmation. 

llli& RULE is not met as evidenc:ecl by. 

Basad on intel\llew and reaJid review,lhe 
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statements 

Plan of Correction are not 

an admission and do not 

constitute agreement with 

the alleged deficiencies 

here in . 

This Plan of Correction 

constitutes UCSF Medical 

Center's wr itten credible 

allegation of compliance 

for the deficiencies noted. 

Corrective Action: 

This was a UCSF School of 

Medicine (SOM) privacy 

breach, and UCSF Medical 

Center took immediate 

action to terminate the 

trainee's access to 

Medical Center clinical 

systems as soon as it was 

notified by the Office of 

Graduate Medical Education 
(OGME) on August 12, 2009. 
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falowlng relfecls the find"�ngs of the 
Department d PUblic Health cl.lring a 
complaillfbfeach event visit: 

Complaint Intake Ht.mber. 
CA00220643 - Substantiated 

Re!:1resri119 the Depal1ment of Public. Health: 
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OGME of the UCSF School 

Medicine (SOM) is the · 

within the SOM 

oversees the residency 

and Housestaff whom 

ll:r>nT·n,n�tor. Communication 
UCSF Medical Center 

and members of the 

Housestaff occurs via the 

residency program 

Coordinators and/or 

Directors. 

Heath and Safety Code Section 1280.15(a) A 
"'inio, tiealth facitily, home heallh agency, . or 

hospice llc:en&ed purSuant to Section 1204, 
1250, · .  1725. or 1745 ahlil prevent Uiarul . or 
unauthorized · aCc:ess to, and ·use or disclosure 
of, pallents' medical iriorrnatlon, 8$ deiined In 
subdivision (g) of S8c:tion 56.05 of the CMJ 
Code and consistant with . Section 130203. The 

Following �his breach, the 1/24/11 
mechanism.whereby UCSF 

department. after InveStigation. may assess an 
l sdrninls1.1rrii111! p8naJty for a viala1lon of this 

up to tWenty-five thousand dcllars 
per patient whose medical 

information was unlawfully or without 
authorization accessed, used, or disclosed, 
and � to ·�M�Wnleen thousand · five hunchd 
dollars ($17,500) per s� occunence 
of unlawful or unauthorized access. use· or 
discloSUre of that patient&' medlcallnfarrnation. 

This RULE Is not mel as evidenced by. 

Baled on interview and rec:otd 18Yiew, the 
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Medical Center is notified 
by the OGME that a member of 
the Housestaff has been 
terminated, left the program 
or placed on investigatory 
leave was revised from a 
manual one to an automated 
system. 
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Continued From page 1 

hospital failed to protect its patients' 
co nfidential medical information from 
unauthOrized access when they did not ca1cel 
the computer access of a suspended employee 
d the School of Meet� who had previously 
been grantad c:cmputer � to the hospital 
patients· crJI'Iical records. 

In addition, the Housestaff 1;24;11 
Information Booklet has been 
revised and distributed to 
all Housestaff, program 
Coordinators and Directors to 
state that residency and 
clinical fellowship training 
program Directors must notify 

Ftnefmgs: 

During a interview on 3116110 at 10:00AM, the 
Hospital's L & C (Ucensure and Certification) 
Coorcfllator stated on 12111.()9 the hospital 
received infonnation that a Fellow i1 the Sc:hool 
of Medicine accessed the patient reccrds Of 51 
patients after he had been suspended i"om 
their cara She stated 11at on 3124109 the 
Felow had been given "an intent lo terminate" 
notice by the Graduate Uedical .OIIice (GMO). 
The l & C Coordina1or said It was normal 
practice for the GMO to notify 1he hospital to 
delete a doctor's ccmputer access when they 
were going to be lefminalad. She ·stated that 
because this "intent to terminate" was a new 
situation the GMO cid not notify the hospllal. 

The L & C Coordinator a1ated that aftar lhe 
Felow received · his notice he ac;cessed 
computer documentation from 4109 through 
7109 In order to copy � of his progress 
note documentation and C0f1'1;181ison examples 
of other Resident physicians' progress nota 
documentation in order to develop an 
rebuttai/SCJpeal for his tennination from the 
Nephrology Fellowship Program. 
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OGME immediately when a 
trainee is dismissed or put 
on investigatory leave to 
ensure all access to 
confidential information is 
terminated or suspended as 
appropriate. 

With respect to the 
automated process, the OGME 
maintains all resident and 
clinical fellow appointment 

· and demographic information 
in a database. This database 
interfaces with the 
Individual Identity Database 
(IID) system on a real time 

basis for trainees who have 
separated or terminated. IID 
automatically sends a file 
to UCSF Medical Center to 
automatically terminate 
access to clinical 
information systems for 
separated or terminated 
trainees. 

11:38:07AM 
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The L & C COordinator stated !hal when lhe 
Fellow presented his defense against hil 
temmation tD the leadership physicians of the 
Nephrology Fellowship Program. they 
recognized · that the information being 
presented Was obtained after the Febv's 
dinlcal privileges had been suspended. They 
Identified · this as a breach of medical 
inrocmatlon and notlied lhe hospital !hat the 
Felbw had been using unauthorized access to 
the hospital's mecfal recacds to �ile a 
defense against his tennination. 

A faxed letter, dated. 2126110, was recaived in 
the Celfomia Depar1ment . of Public Health on 
212ef10. . . Thhi letlsr lndi(;ated the brea..tled 
medical inl'omlation was part d the �rjcal 
records for lhe hospital's patients which were 
accessed by the unauthorized Felow. 

The hospital's falure 1D deact!Yate INt. Fellow's 
compuler access tD patiert meclcal records, 
coupled wi1h the unauthoriled use ct and 
access to said reoo!dS constitutes a violation of 
Heallh and Safely Code Section 1280.15 
privaq bleach en! may be subject ID 
Administrative Penally. 
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For other UCSF campus and 

UCSF Medical Center 

employees and the UCSF 

Medical Staff, the same 

automated process is used 

in which the IID 
automatically sends a file 

to UCSF Medical Center to 

automatically terminate 

(or suspend if the provider 

is in a Fair Hearing 

Process) access to cl�nical 

information systems for 

separated or terminated 
employees. 

Monitoring: A sampling of 

individuals with access to 

electronic confidential 

information (such as ucare) 

will be reviewed monthly for 

three months to ensure that 
access has been granted 

appropriately. 

Responsible Party: Director 

of Office of Graduate Medica 

Education 
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