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The following reRects the findings of the Department
of Public Health during a complaintbreach event
visit:

Plan of Correction Response for
Complaint # CA00200378:

To ensure coireclion was accomplished both
lemporarily and permanently for each the

Complaint Inlake Number: following actions have been taken:
CAQ0200378 - Substantiated

1. Patient 90 and Wife notified via US mail 8/17/09
Representing the Department of Public Health: of incident and offered credit monitoring
H HFEN protection service.
The inspection was limited to the specific facility Responsible Person: VP Chief
svent investigated and does not represent the Compliance and Privacy Officer
findings of a full inspection of the facility.
2. Implemented new process for 9/9/09

management of the "Emergency
Department Patient Information Sheets”
which requires thal clerks immediately
scan and shred informalion sheets upon

Health end Safety Code Seclion 1280.15(a) A
¢linic, health facilty, home health agency, or
hospice licensed pursuant to Section 1204, 1250,

1725, or 1745ehall prevent unlawtul or receipt from the patient. This new

unauthorized access to, and use or disclosure of, process will provide additional

patients’ medical information, as defined in safeguards (o further protecl patient

subdivision (g) of Section 56.05 of the Civil Code informalion from unauthorized access,

and consistent with Section 130203. The use or disclosure.

department, affer investigation, may assess en

administrative penalty for a violation of this section Responsible Pergon: Office Manager,

of up to twenty-five thousand dollars ($25,000) per Emergency Departmenl and 9/15/09 &
patient whose medical irfermation was unlawfully Director, Emergency Depaitiment 9117109

or withoul authorization accessed, used, or
disclosed, and up to seventeen thousand five
hundred dollars ($17,500) per subsequent
occurrence of unlawful or uneuthorized access,
use, or disclosure of that patients’ medical
information.

3. Reviewed and educated Clerical Staff on
new process.
Responsible Person: Office Manager,
Emergency Department

The hospital detected the breach on 8/11/09 and
informed the Department within the required five
business day time period.
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j ent ending with an asterisk (*) dencles a deficiency which tha Inatuticl may be excused from correcting providing it is determined
that other safegualts provide sufficdent protection o (he pabents. Except for nursing homes, Lhe findings above are disciosable 90 days following fhie date
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Continued From pags 1 ! Continue Pfan of Correction Response for E
Complaint # CA00200378:
Baged on observation, interview, and necord naview,
the hospital faled 1o safequard the information in 4. Impiemer new prosess for dosure of 8:3110
Paliant 80's (nadical record by faling lo prolect the pods” by clencal stalf mambers within
" . . " the Emergercy Dezartment. New
Ereigency Departmen! Patient Informelion Sheet ) o
e R . A process requires that prigr o a ped
resulting in the identily ther of patient and his wife. osure: all palient realed
) cocumentation {nor-pasient inferva¥an
Findings: sheets} il be physicalty moved by ihe
appreptiale cerk o Pod 3, whizh s
Qn  BROMG,  Assistant Compliance  Officer ahways sccupied by a derica slaf
presented for review the hospital "Privacy Breach memoer. This new prooess will further
lnvestigation Fomm™ for the breach in the safeguard patent iafsrmaiicn maintained §
confidentiality of Patient 90's medical informalion. by cierical siaf¥ within the Emergency
The “Privacy Breach Investiga¥on Foim", gated Deparimert.
/1748, included lhe Incident Report Fomm {an
eight pages document) and showed that Patient Responsibie Person: Cffice Manager,
90's wife called the hospital on B/14/08 fo feport Emeigency Depariment
that sha had been the victim of icedity the®t and 5. Daily review conducied three tmes par
:‘hai the perslon rsspons;bls.for this crima hac orn day {each Shift}in a 24 hewr petiod 1o 252040
er possession, at the time of arrest health ensure ciesks compliance with {en-going
informalion from the hospital which she used ‘o . ) . fs )
\ separiment piocesre for scanning ans T & penod
commit fraud. shredding patient information sheets. of 20 days)
. Review 10 coninue for z persd of 30
Further review showed that Fatent $0s wife days o ensure 10#% eamzliance with
brought  Patient 90te _the ED  (Emergency department proteduse. Appiopriate
Department} for care on As part of the aclion {0 be igken in accardanCe wilh
registraion  orocess,  the wife completed the review lindings. Review {cbere-
hospltal form tted “fHospital name] Emergency evaiuawed ater 38 days o ascenidin
Deparwnent Patient Information Sheet” and provided wheiher monitering will be conlinied,
Patent 90and ner {ss she was the primsry disconiinued or revised.
insured) parsonal  infomation  includng ths  fult
nammes, dates of birth, address, end socisl secusity : Responsibie Person: Of¢e Marager,
numbers,  Patient 90was adiifted and  later 2 Emergency Depariment and
digcharged. The wife sis0 repoited ihat within a few Lead Glerk. Emergency Bepartment
weeks after Matien] 80's dischaige from the
i
Evert ILEYR3L FIFNG R ite S
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Corndnued From page 2 i

hospital, she discovered ihat a person was using | :
her inforrration to open credit accounis and make :
purchases ir har name. The petrson sesponsibie
was arrested and was found iz have in hwer:
ipossessicn @ dccument rom the hospital, which ?
i'she was using to open up these actounts and |

'whizh was fater idenfified as tewrg the 'Emergency

Demartment Patien: Information Shest™. ;

H

 Review on 3/20/10 of the “Emeigency Depariment |
Panent Information Sheet” for Patient 80 showed
‘that i included Patient 90's proiested  health |
informatesn  including, rame, age, gendes, Social
'security numbe?, address, physician,  apcousit

‘pumber, rredical record number, asdmission date, §
employment  slatus, and emgployess address. i :
alss contained infarmation about Patient $6's wife, {

including bher fui name. age, marfat slatus,
address. social security number, aghd  heath
suFance information. . ;

3
H

i Trhe tinciderl Meport Foim further showed that the |
I“Emergency Meparimeri Patient i{nformation Sheet”
was u8éd by registration sfaff st the time of |
patents admission t5 ob¥in the name, date of i
birth. address, social secutty number  and
insurance informatwn, and # was filled eut by the
patient or a family member/agsnt of the patient. The | i
(sheet was uscd by the Registation clerk and the |

fnancial counselor o enter the patent's data into |

.the hospital's data system, and was thes handed !

{off to the iead clerk, who would then place it into a ! !
basket that sat directly behind the lead dek’s !
desk It was the lead derk's uk 1o assure the
éac:t:maz:y of the information and scan the sheetl nto

|
¢
!

Evert |W:YR3L11 783012010 S18L4AM
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Continusd From pago 3

the patient’s recerd. Ascording o the incdent:
Repast,.  the “Emergency Deparimenl  Patient
inforrnation Shesl® oouid sit in the Dasxet for up o
twe days. An EW iead cierk and an EB t:ansporter
{staff assgned the duties of lrangporiing patients
within the hospital] wers invesligaled by the
hospitat and found to be related t@ ke person
tegpoiysible 9y e identity theft. The incident was
still under invesigation by a polise task force.

Observation zn  &5#/18a3t 1#38am  of the
tmergency Department, =t the uresence of ED
Manage:. showed irree aress, cailed “pods”, that:
were desk areas wih a glass wall i the front of the
desk. Entry o ihe dod area was by way of an open
walkway at either e ¢f the desk. There was ne
1door or paniticn. Pod 3 had a desk facing the glass
wall, had computer feminals and chairs facing the
glass wal, and a zounter behind the desk, with a
baskel helding completed admitfing papers cn it
The ED Manager stated the lead clerk worked at
Pod 3.

The hospitat policy titled, " MHE- Mravacy Mractices:
Uses and [Disclosures of Prolecied Health
informaticn ©, revised #/7 and revisewed on B/2D6O,
staled, “workforce members {employee. wolunteers |
.cthers),  physicans. and  othse  alied  heatth
tprolessionals whie providing ca‘e may not use or
‘disclose PHI in a manner ineonsistent wilh federal
-and  state laws  ssd  reguldtons.” The  poigy
linstructed  staff 1o make sure tha! medical
é;n?cmxation that identifies the patient is kepl privawe,
fgexr.e;)t as the palienl authanzes or as laws require
jor perrnil. The pelicy further inslructed,

H
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