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The following refects the findings of the Department .
of Public Health during a complainybreach event Plan of Corraction Response for
isit: Complaint # CA00200378:
vis To ensure correclion was accomplished bath
. {emporarily and permanently lor each the
Complaint Intake Number. following actions have been taken:
CAQJ0200378 - Substantiated
1. Patient 90 and Wife notified via US mail 81709
Representing the Department of Public Health: of incident and offered credit monitoring
HFEN protection service.
The inspection was limited to the specific facility RESP‘{"Sib'e Person: VP Chief
avent investigated and does not represent the Compliance and Privacy Officer
findings of a full inspaction of the facility.
g P fty 2.  Implemented new process for 9/9/09
. management of the "Emergency
era_nh end Safet.y. Code Section 1280.15(a) A Depariment Patient Information Sheets”
c!mn::j he.ealth facility, home heallth agency, or which requires thal clerks immediately
hospice licensed pursuant to Section 1204, 1250, scan and shred informalion sheets upon
1725, or 1745shall prevent unlawtul or receipt from the patient. This new
unauthorized access to, and use or disclosure Of, process will provideadditionm
patients’ medical informaton, as defined in safeguards lo furlher protecl patient
subdivision (g} of Section 56.05 of the Civil Code informalion from unauthorized access,
and consistent with  Section 130203,  The use or disclosure.
department, affer investigation, may assess an
administrative penalty for a violation of this section Responsible Pergon: Office Manager,
of up to twenty-five thousand dollars ($25,000) per Emergency Departmenl and 9/15/09 &
. . . . Director, Emergency Department
patient whose medical infermation was unlawfully 9/17/00
or withoul authorization accessed, used, or 3. Reviewed and educated Clerical Staff on
disclosed, and up to seventeen thousand five new process
hundred dollars  ($17,500) per . subsequent Responsible Person: Office Manager,
occurrence of unlawful or uneuthorized access, Emergency Department
use, or disclosure of that patients' medical
information.
The hospital detected the breach on 8/11/09 and
informed the Department within the required five
business day time peried.
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Continued From page 1 ! Continue Plan of Correction Response for
Complaint # CA0D200378:
Based on observation, interview, and record review,
the hospital failed 1o safeguard the information in 4. Implemen new process for closure of 8/9/10
Patient 80's medical record by faling to prolect the "pods” by clerical staff members wilhin
"Emergency Department Patient Information Sheel” the Emergen.cy Deparln‘lnenl. New
resufting in the identity theft of patient and his wife. process requlr?s that prior to a pod
closure; all palient relaled
. documentation {non-patient information
Findings: sheets} will be physically moved by the
appropriale clerk lo Pod 3, which is
On 520/ 0, Assistant Compliance Officer always pccupied by a clerical staff
presenled for review the hospital “Privacy Breach member. This new prmocess will further
Investigation Form™ for the breach in the safeguard patient information maintained !
confidentiality of Patient 90's medical informalion. by clerical staff within the Emergency
The "Prvacy Breach Investigaton Fom", dated Department.
8/17/09, included the Incident Report Formm {an
eight pages document) and showed that Palient Responsible Person: Office Manager,
90's wife called the hospital on 8/11/08to report Emergency Depariment
that sha had been the victim of identity theft and ) ) .
that the person responsible for this crime had on 5. Daily revlew@qducted threetln‘fes per
) . day (each shift) in a 24-hour period to 8/9/2010
her possession, at the time of arrest, health . . _aai
. \ . . ensure clerks compliance with (on-going
informalion from the hospital which she used to de d . for & period
) pariment procedure for scanning and
commit fraud. shredding patient informalion sheets. of 30 days)
Review to continue for a period of 30
Furlher review showed that Patient 90's wife days to ensure 100% compliance with
brought Patienl 90to the ED (Ermergency department procedure. Appropriate
Department) for care on As parl of the aclion 10 be taken in accordance with
registration process, the wife completed the review lindings. Review to be re-
hospital form tilled “[Hospital name] Emergency evaluated after 30 days to ascerlain
‘Department Patient Information Sheel” and provided whelher moniloring will be conlinued,
Patient 90and her (as she was the primery discontinued or revised.
insured) personal information including the full
names, dates of birlh, address, end social security Responsible Parson: Office Manager,
numbers. Palient 90was admitted and later Emergency Depariment and
discharged. The wife also reported that within a few Lead Clerk, Emergency Department
weeks after Patient 90's discharge from the :
i
Event ID:YR3L11 TW2010 9:10:445M
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Continued From page 2

hospital, she discovered that a person was using
her information 1o open credil accounts and make
purchases in her name. The person responsible '
was arrested and was found 1o have in ber:
possession a document from the hospital, which j
she was using to open up these accounts and
which was later deniified as being the "Emergency
Department Palient Information Shesl”.

Review on 5/20/10 of the "Emergency Department
Patient Information Sheet’ for Patient 90 showed
thal il included Palient 90's protected health
information including, name, age, gender, social
security number, address, physician, account
number, medical record number, admission date,
employmenl status, and employer's address. R
also contained information aboul Patient 90's wife,
includng  her full name, age, marntal slatus,
address, social  security number, and  health
insurance information. .

The Incident Report Form further showed that the
"Emergency Departmenl Patent Information Sheet"
was used by registration staff at the time of
palient's admission to obtain the name, dale of
birth, address, social security number and -
insurance information, and it was filled out by the |
patient or a family memberfagent of the patient. The
sheet was used by the Registration clerk and the
financial counselor to enter the patient's data into
.the hospital's data syslem, and was then handed
off to the lead clerk, who would then place it into a
baskel that sat directly behind lhe lead clerk's
desk It was the lead clerk's |job to assure the
accuracy of lhe informalion and scan the sheet into

Event ID.YR3L11 713072010 9:10-44AM
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Continued From page 3

the patien's record. According to (he Incdent -
Reporl, the “Emergency Deparmenl Patient \
Information Sheet" could sit in the basket for up to
two days. An ED lead clerk and an ED fransporler
(staff assigned the duties of transporting patients
within the hospital} were invesligaled by the
hospital and found to be related to the person
responsible for lhe identity theft The incident was
still under investigation by a police task force. :

Observalion on  &/30/10at 1030am. of the
Emergency Department, 1in the presence of ED
Manager. showed Ihree areas, called “"pods”, that!:
were desk areas wilh a glass wall i the front of the .
desk. Enlry {o lhe pod area was by way of an open i
walkway at either end of the desk. There was no
door or parition. Pod 3 had a desk facing the glass
wall, had compuler terminals and chairs facing the
glass wall, and a counter behind the desk, with a
baskel holding completed admiffing papers on it
The ED Manager stated the lead clerk worked at
Peod 3.

The hospital policy titled, " PHI- Privacy Practices:
Uses and Disclosures of Protecled Health
Information ", revised 9/07 and reviewed on 5/20/10,
staled, "workforce members (employee, volunieers, |
,others), physicians, and other alled health
i professionals while providing care may not use or
'disclose PHI in a manner inconsistem wilh federal
-and state laws and regulations.” The policy I
linstructed  staff lo  make sure that medical ‘

|

|

|

linformation that identifies the patient is kept private,
excepl as the patient authorizes or as taws require
or permit. The policy further instructed,

Event ID:YR3L11 7430/2010 9 10:444M
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Continued From page 4
"Reasonable  precautions musi be taken to
minimize the chance of inadverent disclosure of
PHI to individuals who do not have a need to know "
|
Event ID:YRAL11 FiA0f2010 9:10:44AM
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