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Dear Name:

We are writing to you because a security incident occurred involving your personal
information. Under California state law, health care providers and laboratories are
required to submit confidential information about many communicable and a few non-
communicable health conditions to public health agencies to enable disease prevention
activities. The California Department of Public Health, California Reportable Disease
Information Exchange (CalREDIE) is the system used for this disease reporting.

On January 15, 2014, a healthcare provider accessed the CalREDIE health care
provider system to create a report. Due to a system error the health care provider
received access to information within the system that the provider was not authorized to
view, which included limited information about you.

The information was limited to your name and possible diagnosis of a reportable
disease, and did not contain any other medical or personal information, such as a Social
Security number, Driver's License number, or financial account numbers which could
expose you to identity theft. Nonetheless, we felt it necessary to inform you since your
personal information was involved. We do not believe your personal information was
viewed by or further disclosed to any other unauthorized person.

Please keep a copy of this notice for your records in case of future problems with your
medical records. You may visit the Web site of the California Department of Justice’s
Privacy Enforcement and Protection Unit at: www.privacy.ca.gov.
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Please accept our deepest apology for any inconvenience this situation may cause you.
We regret that this incident occurred and want to assure you we are reviewing and
revising our procedures and practices to minimize the risk of recurrence.

Should you need any further information regarding this incident, please contact
Stanley Sciortino at (916) 552-9703.

Sincerely,

James Watt, MD, MPH
Chief, Division of Communicable Disease Control
California Department of Public Health
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