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| Department of Public Health during an The statements made in this Plan of
 investigation of an entity reported Incident. Correction are not intended as an admission
of non compliance and do not constitute
intake Number. CA00303677 - Substantiated ;2::;”::::&:;":%&” cud' g:ng::;%:;”
. . - . Huntington Hospital's written credible
i The inspection was limited to the specific entity lleqati { " f frpersy _—
; reporied incident investigation and does not _;g_g: tonioficomeliance ir the'ddficWnaies
| represent the findings of a full inspection of the CMS -Stai L e T o
: faclitty. Correction Form dated November 1, 2013,
! aceived on November 7, 2013.
; Representing the Department of Public Health: [vrv Sty ]
i Event Synopsis:
 Evaluator ID #26040, RN, Sr.HFEN On March 6, 2012, during the course of
: performing a routine periodic patient record
A 017: 1280.15(a) Health & Safety Code 1280 A017 access audit, the Compliance Department
: discovered that an employee may have
i (a) A dlinic, health facllity, home health agency, or aocessed_the record's of 17 patients
! hospice licensed purs:ant to Section 1204, :rr;afzggﬁgal;egm?nne;n::d ::i,l;gg"r;mw I
i 1250, 1725, or 1745 shall prevent unlawful or :
unauthorized access to, and use or disclosure of, t°""‘i't‘:l"°" of Employee A for Vi°?6“°" of
patients' medical information, as defined in 2“" tg°,:;z,‘“"’g'°°°’g‘“ g” - Pj:""‘
subdivision (g) of Section §8.05 of the Civil Code hacgegmpletedl:'ior :;?ninsg)s a:\ndpu%:?'sto i
: Andiconistent w@h Section 130203. The the hospital's policies that prohibit accessing
| department, after investigation, may agsess an records In this manner. These trainings will
. administrative penalty for a violation of this be outlined under subsaquent sections.
! section of up to twenty-five thousand dollars :
! ($25,000) per patient whose medical information In summary, upon discovery of the potentially
; was unlawfully or without authorization accessed, inappropriate accesses, the following actions
| used, or disclosed, and up to seventeen were completed:
thousand five hundred dollars ($17,500) per 1. Notification to Human Resources {35612 |
subsequent occurrence of unlawful or regarding the Involved employee's actions.
unauthorized access, use, or disclosure of that 5 Foman Re ool 77
i patients' medical information. For purposes of the it{ve:ti":aﬁon a:::gz:;s 2 r:xwaofoe 3/6/12 to
i investigation, the department shall consider the electronicmedical record access history) 3/16/12
clinic's, health facility's, agency's, or hospice's -
history of compliance with this section and other 3. Employes A was terminated.
related state and federal statutes and regulations,
: the extent to which the facility detected violations
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A 017 Continued From page 1 A017 Employes A's Training &
x and took preventative action to immediately acknaowloduments Print.to the. lneldants
| comect and prevent past violations from recurring, [Patient Confidentlality Agreement
i and factors outside its control that restricted the Employee A signed a Patient Confidentlallty | |\3/10/87
facility's ability to comply with this saction, The agreement on 3/10/97 that states, "Although | |EbiTA
department shall have full discretion to consider caregivers may have a right to medical
i all factors when determining the amount of an information regarding a patient, the other
i administrative penalty pursuant to this saction. physicians, nurses and health care givers in
i the Institution do not have such a right.*
Access & Confidentiallty Agrsement
Employee A signed an Access & sl
dential 8
i This Statute is not mat as evidenced by: St::?js %’:;aan: :g::;n;n‘:l%r‘\ :/c:g‘gs ‘:’hat Exhibit 8
i Based on Interview and record review, the f{acllltg confidential infarmation, you are required to
| failed to prevent unauthorized access to patients conduct yourself in strict conformance to
 medical information. On September 28, 2011, applicable laws and HMH policies goveming
October 9, 18, December 5, 2011, Employee A confidential information.” It further states,
(registered nurse) accessed Patient 1's electronic “You will use confidential information only as
. medical record without authorization. On January needed to perform your legitimate duties as
i 4, 2012, Employee A accessed 16 patients’ an employee at HMH. This means, among
! electronic medical records without authorization other things, that you will only access
| (Patients 2, 3,4,5,6,7,8,9, 10, 11, 12,13, 14, confidential information for which you have a
| 15, 16, and 17). need to know.”
; _ Patients’ Rights and Responsibilities 854100
Findings: Employee A signed a Patients' Rights and )
Responsibilities form on 6/24/00 that states, | | :
On May 4, 2012, an unannounced visit was made "Thep;atlent has tha rights to confidential ‘ Exhioit C
to the facllity to investigate a facllity reportad treatment of all communicalions and records
. Incident regarding unauthorized access to pertaining to care and stay in the hospital.
i patients' protected health information. The patient's written permission shall be
; obtained before medical records can be
I A review of the facility's letter dated March 19, made available to anyone not directly
i 2012, that was submitted to the Department concerned with the patient's care.”
: Indicated on March 12, 2012, during the course of T
-~ an Investigation, Employee A stated she Confldantiality, Computar Usage, and 41109,
! h Accountabliity Agreement (“CCUAA"): 41210
. Inappropriately accessed the protected health \
. ; Employee A electronically acknowiedged the | | |4/9/11
' information of Patient 1 through the facility's CCUAA on April 1, 200; April 2, 2010; and
" electronic medical record system. The letter April 2, 2011 P L : ! : Exhblt D
indicated that during the Investigation, it was ' )
discovered Employee A had inappropriately
. accessed Patient 1's medical record on four
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During an interview on May 4, 2012, at 11:40
a.m,, the privacy compliance coordinator
(Employee B) stated during the monthly audit of
electronic medical records, she found the
incidents of unauthorized accessed of patients'
electronic medical records.

: A review of the Patient Audit Log indicated on

' September 28, October 9, 18, and December 5,
i 2011, Employee A accessed Patient 1's (a

i hospital unit manager) medical record without
authorization. The log indicated Employee A
accessed Patient 1's medical record on four
different dates.

. During an Interview with Patient 1 on May 4,

i 2012, at 11:45 a.m., she stated, '"There was no
reason for her (Employee A) to access these
records."

The facility's investigation and the User Activity
' Log Report indicated on September 28, 2011,
: October 9, 18, December 5, 2011, Employee A
. had inappropriately accessed Patient 1's (a unit
manager) protected health information. On
; January 4, 2012, Employee A had inappropriately
| accessed 16 patients’ protacted health
| information, including Employee A's sister in-law
i (Patient 2), unit manager (Patient 3), two
| administrative staff (Patient 4 and 5), and 11
" employees (Patients 6, 7, 8, 9, 10, 11, 12, 13, 14,
i 15, 16, and 17).

A review of Employee A's education record
indicated the employee worked in the
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A 017! Continued From page 2 A017 Annuai Update Training 4/6/07;
Employee A completed Annual Update 4/6/08;
different occasions (September 28, October 9, training, which includes information on the 4/1/09;
| 18, and December 5, 2011). In addition, she also privacy of patient information on April 6, 2007, | |{4/2/10;
' inappropriately accessed other patients’ medical April 6, 2008; April 1, 2009; April 2, 2010; and | [{4/2/11
! racords. April 2, 2011, Exhibit D

HIPAA-CMIA Update Computer Training: —
A HIPAA-CMIA update computer course was | | [1/8/09

required of employees in 2008. Employee A | | |Exhibit D
completed this training on January 9, 2009. |

Privacy of Patient Information Computer || i
Training: Employee A completed this El r%t?izo
training on January 15, 2012. xhibit

[Additional Commenis: !
Huntington Memorial Hospital ("HMH") strives
to comply with all state and federal legal
requiremants to uphokd patients' rights and
prevent unlawful and unauthorized access to
pstients' medical records including
compliance with Health & Safety Code §
1280.15(a). HMH has the foliowing measures
in place to ensure compliance with applicable
laws and regulations.
[1280.15(a) Health & Safety Code 1280 |
[Broceases and Policies: 1
Wmtlngton Hospit‘;i strives to provide safe )
and appropriate patient care, and to achieve
that, appropriate policies are in existence that
defineate required practice elements. The
policies are continuously avallable to all
employees anytime via the hospital's intranet.
Employees are notified of the location and
availability of the policies, as well as their
obligation to comply with them In various
venues such as new employee oriantation,
annual update, department specific
education, and as needed. The following
policies were in place at the time of the

lnc_lggntz
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! curlosity just to pass the time".

A review of Employee A’'s written Declaration
dated March 14, 2012, indicated while at work on
the night shift she accessed patient information,

‘ mostly employeas, who came into her unit. She
i indicated she was very sorry and ashamed of

i what she did. The declaration indicated her
intention was o compare others' health status to
her own, that she did not share the information
with others. She indicated it was "wrong, stupid
and unacceptable.”

i According to Employee A's Discharge
Memorandum dated March 16, 2012, Employee
A accessed medical records of seventeen
patients without authorization, sixteen of whom
i were employees of the facility. The

{ memorandumindicated Employee A was

{ terminated on March 15, 2012, due to the
seriousness of this issue.

|
1
|
|i A review of the facility's investigation indicated on
: March 12, 2012, 17 letters were sent out to the

i patlents informing them that the hospital's

i employee had accessed their racords without
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; A 017; Continued From page 3 A017 Policy and Procedure 13 - Standards of in Place &
| ! . .
orthopedic/neurology unit with Patient 1 and had g::;?;t at‘l:loopggﬁyddgcxgx;:expemd Ongoing
: been Omlayed by the fadl“y since Apfi' 1991. Imembers. It s(&tel. “We wilt not use, for our ‘
. The education record indicated in January 2012, personal benefit, any Information about ‘
] the Omployee Gompleted the tl’aining courses of Huntington Hosplta[ or proprie'ary or
i Health Insurance Portability and Accountability nonpublic information acquired as a result of
I (HIPPA) and Confidentlality, Computar Usage our relationship with Huntington Hospital.”
and Accountability Agreement. And, “We will not use or reveal, outside the
, context of officlal duties at Huntington
| During an interview on May 4, 2012, at 12:10 Hospital, any confidential patient or other
i p-m., the Human Resource Consultant proprietary information.”
i (Employee C) stated she interviewed Employee A - —
¢ ; Pollcy and Procedure 180 - Privacy and
e st Secuty ofPalntnformaton Progam - |1 Paee &
< Thi i ngoin,
authorization. She stated she did it "out of Goveming Frinciglew: Thisipolicydsscibss g

the manner in which Huntington Hospital
achieves compliance with the various
regulations which govern the privacy and
security of patient information. it states, ‘it is
the policy of Huntington Hospital, Its
employees, medical staff, volunteers,
associated Business Partners, contractors,
and all other persons who have access to
patient information in a paper or electronic
format to comply with all regulations
{associated with the privacy and security of
patient information Including all associated
policies and procedures adopted to govern
such compliance.”

Policy and Procedurs 1564 - Aliowable Use
and Disclosure of Protacted Heaith
information (PHI): This policy describes the
manner in which Huntington Hospital can use
and disclose Protected Health Information
(PHI). it states that patient information may
be used for treatment, payment, or health
care operations, or with a valid authorization
from the patient ;

in Place &
Ongoing |

Licensing and Cartificstion Division
STATE FORM

LFT811 (¢ continustion sheat 4 of §



PRINTED: 11/01/2013

authorization to do so.

The facility's policy and procedure titled
"Standards of Conduct” and dated October 2008,
under section Safeguarding Property, Assets and
Information, indicated to ensure that all patient
information, in whatever form, was handled in a
manner to protect against improper access or
use.

The facility's policy and procedure titled "Patient
Access to Medical Records” and dated May 1,
2009, indicated employees were prohibited from
accessing patient Information, in any format,
pertaining to family members, friends,
co-workers, physicians, volunteers or other
acquaintances for whom they do not have a direct
care-giving role or for whom they are not
performing a legitimate function for the purpose
of treatment, payment or health care operations.

Based on the information submitted by the facility,
Interviaws and other facts set forth above,

. Employee A unlawfully accessed Patient 1's
~ medical information on September 28, 2011,
- Octaber 9 and 18, 2011 and December §, 2011,

In addition, Employee A deliberately and
unlawfully accessed 16 additiona! patients’
medical information on January 4, 2012, The

; facility failed to prevent unlawiul access of
i patients' medical information in violation of Health
i and Safety Code Section 1280.15(a).

for Use and Disclosure of Protected Health
Information (PH!): The purpose of this policy
is to establish the maqner in which Protected
Health Information (PHI) will be used and
disclosed for purposes other than allowable or|
permissible reasons under the Health
Insurance Portability and Accountability Act
(HIPAA) through the use of an authorization.
it states, “Except as required by law or
otherwise allowable under the HIPAA
regulations, Huntington Hospital will not use
or disclose PH! that was received or created
outside the procegs of providing treatment,
payment or health care operations, or other
legally permissible uses and disclosures
withaut a valid authorization from the patient.”

[PT:IIcy and Procedure 160 - Permissible
Use and Disclosure of Protected Health
Information (PHi): This policy describes
when protected health information (PH!) may
be disclosed as pamitted or required by law
without patient authorization. It includes
reasonable safeguards to protect the patient's
right to privacy. It states, "Huntington Hospital
will honor its patients’ privacy rights by using
jand disclosing Protected Health Information
(PHI) accerding to the requirements set forth
In the HIPAA regulatione and applicable State
law regarding those which are not for
purposes of treatment, payment or healthcare
operations and which do not raquire a patient
|authorization.”
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Policy and Procedure 1687 - Minimum Necessary Use of Protected Health Information
(PH1): This policy clarifies when the “minimum necessary” rule should be followed when using
patient information. It states, “Access to information in the possession of, or under the control of
Huntington Hospltal is provided based on the recipient's need-to-know based upon their
responsibilities related to treatment, payment, and/or the operations of the hospital. Staff and
business associates must not attempt to access PHi unless they have been granted appropriate
access rights and for purposes related to their job duties and responsibilities to the hospital.”

Policy and Procedure 402 - User Provisioning: The purpose of this policy is to make certain
that authorized users have appropriate levels of access to business and clinical systems and
prevent inappropriate or unauthorized access. It includes a description of the process for
requesting user access, ensuring that user names are unique and access Is appropriately
assigned based on the user’s role at HMH.

rr t ra P t

Employee Suspension & Termination
Employee A was out of the country at the time the incident was discovered on March 6, 2011.
She was suspended pending investigation immadiately upon her retum to work on March 12,
2012, while the matter was Investigated.

On March 16, 2012, Employee A was terminated from employment with the hospital for the
inappropriate accesses to patient information.

Patient Notification
The affected patients were notified of the inappropriate accesses in letters from the Chief Human
Resources Olfficer/VP of Administrative Services on March 12, 2012 and March 19, 2012.

In addition to existing processes and education, the following patient information privacy
activities were implemented in 2012 & 2013:

Live Patient Privacy Training
A live presentation and discussion of patient privacy has been delivered to more than 1,600
employees, physicians, and volunteers since July, 2012.

Patient Privacy Computer Training

An additional comprehensive computer-based leaming module emphasizing each employee’s
obligation to protect and promote the rights of each patient was completed by each employee
responsible for providing direct patient care. Thus, the content from this computer-based leaming
module has been Incorporated into new hire orientation and annual (update) education
requirements,

Quality Coach Tralning

Assigned staff (frontline staff) are identified from a!l departments (clinical and non-clinical) to
attend monthly “Quality Coach® meetings. Assigned staff attended the regular monthly meeting
in January, 2013. During this month, educational content in the meeting included the privacy of
patient information.

Above education has occurred and continues to occur, assuring all employees are apprised of

In Place & Ongoing

In Place & Ongoing

31212

3/16/12

3/12/12 & 3/19/12

7/12/12 & ongoing

9/14/12 & ongoing

1/10/13 & 1115/13

December 5, 2013




Huntington Hospital

Addendum to the STATE FORM and Continuation of the Provider’s Plan Of Correction
Intake Number CA00303677

Penalty Number 930010241

Date Of Survey 5/4/2012

their obligations to protect the privacy of patient information.

Policy & Procedure Updates

Huntington Hospital's Employee Handbook and Privacy Breach Investigation and Reporting
Protocol were updated to state that employees who are suspected of misusing patient
information or engaging in other serious violations of HMH's policies related to the confidentiality
of patient medical records and/or policies related to computer usage and confidentiality will be
immediately suspended with pay while the Hospital conducts an investigation.

Huntington Hospital's Employee Handbook and Privacy Breach Investigation and Reporting
Protocol were updated to state that after an investigation, any employee found to have misused
patient Information or to have seriously violated HMH's policies related to the confidentiality of
patient medical records and/or policies related to computer usage and confidentiality will be
subject to termination.

Education and Training

Huntington Hospital provides multiple training opportunities for its workforce that are designed to
educate and remind employees about the importance and details related to patient

confidentiality. These trainings were in place at the time of the incident and are described below:

New Employee Orientation: All employees are required to attand new employee orientation
upon hire, which includes presentations on, and review of the policies pertaining to patient
privacy. Employees sign an acknowledgment form attesting that they have received this
education In orientation.

The Standards We Live By Booklet: Employees are given a copy of the hospital's compliance
and ethics booklet The Standards We Live By, The booklet is provided and reviewed during
New Employee Orientation, and it describes the hospital’s standards of conduct, including the
hospital's stance on professional conduct and safeguarding patient information.

Annual Update:

Employees must complete a comprehensive annual update training designed to update and
remind employees of important regulatory matters each year. Patient information privacy is
included in this training, which is customized eachyear. The employee completed this training
on April 6, 2007, April 6, 2008; April 1, 2009; April 2, 2010; and April 2, 2011.

Confidentiality, Computer Usage, and Accountability Agreement ("CCUAA"): All
employees are required to review and acknowledge this agreement, which details the user’s
responsibilities related to the hospital’s information and computer systems. |t states that the
user, “will not exhibit or divukye the contents of any record or report except to fulfill a work
assignment,” and “will not seek personal benefit of or permit others to benefit personally by any
confidential information or use equipment available through my work assignment.” The
employee electronically acknowledged the CCUAA on April 1, 2009; April 2, 2010; and April 2,
2011. Prior to the electronic version, the employee signed Patients’ Rights and Responsibliities
and Access and Confidentiality Agreements that addressed the confidentiality of patient
information on March 10, 1997; September 10, 1998; and June 24, 2000.

Deascription of the Monitoring Proceas

HMH implemented a Patient Access Audit Review Protocol in January, 2012 that includes
monthly and quarterly audits of patient records. These audits are completed by the Compliance
and Internal Audit department and focus on the appropriateness of patient record access. Any

13112

1/31/12

In Place & Ongoing

In Place & Ongoing

In Place & Ongoing

in Place & Ongoing

1/31/12 & ongoing
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variation in practice and/or non compliance identified results in appropriate corrective action
including but not limited to termination of employment. Addition investigatory audits may occur
as indicated.

Summary
Huntington Hospital reiterates that we have appropriate policies and procedures, technical
safeguards, and audits in place to ensure that our patients' healthcare information is protected

and any violation identified is immediately addressed. Additional education may be commenced
based on any new findings.

P R ble for

Senior Vice President, Hospital Operations & Chiet Nursing Executive

December 5, 2013



