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f ..lingthll Department ofPublic He8l1tl: 
 HFEN 

wee lIrr.iIIld to the specific f.ality 
1IM1IfltJn,1n""~.-ti·~·.-t and does not ~nt the 
~nctnp ofa rull inspection ofb facility. 

~eallh and SafIIty Code 5ection 1280.15(a) A 
~nic, heatItl f8d11ty. home tle8IIt1 IQ8tlcy. Dr 
~ IicIneecf pU,.uallt to Sedion 1204, 1250, 
~725. or 1745 shall prevent unlawful or 
~nauthorfzl:ld aooess to. and U88 or ~,. of. 
Petienta' niedlc:el inbmetion. as defined in 
lutJdMslon (9) of section 58.05 of the Civil Code 

~"'nt WItn ~ 130203. The. ..r inV'8rig8lion. may .... an 
IIClmin-.uve penalty for a violation of lhle sec;tion 
~f up to twenty·live 1tIouNnd dollars ($25.000) per 
pdent wf10Ie medical informItIon was u"'lIWfuIIy 
ax- V¥ittIout authorization 1ICl*Md. used, or 
CfiIc:Ioeed, and up to MYel1tIeen ttlouund five 
;KIndred doll.,. (S 17.500) per lublequent 
~mmoe of unlawful Dr urlIUIhoriad acceea. 
lise, or ~ of ttMIl patients' medic81 

,rromnation. 

Pne deficiency ..... wrltIen 88 a result of entityr Incident 207243. 
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Staff I per the 
hospital policy, "Sanction Proce~ 

dures for HIPAA Compliance." 

Departmental (SCU) staffwere 

inserviced regarding the 
HlPAA Compliance policies. 

All hospital staffwete inserviced 

about HIPAA regulations and were 

given a post test to ensure under

standing 0 f information. 

Responsible persons: 

Director ofSCU 
Nursing Educator 

Monitoring: 

Delano Regional Medical Center 
will regularly review records of 

activity on Information Systems 

containing EPHL At a minimum 
record review will be done quarterl 
Records ofactivity may include, 

but are not limited to: 

(lCl) 

OOMPlETl 
DATE 

1115/09 

11/2009 

12/11/09 

1115709· 
onil'-ing 
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A. BUlClNG 

BWN(; 11/1212009 
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Sl;MIWn'STATEMENT OF DEFICIENCIES 10 PROVIDERS PlAN OF CORRECTlON (>IS) 
(fJICH ot!fllttEMCY MUST BE ~Cfeom BY FUll PREfIX (EACH CORR~TNE ACllON $HOUJ) 8E CAOIS· ecMP\ETE 
REGULATORY OR L5C lOfN'I'Irt1NG INFORMATlQll) TAG REFERENCED TO nt!APPROPRIATE DEFICIENCY) DATE 

ContIftuecI FftNft page 1 

This RULE: is ootmet 88 evidenced by: 

1280,15(i) Health & Safety code 1280 

(i)	 For PUrpoMt of this 18Ction, tt. folloWing 
apply: 

(1) "Repated event- means alt bntache8 included in 

any single ,.m that is made pursuant to 
subdMsion (b), regarcftes& of the number of breach 
ItMtnt& ccntItinild i"l the report 
(2) "UMUttlorized- means the inappropriate a<:C8II, 

review, or YlNtng of patient medical informlfion 
Iwi1hout a direct nted for medical dillgnoU.
'_1_ t, or other lawful use as permitled by the 

of Medical Information Act (Part 2.6 
comrrwm<:ing with section 56) of Division 10f the 

Civil Code) or any other statute or l8Qulltion 
governing the lawful 80088&. use, or dlselosut8 of 
rnectical information. 

BaIec:f on interview and record RNtew. the hoIpltaI 
rai'ed to .,.,... the security of a patient's (patiell t 
K) petIOnIi heaIthcaI8 information. This faUure 
~ in the vioI8tion of Patient Xs right. to 
orivacy; when	 8 heafthcare woricer (Staff 1) at the 
GACH (General Acute Care Hospital) 

nappropiat8ly aoc888d, viewed, and disclosed 
.Patient X's 

~jndings: 

Patient X filed a complaint at the GACH on 

~verntler 3, 2009 regarding an Uf'\luthaciiled 
iIcc-s of her medteel ftIee. The GACH's HIPAA 
!:;ompliance Complaint Fonn (filed by Patient X) 

•	 Audit Logs 

• Access Reports 
... Security incident tracking reports 

<. f' ,.... 

At a minimum, the following infor
mation wilJ be audited: 

*	 Date and time ofactivity 

•	 Origin ofactivity 
•	 Identification ofuser performing 

activity. 
* Description ofattempted or com

pleted activity 

Responsible Persons: 

HIPAA Compliance Officer 
Medical Records Manager 

Event ID:LOL411	 9122/2010 4;43:22PM 
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Nrt ~ .... -.rtIIcn de/lOIfIt a ~wtIIcII '* irllIIIuUon ..... tie..... fromClClfl'dtls ~ It it~ 
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CALIFORNIA HEAlTH AND HUMAN SERVICES AGENCY 
DEPARTMENT OF puBLIC HEALltf 

STATH1!KT OF'Da'lCI!NClEl (J3) QATE SURVEY 
ANO PlAN OF CClfIMCT10N CQIIPI.E1'EO 

A. BUILDING 

8.wtG 11/1212009 

KSUICOUNTY 
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Continued From page 2 

incficlted Patient X's eiatw-tMaw. Staff 1, who wat 
a healthcare worker at the GACH, df8doeed a urine 
senen result d8ted August 26. 2008 to Patient X'! 
mother and two 1iItIIrs. 

An audit ahIM generatId by the GACH in 
conjunction wllh their own lnwstlgatfon regatdlng 
this complaint was revfewed on November 12, 
2009. The CHART ACCESSES fROM 
25·AUG-2009 0000 TO 03-NOV-2009 23:59:59 for 
Patient X's compI;.Iter file. indk:atItd th... aceeaaea 
by S1aff 1; the first on OCtober 14, 2009 at 1:09 

~; the second and third on OCtober 14. 2009 al 
1:13AM 

Punng an inteMew With Staff 2 (Director of 
nfon'nlItion Man8g8lTl8nt), on November 12. 2009, 
at 11 :03 AM, she stated Staff 1 Mel 1hree '"tog..lns" 
pn the GACH's computer and had IICCl8I84Id 
Patient X's I8bonItofy result She 8t8t8d the 

hospital "* ~et8d a thorough intJe8tigation 
~arding this bleach of personal healthcare 
nfomlatfon. She 8bItect Staff 1 'maldously 
~isdolled· the resutt of Patient X'I urine ae:tMn 
fepcrt to Pa\I$Jrt XiS family. She &ta1ed Staff 1w-. 

: erminated as dictaled by their policy. 

~taff 1'8 pel'lOrtfWt file W8IS I'9vtewed on November 
2, 2009. at 11:15 AM. Her records indicated Staff 
W8B tennlnated on November 5, 2009 for HIPAA 

HeWth Insurance Portability and Accountability 

I'ct) violation. 

n-e hospital failed to prevent hospital persomel 
rom ee:ee.in9 _ reWJwfng confidential medical 

Event ID:IOIA 11 912212010 4:0&3:22PM 
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3 

1'8COIQs without obtaining wrttt80 pennlSSloo from 
the patient In ~ of Title 22, secllon 70701 (b) 

(8) and the acoeM and disclosure was not 
otheMtse authoriad. 

Ewnt IDL c::> L4 1 1 9 1 .2.2 1 .2 0 1 0 4:43:22PM 
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