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(x4) ID SUMMARY STATEMENT OF DEFICIENCIES 10 PROVIDER'S PLAN OF CORRECTION 0s)
PREFIX (EACH DEFICIENCY MUST BE PRECEEOEQ BY ARL PREFIX {EACH CORRECTMVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
The foliowing reflects the findings Dfthe Department Staff | per the 11/5/09
3; ;ublc Haalth during a complaintJoreach event hospital policy, "Sanction Proce-

dures for HIPAA Compliance."
Complaint Intake Number.

GADCITAT ~Submantinind Departmental (SCU) staffwere 11/2009
ing the Department of Public Health: inserviced regarding the
I +FEN HIPAA Compliance policies.
was fimited to the specific facitity . .
investigeted and does not represant the All hospital staffwete inserviced | 12/11/09
ndings of a full inspection of the faciitty. about HIPAA regulations and were
Health and Safety Code Section 1280.15(a) A given a post test to ensure under-

inic, health facility, home heeith egency, Dr standing of information.
ice licensed pursuant 1o Section 1204, 1250,
725, or 1745shall prevent unlawful or .
neuthorized access to, and use or disclosure of, Responsible persons: ;
ierts’ medical information, as defined in Director of SCU o B
“subdivision of Section 58.05 of the Civii Code oo £}
nd oonltsznt wih  Section  130203. The Nursing Educator

sfter investigation, may assess an

I;iminmm pe:va.lty for a vio:ja;o'an o(f $12hsb m Monitoring: 11/5709-
up to twenty-five thousand rs J per . . ;
whose medical information was untawully Delano Regional Medical Center | ongiing
without  authorization accessed, used, or will regularly review records of
disciosed, and up to seventeen thousand five Vi i ..
ndred doNars ($17.500) per subsequent actm.ty.on Tntosmations Sys?ems =
ccurrence  of unlawiul D unauthorized access, containing EPHI. At a minimum -
, or disciosure of that patients medicsl record review will be done quarterl
tion.

Records ofactivity may include,

callclency: ‘WA 5 & it of ety but are not limited to:

reportad incident 207243.

Event ID:LOL411 /2212010 4:4322PM
{XB)BAYE -
-

that ather vovide sufficent protection ta Except lor nursing homes, the fndings sbove am dlaciosable 60 ditys folowing the date

of survey whether or ot 8 plen of cormection ia provided. For nursing homes, the sbove findings and plan o f gomection s dleciosable 14 deys following

the date these documents are made svaiabiy to the tciilty. jf deficiencies are cited, an app d.pln of comecion is requisile to contimmd progrem

participation.
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DEPARTMENT OF PUBLIC HEALTH
STATEMENT OF OEFICENCIES (K1) FROVIDERISUPPLIERICLIA 0C2) NULTIPLE CONSTRUCTION {263 DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMSER: COMPLETED
A BUIDING
50608 BWING 11/12/2009
NAME OF PROVIDER OR SUPPLER ETREET ADDRESS, CTY, STATE, ZIP CODE
DELANO REGIONAL MEDICAL CENTER 1401 GARCES HWY. DELANG, CA 83218 KERN COUNTY
o410 SUMMARY STATEMENT OF DEFICIENCIES 10 PROVIDER'S PLAN OF CORRECTION o9
PREFI (EACH DEFIGIENCY MUST BE PRECEEDED BY FULI PREFIX (EACH CORREGTIVE ACTION SHOULD BE CROSS- COMPLETE
™o REGULATORY ORLEC IDENTIFYING INFORMATION) TAG REFERENCED TG THE APPROPRIATE DEFICIENCY) DATE
Continued From page 1
This RULE: is notmet 88 evidenced by: * Audit Logs
]
1280, 15(j) Health & Safety code 1280 Access Reports _
* Security incident tracking reports
(i) For purposes of this saction, the following
apply:
(1) "Reported event” means alt breaches inciuded in
any single report that is made pursuant to
subdivision (b), regardiess of the number of breach
jevents conteined in the report
(2) "Unauthorized” means the inappropriate acoess, )
review, or viewing of patient medical infornation v
a direct nged for medical diagnosis,
ant, or other lawful use as pemnilied by the “
i of Medical Information Act (Part 2.6 <f
mmncncng with Secion 56) of Division 1of the s
ivi Code) or any other statute or requistion
governing the lawful sccess, use, or disclosure of . o
edical information. At a minimum, the following infor-
. o rmcond review, the hospita mation wikJ be audited:
aged on interview an N * . I
jlod to ensurs the security of a patent’s (patiellt Date and time ofactivity
) personat heafthcare information.  This failure * Origin ofactivity
asulted in the viclsion of Patient X's right to * Identi : :
entification ofuser performin,
. when @ heafthcare worker (Staff 1) at the .. P &
(General Acute Care Hospital) . acuvity.
¥ accessed, viewed, and disclosed Description ofattempted or com-
pleted activity
Responsible Persons:
Patient X filed a complaint at the GACH on
br 3, 2008regarding an  unguthorized .
#ss of her medical Mes. The GACH's HIPAA HIPAA Compliance Officer
ompliance Complaint Form (filed by Patient X) Medical Records Manager
Event ID:LOL411 ¥2212010 4:43:22PM
LABORATORY DIRECTOR'S OR PROVIOERISUPPIIER REPRESENTATNE'S SIGNATURE TTLE (XU) DATE
Any ceticioncy with an aseyiak [) denoins a defickency which the inslitution may be excused from cormeciing providing It is dobermined
that other safeguards pravide suficent protscton (o the patients. Exoapt for the disclosanle 110 days tiowtng the dete
Of survey whether or not @ plan of comeciion homas, the above indings and plane Of digciosable 14 days following
the date these docurnis ore made svaliable 1 the feclity. If daficiencies are cited, an approved plan of correction is requisiie to cominued pragrem
paticipation.
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STATEMENT OF OEPICENCIES (XI) PROVIDERISLIPPLIERICLIA X2) MULTIPLE COMSTRUCTION {X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER: COMPLETED

A. BUILDING
8. WING 1171212609

‘MAME OF PROVIDER Oft SUPPLIER STREET ADORESS, CiTY. STATE, Db COOE
DELANO REGIONAL MEDICAL CENTER KERN COUNTY

x4) 0 SUMMARY STATEMENT OF DEFICIEENCIES 10 PROVIDER'S PLAN OF CORRECTION x8)
PREFIX (EACH DEFICIENGY MUST B PRECERDED RY AL PREFIX {GACH CORRECTIME ACTION SHOULD B CROSS- COMMLETE
TAG AEGULATORY OR LSC IDENTIFYING INFORMATION) ™™ REFERLNCED TO THE APPROPRIATE DEFICIENCY) DATE

Continued From page 2

indicated Patient X's sistar-in-law, Staff 1, who

a healthcare worker at the GACH, disciosed a urin
screen result deted August 26, 2008 to Patient X'
mother and two 8igters.

An @udit sheet generated by the GACH in
conjunction wih their own Investigation regarding
this complaint was reviewed on November 12,
2009. The CHART ACCESSES fROM
25-AUG-2009 00:00 TO 03-NOV-2009 23:59.:59 for|
Patient X's computer file. indicated thres accesses
by Staff 1, the first on October 14, 2009 at 1:09
; the second and third on Oclober 14. 2009 at
1:13AM

i an interview with Staff 2 (Director off
nfomation Management), on November 12. 2009,
t 11:03 AM, she stated Staff 1 had three “log-ins”
pbn the GACH's ocomputer and had accessed
Patient X's laboratory resuit She stated the
hospital had completed a thorough investigation 7
fegarding this breach of personal healthcare -
nformation. She siated Staff 1 "maliciously >
isclosed” the resuit of Patient X's urine acreen I
yeport to Patiert X's family. She stated Staff 1wes .
-Jerminated as dictsted by their policy. =

Staff 1'8 personnel file was reviewed on November
12, 2009, at 11:15AM. Her records indicated Staff
woas tominated on November 5, 2009 for HIPAA .-
Health Insurance Portabilty and Accountability
hct) violation. ’

fhe hospital falled to prevent hospital personnel
accessing and reviewing confidential medical

Event ID:IOLA11 912212010 4:43:22PM
LABORATORY DIRECTOR’S OR PROVIOERISUPPLIER REPREBENTATIVE'S SIGNATURE YITLE (X8) DATE

Any ending with an i () de a daficiency which the institution may be providing it Is distermined
that sufticient proteciion to the catients. Exoept ror ureing homes, diaciosable 90 duys Wilowing the date
of ornot @ plan of cofrectian is provided. For masing homes, the of 14 days foliowing
the darto are made aveiisbie to I} cited, sn appr plan of con is disite 10 conbnued program
panticipation.
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DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFIGIENCIES (X1) PROVIDERBIUPPLERICUA {X2) MULTI'LE CONSTRUCTION (X3) DATE SURVEY
. ARD PLAN OF CORRECTION IDENTIFICATION NUMBER: COMPLETED
A BULDNG
080808 0. WNG 11422009
NAME OF PROVIDER OR SUPPLIER STREET ADORESS, CITY, STATE. ZIP CODE
DELANO REGIONAL MEDICAL CENTER LIQ1 GARCES HWY, DELANO, CA 33216 KERN COUNTY
7Y SUMMARY STATEMENT OF DEFICENCIES 10 PROVIDERS PLAN OF CORRECNON o)
PREFIX EACH DEFICIENCY MUST BE PRECEEDED BY FUAL PREFIX (EACH CORREGTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION} TAG REFERENCED TO THE APPROPRIATE DEFICTENCY) DATE
3
recoris withouf obtaining written permission from
the patient in violation of Title 22, Seclion 70701(b)
(8) and the access and disdosure was hot
otherwise authorized.
L
EvetDL_ <OL. <431 19122120170 4:43:22PM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TinE (X8) DATE

Any defidiency statlement ending with an ek (*) dencies [ debos
swfaguarde provide sufficent profaction 10 he patients, Exoapt for Aursing RoMes, e findings above ke disciosable 50
of survey whelher or not & pien of cormootion |s provided. For nursing homes, the above findings and plans of correction ane disclosable 14 days following

the
participation.

dacuments

y which the inslitulion may be excaussd from Q providing i is der

111 dats

svalisbie (0 the taclily. If deficlencies are nited, 81t approved pian of comection s renuistie (o aontinued program
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