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1. Introduction

The purpose of the VRIRSA System is to allow CRs, LRDs,
and Center staff access to a single State database, via a
secure web-based application, for requesting automatically
redacted informational-only copies of birth and death
records. The system can be reached over the Internet
using the following URL.:

https://lwww.vrirsa.cdph.ca.gov/vrirsa

1.1 Redaction

Currently the system is configured to provide only
Informational Copies of birth and death certificates. Any
signatures, social security numbers, or sensitive health
information visible on the original certificate is redacted, i.e.,
hidden from view by solid rectangular boxes of either black
or white. The VRIRSA system accepts requests from users
for specific certificates, retrieves the images of those
certificates from a central digital repository at CDPH offices
in Sacramento, and then automatically applies redaction
boxes to cover the sensitive information found on those
images before sending the redacted image back to the
users.

1.2 Support

The VRIRSA system is supported by a team within the
California Department of Public Health’s Center for Health
Statistics. The help desk for support of the VRIRSA system
is available during state working hours — from 8:00am to
5:00pm, excluding weekends and state holidays.
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1.3 Security

Whether within CDPH or part of a County Recorder or Local
Registrar's Office, each user of the VRIRSA system will
receive a user ID and password from the VRIRSA Team.
Each user ID will be associated with a particular County or
State office. For County staff, only certificates belonging to
their County will be provided by the system. State VRIRSA
support team members working with the VRIRSA system
have access to certificates from all counties.

When registering staff in the system, the support team will
setup accounts with each user’s email address and optional
fax number, since the system provides email notifications
and can also fax redacted document images to the
requester.

Each user will be provided with a password, which may be
changed later. All passwords must adhere to security
standards — minimum 8 characters, including at least one
uppercase letter and 1 number. Passwords must be
changed at least every 60 days. As the expiration time for a
password nears, the system will automatically send an
email notification to the user requesting them to change the
password. As with any state information system, users are
prohibited from sharing their user IDs and passwords with
anyone. The following link goes to the password change
function: https://www.ext.dhs.ca.gov/webadmin

1.4 Accessing Online User Guide and Help Screen

Online help is accessible by selection the user guide button
at the top right corner of the screen. In order to access the
help screen, the user must click on the help tab which
describes the last section the user was working on.



https://www.vrirsa.cdph.ca.gov/vrirsa
https://www.ext.dhs.ca.gov/webadmin
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2. Interacting with the VRIRSA System

2.1 Logging into VRIRSA B

Point your web browser to the VRIRSA URL:
https://www.vrirsa.cdph.ca.gov/vrirsa

VRIRSA

You will be provided a login name and
password by the VRIRSA Team. e

You can change your password through the Cabinii Dipartinsit el

‘Password Change’ link at the bottom right of ’
the screen. PUb'lC Healih o)C Bl H

Important messages may appear in the
center-left area of the screen. v Login | Rose

Support hours for the VRIRSA system are

Password |

and furl days. For quest ¢ ordact VRIRSA SU Fat Password Change
(916) 322.23086, Initkal Guestion & Answer endry

listed in the upper right area of the screen. f" A1 oo Degan th (COPH) ofics i be SITADIEIS Sk

ou o 10
Mlp Ihweww dpa cs gowparsonnebpoliciesAurtoughs/ist-offurlough-fri dnys Mm

User Manual v1.6 FINAL.doc



https://www.vrirsa.cdph.ca.gov/vrirsa

VRIRSA User Manual

2.2 Search for a Birth Certificate document

Use the search criteria fields to define the
certificate you are looking for. See
Section 2.3 below for a complete
explanation of the available search fields.

Enter search criteria using one or more fields
to obtain a list of results. We recommend
entering at least 3 pieces of search
information to execute your search
appropriately. When you conduct your
search using very broad information, it takes
the system longer to respond which may
result in a timeout error.

Date fields are entered in the format
‘mm/dd/yyyy’, including slashes, or use the
calendar icon to the right of the field to select
a date.

You may view up to 200 entries in the result
list.

After entering the search criteria, press the
‘Submit’ button.

Pressing ‘Reset’ will clear your entries in the
search fields.

2.3 Search Screen Fields

Version 1.6

VRIRSA

i Search Death Cetiticate

[k SechBim Conieate | 5

A Help Ticket

Result List

RN
First Name ks like,

SearchVital Records

Last Name is ke
Event Date - from
EventDate - to
Event Place

Sex Gender

Mother's Maiden Name is ke
Mother's Frest Name is like. |

Father's FirstName Is ke [

Father's Last Name is Iike l
Maimum number of results 55—
Lo | Reset|

User Guide

| Wednesday, May 5, 2010 | Logout

SEN State File Number (13 digits, no dashes or other special characters)

LRN Local Registration Number (13 digits, no dashes or other special characters). If searching for

characters of the LRN.

records that belong to Local Registrar, the local registration district is the sixth and seventh
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SSN

Social Security Number (9 digits, no dashes or other special characters)
Note: only available for searches of Death Certificates

First Name

Enter a search string for first name — see ‘Understanding Partial Name Searches’ below

Last Name

Enter a search string for last name — see ‘Understanding Partial Name Searches’ below

Event Date — from:

Enter the lower end of the range of dates for the date of birth shown in the certificate you're looking
for, using format mm/dd/yyyy or using the calendar selection icon.

Event Date —to:

Enter the upper end of the range of dates for the date of birth shown in the certificate you’re looking
for, using format mm/dd/yyyy or using the calendar selection icon.

Event Place:

Select from the list the County within which the birth took place, using dropdown list of counties

Sex Gender:

Select the gender of the person for whom you are searching (dropdown for Male or Female)

Mother’s Maiden
Name

Enter a search string for last name — see ‘Understanding Partial Name Searches’ below

Mother’s First Name

Enter a search string for first name — see ‘Understanding Partial Name Searches’ below

Father’s First Name

Enter a search string for first name — see ‘Understanding Partial Name Searches’ below

Father’s Last Name

Enter a search string for last name — see ‘Understanding Partial Name Searches’ below

Maximum number of
results

Up to 200 records may be found and displayed for any search. Use this field to lower the maximum
results. Default is set to 200.

Date of Birth — from:

Enter the lower end range of the date of birth for the individual’s death certificate you are looking for
using format mm/dd/yyyy or using the calendar selection icon.

Note: only available for searches of Death Certificates

Date of Birth —to:

Enter the upper end range of the date of birth for the individual’s death certificate you are looking for
using format mm/dd/yyyy or using the calendar selection icon.

Note: only available for searches of Death Certificates
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2.4 Understanding Partial Name Searches

B VRIRSA - Microsolt Internet Explorer

The VRIRSA System’s search capabilities 55w v reee roe e
include searching on partially entered first and ©=- 0 & o o s s € @ x Qe
last names. BESEES e

e If you enter any number of letters of the VRIRSA

Search Vital Records

first name, followed by an asterisk, the
. i ) . ) WL Search Death Certificate
= 7 First Naene < Last Naee <Event Date “Everk Place #Sex Gander /Mother's Maiden Name */Mother's First Name ©/Father's Last Name < Date Of |
system will find all names beginning with | « sewsmcomcae e ety e s
o .t T (Cromms sooment ] 1) (3 ovatons xem
H H a0 [ 10/10/1995 Lassen
those letters. For example, "JO™ will find | g e
Request Document | (1.0) \: 06/05{2008 Los Angeles
John, Jose, Joseph, Jocelyn, etc. = oe @ prisogrm
Request Document | (1,0) [ 10/07/2000 Orange
Request Document | (1.0) [ 07/28/1999 Placer

If you don't enter the trailing asterisk, any e Do) (R o199 hcr

03j07/1¢
12/06/1¢
02f25/1
13/26/1

03/12/1¢

FeEEegeee

01/05/1¢

set of letters you enter in the name field L

. . These are the results
will return a set of result records with that using the * search

character

string of letters anywhere in the name. For

example, ‘ja’ will find Jason, Janet, and

James, but will also find Benjamin,

Alejandra, etc.

You may also use the question mark

character as a placeholder for any single TTT T 18 @

letter. For example, ‘@?a’ would yield results such as Ana, Ava, and Ada.
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2.5 Search for a Death Certificate

Enter the criteria for the death certificate
search.

For death certificate searches, you can also
search by social security number.

After entering search criteria, press ‘Submit’ to
review the results.

Pressing ‘Reset’ will clear the search fields.

User Manual v1.6 FINAL.doc
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Ou - O HNE G5 P e G LD X[ D A

seicess [ haroes: e

VRIRSA

Tt ket Admin Gunie Hedaciion Gusun aBueue | SearchVital Records

4, Search Birth Certificate &FN

5 LRN:
5, Melp Ticker ot

First Hame is like:

Foersult List

Event Date - fromc

Event Dabe - fo:

Event Place:

Sex Gender

Motfer's Maiden Harne is like
Mother's First Mams i5 like
Fathers Last Name i3 like
Date O Birth - from:

Date OTBiMh - b

Madmum number of resutts: pET
Submit I Resel

—
Lash Mame i like. ,— T ——— .
=5
I
—
=

71 repisces cne charscler

=] Bl wis > . |

| | Wednendey, My §, 2610 | Logowt
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2.6 Requesting a Redacted Document

Search Results 5 i cost emes o —————

File Edit View Favortes Tools Help

1. After entering search criteria and hitting the |[Q= - 112 ~.=,Osew w,\r @\ﬁ Eﬁ % ﬁﬁ EHA
‘Submit’ button, the screen will shift t0 the | E— = ———
‘Results List’ tab, and the search results list VRIRSA
is displayed, similar to the screen shown at e Dl HA TR G costonOusle P Clme " Seafeh VRAIRGEBTS
right.

4, Search Death Cerfificate

The result Ilst Wl” d|sp|ay a” document e — SN B & Event Date SEvent Placa #Sex Gender SHother's Maiden Name <Mother's First Name SFather's First Name <Fathel
. . . 1 [ RemestDocument | (1,09 [ —_ . 03/26/2005 Los Angeles  Male: S -

records matching the search criteria, up to [« e T i S A —

the maximum number specified by the user , e =i . o557 o e

- e — ——— T 04/27/1991 Monterey  Male erospe

(but no more than 200). _t)D — o ssromets e
5 [ RemestDosument | ] (1.0) [3) ANN_GG_——— o iz 0 e -

When vyou find the record you were G o B ——— L D
searching for, hit the ‘Request Document’
button to the left. This will start the system
process of retrieving and redacting the
certificate image and returning it to you.

Note: The following enhancements are available
February 2010.

e County Recorders can request records
from their jurisdictional Local Registrar.

[T T 18 [ memet
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2.7 VRIRSA Tracking Number (VTN)

3 YRIRSA - Microsoft Internet Explorer

e The system provides an identification [ &= v e - - a
number to track the document through the e@O# b @ \h_‘ = o @Iﬁ 'hx IERE] =
System_ The VTN |S internal tracklng i Your docurnent request has been received and the VTN is: 160873 Confirmation Bar with
number used by the VRIRSA system. The VRIRSA VTN (VRIRSA e gy e 20 Lot
VTN number can be retained by the user [SE=S=SseESRE,_ Tracking Number)
for reference When Writing a help ticket Or Docurr eny Help Ticket Admin BS tedal 1 Eueue an =] Search Vital Records

when contacting the VRIRSA support team  |[ . c..c e cammene <
SFN & First Mame ©Last Mame < Event Date <*Event Place #5ex Gender “Mother's Maiden Name <Mother's First Name <Father's First Mame <Father

for further assistance. Bz T en B e e e e e
) . % Help Ticket 2 [ FeoumstDocurent ] (1.0) 5] SRR - L1j15/1966  Los Angeles  Male -s
The display of the VTN signals that the , [ mmmroomt ] (10) 3 W S 0U1557 o irgs o
system is now retrieving the requested ZSBST"TZ R B e —
document from the central image o [omalonmen ] (1) ) S i 2 e
repository and will put it through an " ORI .0  ER—— - I, e
automatic  redaction  process. If
successful, the redacted image will be
returned to the Document Delivery/

Completed queue within minutes.

=] Bso ks » &1~

In a very small percentage of cases, the
image will have to be handled by either the
VRIRSA support staff or by CHS-OVR
staff in order to properly apply redaction.
Once the document has been completed,
it will move to your Completed Queue.

T 8 emee
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2.8 Document Delivery; In Progress Queue

To see the redacted document that you requested, AR
select the ‘Document Delivery’ tab. OO - s

Fie Edt View Favordes Tods Help

There are two sub-tabs under Document Delivery
tab; ‘In Progress’ and ‘Completed’.

W H R

You can sort the
documents by clicking on otdtllondlioradt e o
While automatic redaction is occurring (usually for VRIRSA the column headings
just a few seconds), the requested document will be [Be sl Al a i ' :
listed in the ‘In Progress’ queue with a status of
Image Ready for Importing into Redaction. (3 mrogess S 8

Last Name Event Cate Mozher's Macen Mame SDate of Brth WRIRSA Trackng Kumber

The ‘Status’ column in both ‘In Progress’ and || @ % — el
‘Completed’ queues indicates the current state of Rt e

your requested document in the redaction process. 2 % Loty Coteehatcin

System.
Request Ready for

You can sort the In Progress Queue by clicking on 3 J o5yt Fark

the column headers to re-arrange your view of the ;f{aw

. 4 4 0312000 o ingertog inta
page(s). The Document Delivery Queues are ] oy i
shared within your office, so you may see . ‘ — .

documents requested by others as well as your s

Request Ready for
own. ® 0304200 ans o307/1361 Teporks i

The document icon (to left of first name column) is ’ B e s
inactive at this point. If you click on the icon it will [

Low Confidence
The u%r is unable tO SOI’t by 05001/2000 07/23/1984 :}!:‘c;egéé;&.l;:’u b-3k30)

Request Ready for

User ID inthe In ProgressQueue | o o R

iCapture Recacten

give you an error that indicates the work item is
being used by another user.

bons Qme

When the redacted document is ready for viewing, it S AR e RL87,/\. (W 2
will automatically move to the ‘Completed’ queue. Since the VRIRSA system is delivered via a web browser, you may need

to refresh (hit F5 key or the Refresh button on your toolbar)

In a very small percentage of cases, the image will have to be handled by the VRIRSA support staff in order to properly
apply redaction. In this case, the requested document will stay in the “In Progress” queue until the manual intervention or
QA check has occurred. This process is covered in more detail in the section 3.1 Manual Intervention.
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2.9 Document Delivery; Completed Queue

7 YRIRSA - Windows Internet Explorer = _-_!E‘\_

When your document is ready for viewing, it 6 - ¢ i =B s ————— - O x| oF
appears in the ‘Completed’ queue. You may NOW . w w foee 1w

open it and confirm that you received the correct & g B BB # e Grese

certificate
VRIRSA

Tester?s | Monday, November 24, 2008 | Logout
Guide iy

To view your redacted document, click on the

icon to the left of the First Name column. e b You can sort by the

The lock icon to the left of the item number * User (Grignaton) o

indicates that the document is not available to | . - : P PO T A
view because another person in your office is :
viewing it.

D
BN
s
WS
Fre7
e
B19505
950238
BCAEC

You can sort the columns in the Completed
Queue by the Originator (your user ID). This is
helpful if there are several VRIRSA users in your
office.

28 ¢8 3 o8 I8 S8 43 4B 53 4B

BESELESESES N

boc-Meosft Ot T Ussr Marual vl 1 [Cou
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2.10 Viewing the Redacted Document

(= YRIRSA - Windows Internel Explorer

1. After selecting your redacted & T SRS e s < : — B v Coiatobre
document for viewing, a NEeW |a ck ver roois s Bl 298 8 3R BQ[«1{¢wat
document viewing window  Will | & (@ & 8- 8 Br-gw- |5
display and show you a split-screen ErenlDile ooz
view. On the left side is the search e —
criteria you used to request the couny omee Contrtisers
document, as well as other e
information associated with this R —
certificate. On the right is a viewer Orginstor tester?s

that displays the image of the e et -

5

5

SFN: ) ‘u).’umn

P& 0OBF = 8 &

redacted certificate. Hothers First Narme : S - iz

Fathers First hlame:

Examine the redacted document to Fathers Last Narme

ensure It ma‘tches the request you Redacted Document & RedactedDocument-
received from the customer, and A

inspect it to ensure the system has VRIRSA Tracking Number:  CDBI??
properly redacted It. Mame of queue: DocumentDeliveryQueue

Instruction:

On the left side of the screen, N —
indicate your acceptance of the relstenforpinceiRtct - it Hel Tcke
Accept Print

certificate, by making a choice from Cancel
the I|St Of avallable aCtlonS (Save ][ Compkte || Please select a response .. ¥

a. ‘Accept — Fax’ sends the
requested document to the
fax machine for delivery, using the fax number you provided when you setup your UserID with the VRIRSA support
team.

i | w | A Papedofd

e [nbox - Micoscft Cut, [ 'g Usel Menuel vi.1 (2o, f': VRIFSA - W ndows [n. .. | /* RedectedDommsnt:-1. ., [ Mcrosoft Poverfaint .., ’(JJ:'JJS S £ m M 12 36M

‘Accept — Print’ sends the requested document to your default printer. Be sure to have your banknote paper properly
loaded in the printer.

‘Cancel’ will remove the document from the completed queue with no further action taken.
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d. ‘Reject — Initiate Help Ticket’ gives you a screen to add comments to a help ticket, which will then be submitted to
the VRIRSA help desk along with information about this document request.

4. If you don't want to print or fax this document, click the ‘Save’ button to return this document to the ‘Completed’ queue
without further action.

5. Click the ‘Complete’ button after making your choice.

2.11 Document Confirmation

Al

|
When you have successfully received the document after | % 5% e faress 1°°_‘.‘. P _ e & |
printing or fa>_<ing, a confirmation screen similar to Fhe 'QM “J :] 3,] 1| gy Sewch G CFavertes §4) ﬁ ) x L) L_‘] ”;
one at right will appear. You must click ‘Yes’ to confirm |, , : : : . R, proneE|
that you have received your document and are satisfied
and finished with the transaction. | Wednesday, May 5, 2010 | Logout

If your printing process failed or had problems, or the fax VRI RSA

| Adebess [ reps 06 ks> @ |

machine did not receive and print the document, select

‘No’. This sends you back to the previous split-screen “Document Dellvery  Help Tickel ~ Admin OueUes  Redation OUeus
view of the certificate, where you can correct the
problem, then try again to print or fax. You may also file

a help ticket on this request. % Confirm Print/Fax -

e Once receipt is confirmed, this document will be
taken out of your Completed queue. It is important to

confirm receipt of your document here; otherwise the : - : : : s
document will stay in your Completed queue our document has been peinted on your defsult printer or $ént 1o your fax number. Please validate that te
unnecessarily document has been delivered properly

If you do not receive a document you sent to your fax J-lckYes, to confirn delviry
machine, please verify that you have a CUITENt, |l —
correct fax number on file with the VRIRSA support

team.

Search \Wal Records
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3. VRIRSA Exceptions

3.1 Manual Intervention

{2 YRIRSA - Windows Internet Explorer

Occasionally, the system may not be able to complete &= i
redaction of the requested certificate with sufficient e w s o w

accuracy. If this occurs, you will find the requested
document and its status listed in your “In Progress” queue.

W& e
Tester7S | Friday, October 31, 2008 | Logout

VRIRSA —

Low Confidence then
Manual Redaction

The reason for requests staying in the “In Progress” queue
is that, on attempting to automatically redact the certificate |Iisiehaiie

image, the system scored the redacted document with a Required.
lower than acceptable confidence rating. This sends the
document to the VRIRSA support team to inspect it before : —
releasing it back to you. — . Gt

-‘-xivt::.;::‘v JOEAC
If the VRIRSA system scores the redacted document with a - wam b e s
Low Confidence

low enough rating, the staff may need to manually redact 2 W i et 55

the document before sending it back to you. s wm e ey e

Low Confidence

In either of these cases where manual intervention is IR e i
required, the VRIRSA support team responsible for this ‘ Confidence Ao
task will make every effort to send you your requested , fhenQp

. required.
document as soon as possible.

/4 start 18 irtox - Moot 0., T User Mo - Mros 8 Morosolt Excel - ek
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3.2 No Record Found / Certificate of No Record

If your initial search based on information from the
customer requesting the certificate does not yield the - : -
correct results, you may choose to print for the R T
customer a ‘Certificate of No Public Record’, also

referred to as a ‘Certificate of Search’.

Mher's Masden Name © Dats of B

To do this, click on the ‘Request Document’ button next _ = = — ot

to the listing for ‘Certificate of No Record’. This moves 2 ' P
to the ‘Completed’ queue a generic document image i

with standard language stating that a search was
conducted. You can then print this and give it to the
person who requested the document.

Click here to request
your certificate of ne
record

LB L
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- - ecord - » S=TE
B oL @ e & @ %A 0 et + &ons

oo »* 6

B

3.3 Print Certificate of No Record VRIRSA

Dsciment Dielieery 56 rih VT Fecord

VRIRSA Workflow

CERTIFICATE OF NO RECORD

After selecting the ‘Certificate of No Record’, it will
appear in the “Completed” queue. : ’; : .

This is te certify that & sesrch was condusted using the
infermation provided snd na #aund that inf

FLOOBER7 B

Cortitate of

Click on the document icon to view and print or
fax the Certificate of No Record.

wstarTs

Momars Firs Name
Fathars First Narme:
Fathars Last Nams:
Foedacied Document & Deatn Consicaty of o Frecond

County Comements:

WRIRSA Tracking Mumber. 202080
Paame of queus DocumentDewenGues

i [ e A Papeiori

R M= =]

L -

3.4 Printing the Certificate of No Record

He ER Yew Fgwrtes Jook Hep
Q520 -1 ) G Pseach SiFaets S0 -8
Address [ 8] hetpi

In the document viewer screen, select the
appropriate response and click on the ‘Complete’ ERAASLIETN S
button to print or fax the document.

Sex Gender Mother’s Maiden Name “Oate of Brth = YRIRSA Tracking Number
260075

Qickto view and
print Certificate of
No Record
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3.5 Certificate found for a Different County

In the Result List screen, you will notice that items in
the list are identified by county.

CDPH employees using the VRIRSA system will have
access to view and request birth and death certificates
from all counties.

County Recorders and Local Registrars may only
view, request and distribute certificates from their own
county.

However, records from other counties will appear in
the Result List. This information is made available to
county staff so they can better help the customer. In
cases where the record being sought is not in the
county making the request, county staff can now
advise the customer where the certificate was found.
The customer can make the request to the appropriate
county or directly to the state Office of Vital Records.

A county employee will not be able to use the
‘Request Document’ button to retrieve a record from
another county.

User Manual v1.6 FINAL.doc
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VRIRSA

¥ Dallvery Sear ch'\W¥al Records Heln

“ Search Dinh Cenican

z
“, Seach Death Cortificate

@

E
' (2.0} 1 000000000000
z (0 [ e—

Tanturd] | Mondsy, Rowember 4, 3638 | Logout
mor Guide

Fash e Lt Mame: Event Dt vk Flaoe S Gender - Pother's Maden Nave - Hother's Frs Name  Faiher's Fest Name + Father's
SR meced  01j01f2000

[, W 0ZZ[000 Los Argeies Hake
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3.6 Wrong County Error Message

Flo [ Vew Favortes Took  Heb
try to request a certificate from a County other than your 9 -~ = 2 = - =
own, you will see a message similar to the one at right. [

U Aceess Denied: Documant onigined fom Los Angales Counly. Curtent uies i fom ALAMEDA County

The banner at the top of the screen displays the error FEVCEE:ETy h n G et

message that access is denied to records from other FEEEEEEESE— o
. L s - . Motification bar appears to show
counties. that yaur request has heen denied.

If you are a County Recorder or Local Registl‘ar, and you T PRSI SRR ——

&, el Thckst ]

2 N B First Mo Lot s Frsk Mame CFather’s Frst Name ©Father's L
A, Search Death Conicate e : &
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3.7 Rejecting a Certificate

If you notice anything incorrect when you review 4

the redacted certificate you requested, you can
reject the document. This initiates a help desk
ticket to the VRIRSA support team for their
review. If they can correct the problem, they will
do so and release the document back to your
‘Completed’ queue. In any case, they will create
a response to your help desk ticket and move
that to your Completed queue as well.

In order to submit a help desk ticket you are
required to enter comments. The comments are
necessary to guide the VRIRSA team as to what
is wrong with the document.

User Manual v1.6 FINAL.doc

Version 1.6

file fdb Yiew Higtory Bookmurks Jools Hep

G- ¢

W' Westem Ghets - Wikipedia, the free... =

TRl Oy O

DrwER
) clhnps;-'.-'st il | --[ india geegrapkic inflyence

| VRIRSA

First Hame:

Mather's Maiden Hame
Originator:

San Gendar.

SR

5@ 6

CERTIMCATE OF LIVE BIRTH
STATE OF CALIFDRNIA
u .t

Mather's Frst Name:
Father's Firsi Nama:
Father's Last Mams:

Redacted Document: & RedactedD

personnel

County Comments.

Step 1. Enter comments
to guide Help Ticket

o2

frded 1

B

Step 3. Click
‘Complete’

T ASEFDF
DccumentDefvenylu

E| Bef

14

oo
L, S, 113 FI5 TOAR AMEE RS, WD 8,

Step 2. Select Reject -
Initiate Help Ticket

R T I L R R T N O T T e

I [w[a Pagioii.

DEDDROH

Tw

stegingumisacdpheagoy




VRIRSA User Manual Version 1.6

3.8 Status of Rejected Document

When you reject a document and submit a ticket to ElCEIEEE A

Help Desk, the system moves your help ticket to the = & % s b 5 S
“ ” . . . . om'd'ﬂ@'n_ﬂﬁm  Favorkes 6“»'%" ﬁ
In Progress” queue. It will stay in this queue until o
resolved by the VRIRSA support team. You can track :

Its StatUS here as We" VRI RSA ul;z:igl;aigl:onday, September 8, 2008}Luqom

PublicHealthy

"(DocumentDelvery SdarchVital Recards | Help

FirstName & Last Name & EventDate & Sex Gender & Mother's Maiden Name “Date of Bith © Status & YRIRSA Tracking Nurber

Help
T M y TRAOLL
a dnice /] Tt
//
/
/[
/

Indicatesthat the
rejected document is
waiting for correction.

v
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3.9 Cleared Help Desk Ticket

If the help ticket can be addressed and corrected, [l it
the VRIRSA support team will do so, and then move | & fe facds Dok &
it to your “Completed” queue. Otk O -1 & G| Pswweh ¢
Addess | ] o

You can then open, view and print or fax the
document, as covered previously in this manual. VRIRSA

the oblem and serd it
tothe * C‘omplaeav

EventDate @  SexGender = Mother's Maiden Name =Qate of Beth =  YRIRSA Tracking Number

09)082000 M 035310
01/16/1931 " SFCXE

L}
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03/04/2000 OIDSEA
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corrected document
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3.10 General Help Ticket

You can file a Help Ticket for the VRIRSA support
team either on a specific document or with a general
request.

In this example, we have filed a help ticket for a
general request. There are four categories available
to the user. The categories are: Software, Hardware,
Network and Login.

Once the category is selected, then the user needs to
enter comments and then press ‘Submit’ to send the
help ticket to the VRIRSA team.

Note that both the category selection and a filled out
‘Comments’ field are required in order to file the Help
Ticket.
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3.11 Help Ticket / In Progress Queue

After submitting the ticket, it moves to the "IN fi. ed vew Favortes Toos Heb

Progress' queue with a status of “Help Ticket” Qbeck - © ~ &) @ (] Psowch Zorowrtes &0~ 2 B0 &
Address I.éj [T

kevinla | Monday, September 15, 2008 | Logout

VRI RSA User Guide
' Search Vital Records | Help

i) ' Progress

After submitting the ticket, it movesto
the 'In Progress” queue with a status of
“HelpTicket”

1 First Name “Last Name “Event Date <:Sex Gender “Mother's Maiden Name < Date of Birth ©Status & VRIRSA Tracking Number <
Completed | ! HelpTicket 260075

User canvalidate
that their recueg is
beingprocessed

[T T NS ocal ntranet
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3.12 Help Ticket Cleared

Once VRIRSA support team investigates and ElEu i

resolves it, the help request is sent to your |g & it Fauts Dok i

'‘Completed' queue. Otk » ) - 1) 2) ()| search “<Favortes € )~ -
Address [ ] etp:/ . :

At this point, the user would open the help R ——
ticket to read the resolution of the problem VRIRSA Uoer Guide ' COPH

OublicHealth,

Onoed CDtFliI-ipersmmeéI investigates
Coocument ;" Mearch Vital Records andresolvesit, t p request is

openit to read the resolution of
the problem

LastName =  EventDate & SexGender & Mother's Maiden Name <Date of Birth &  VRIRSA Tracking Number &
260075
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3.13 Accepting or Rejecting Help Response

After reading the resolution provided by the VRIRSA

support team, the user can: Fle Edk Vew Favorkes ook Help
Qoack » o)~ ) @) | Hsearch rFavortes €| 3y 5 [) &

e Accept the resolution by hitting the Cancel key

(removing the ticket from the queue) IR o — ==

Date of Birth:
Reject the resolution and send it back for Event Date:
additional help. SFN:

Mother's First Name:

Father's First Name:

Father's Last Name: Origiel ey
Redacted Document:

County Comments: Did not receive expected email notification

VRIRSA Comments: Email ID has been configured

VRIRSA Tracking Number. EA3628

Name of queue: DocumentDeliveryQueue

Instruction:

Notation for processing: Select Gancel to Acospt resolution.
Sledt Rejedt to send back for
additiona help.

Savel Complete ||Please se|ectaresponse4.._:_|

: elect a response

Reject - Raise Help Ticket

Accept -Fax lyis

Acc ept —Print -CM-Version: 2.2.0 rc1, Language: en, Copy

Cancel
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4. Support for the VRIRSA System

For reporting system issues, please use the information below to contact the VRIRSA support team.

You may also use the Help Ticket tab of the VRIRSA System interface to communicate with the support team regarding routine
search and retrieval issues. See Section 3.10 General Help Ticket above.

VRIRSA Team Contact List
Main phone number (916) 322-2306
General email contact vrirsasupport@cdph.ca.gov

Support is provided for the system 8:00 AM to 5:00 PM during State of California workdays (excluding weekends,
holidays, and furlough days).
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4.1 Password Maintenance

Password maintenance requests can
be made with a help desk ticket, or the
request can be made directly to the =
VRIRSA team via the contact "“'""'[fo O - B

information provided above to restore, T i ,

reset, or add a new user to the system. PP e s
A user can change their password via
the VRIRSA system.

The wuser must select password
change. E name: |

Connect to www.ext.dhs.cagoy
Password:

Ed Vew Favordes ook Hep

A dialogue box then opens asking for
your user name and password. Logm | Roset

assword Change

To change your
password, select
password change
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4.2 User Password Change

Enter your user name and password to
start the change process

Enter the old password, and the new
password; twice to confirm

After pressing ‘OK’, the password change
is successfully completed.
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4.3 What Happens If....
e What happens if you receive an error indicating that “work item locked for use by another user”?
o This usually occurs when another VRIRSA user has opened the document that you are attempting to view.

What do | do if my password has expired?
o Contact the VRIRSA support staff to restore the password at vrirsasupport@cdph.ca.qov.

What do | do to change my password?

o From the login page, select the password change link. See Section 4.2 User Password Change for further
instructions.

What happens if | am an OVR user and can'’t log into QA to view a document that was not automatically redacted?
o Contact the VRIRSA support staff to get assistance with a change in profile.

What happens if | am unable to see my record in the completed document queue?
o Contact the VRIRSA support staff to clear the old records out of the queue so you can more easily navigate

through the list of current records.
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5. Frequently Asked Questions (FAQ)

1.

What exactly is the VRIRSA system designed to do?

The VRIRSA System lets County and Center for Health Statistics (CHS) users search for digital copies of birth and
death certificates that are stored in the centralized image repository at CHS.

Once the right certificate is found, the County or CHS user can ask for a redacted image of the certificate to print out
on banknote paper and give to the public as an Informational Copy.

What do you mean by “redacted image”?

The digital image of the original certificate is copied and areas with sensitive information are covered up — signatures
and social security numbers are covered with black boxes, confidential health information is eliminated by covering it
with a white area; essentially cutting off that part of the form.

Is VRIRSA available to the public directly?
No. As they do now, the public makes requests for Informational copies to County Recorders, Local Registration

Districts, and directly to the State (CHS Office of Vital Records (OVR)).

Who will use the VRIRSA system?

Staff at County Recorders’ offices, Local Registration Districts, and CHS-OVR, or CHS-ITSS will use the system to
search for certificates and produce redacted Informational copies for printing and delivery to public requesters.

How do | use the system to look for a certificate?
Here’s the normal way of doing things (answers about exceptions are provided further down):

a. First you get information from the requester about the certificate they are looking for (such as a date range for
birth or death, name, County, possibly more information if necessary).

b. You interact with the VRIRSA system (using a web browser) to search the index using that information.
. The VRIRSA system responds with a list of matching certificates that may include the one you’re looking for.

. If you get no results, you can search again, or you may decide to print a Certificate of No Public Record (more
on this later).
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If 1 find the right certificate, how do | request an Informational copy?

If the index search returns the certificate you're looking for, you select it from the list and ask the system to make a
redacted copy.

Once | request an Informational copy, what happens next?

Your request will appear on your screen in a queue (list) called ‘In Progress.” When the finished document arrives,
your request disappears from the ‘In Progress’ queue and appears in the ‘Completed’ queue. Then you review the
image on your screen, hit print, and send it to a printer stocked with banknote paper.

Once you print it and confirm your acceptance, it will disappear from the Completed queue.

Are there any other methods for receiving a redacted certificate?

Yes, via fax — if you have provided a fax number to the VRIRSA system during your setup process, you can elect to
have the VRIRSA system send the redacted document to your fax machine. Once you receive the fax, you will need
to copy it onto your banknote paper using a copy machine. After you finish, you will also need to complete your
request in the VRIRSA system by confirming that this request was received.

How is the Informational copy produced?

After you select the record and request a redacted certificate (Informational Copy), the system automatically makes a
digital copy of the image from the state repository where it permanently resides. By the way, nothing you do, and
nothing the system does on your behalf, will affect the image repository.

The system takes the copy it made and blacks out (redacts) the signature information and social security number (if
present). It covers any confidential health information with white space, and then sends it through the system’s
workflow back to your screen in your Completed queue. This should all happen within a matter of minutes.

In very few cases there may be a delay because the certificate couldn’t be automatically redacted. You can come
back to the system later for the certificate (see question 11).

Does anyone at the state CHS office need to handle either emailing or faxing the certificate?
No, this is all taken care of automatically by the VRIRSA system.

How does the system produce the redacted image of the certificate?

a. When you request an informational copy of a birth or death certificate, the VRIRSA system communicates with
the system that keeps all of the images of certificates.
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. The certificate you requested is automatically copied to the VRIRSA system, which gives it (automatically) to
the redaction subsystem.

Without human intervention, the system examines the image and tries to match it to a set of known certificate
formats it has for that County and that year (of the event).

g. In 95% of the cases (or more), the right format is found, which tells the system where to put black or white
boxes over parts of the certificate you requested (to redact it).

h. The new image, with black and/or white redactions, is sent back to you as described in previous answers.

Who’s in charge of the system?

The VRIRSA system is run by the VRIRSA support team within CHS-ITSS. The team is responsible for
maintenance, operations and support of the system. They will establish a help desk and staff the help desk during
regular State business hours.

Where is the system located?

The main components of the system are hosted within the CDPH Intranet and in the secure ‘Extranet’ data center
maintained by Department of Health Care Services (DHCS).

How many requests per day do we expect to receive via the VRIRSA system?

At present, the VRIRSA system fulfills public requests for Informational Copies of birth certificates from 1985 to
present, and for death certificates from 1996 forward. The total number of Informational Copies requested by both
County and State staff is expected to be less than 300 per day.

As additional birth and death records are converted to computerized images over the next several years, more
informational copy requests will be handled by VRIRSA.

What happens when preparing a certificate needs human intervention?

We currently estimate that more than 95% of the requests for birth or death certificates (or amendments) will
automatically go through the system and be returned to the requester without any VRIRSA support team
intervention. Less than 5% will need some human intervention. The normal reason for this is that the certificate is not
in a recognized format, and the system is not completely sure where to place the black or white redaction boxes to
cover up sensitive information on the form.

As each certificate image goes through the redaction subsystem, it is given a score measuring the level of
confidence that the document can be handled correctly, based on the quality of the image and how well it matches
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known formats. If this score is below 90 (out of 100), the image is sent to a queue for the VRIRSA support team to
review. If visual inspection shows that the redaction worked properly, the employee clicks a button to release the
redacted Informational Copy and the system automatically sends it to the requester. If the system has trouble with
properly recognizing and redacting an image, then the VRIRSA support team can use VRIRSA’s manual redaction
software to draw boxes on the image and release it.

How many requests will need manual intervention from the VRIRSA support team?

Based on current testing, we believe such manual intervention cases will occur in less than 5% of all requests. For
example, if there are 300 VRIRSA requests a day, less than 15 of them will require any manual intervention.

How long will it take to manually redact an image that has Medium or Low confidence?

It should take a few seconds to release an image that is already properly redacted and, if it is not, perhaps 30-60
seconds to correct any errors in an image and release it. If there are 15 such work items a day, this should account
for less than one hour of staff time based on estimated request volumes.

Why can’t the CRs or LRDs do the QA check on the redacted image and fix the redacted portions if needed?
The specialized software needed for manipulating the digital images to manually add redaction boxes is only

available in the CHS offices in Sacramento.

Does a Certificate of No Public Record require manual intervention?

No, if a search yields no results, the operator can print a Certificate of No Public Record immediately and provide it to
the requester.

How much training will I need to request Informational Copies?

The human interface for the VRIRSA system is provided in a web browser. There will be online help available, and
there will be a training module to introduce you to using the system. If you are already familiar with using a computer
to perform searches, and using web browsers, the VRIRSA system will be relatively simple to master.

Will the ‘Completed’ queue of redacted documents ever get too big to easily find what I’m looking for?

No. We have designed the system so that as soon as a redacted document is picked up by the staff member who
originated it, or by anyone else in the office for that matter, it will disappear from the Completed queue and move into
a hidden queue while it waits to expire and be deleted after 72 hours. During that time, if it is needed again, a
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request for the same item will bring it back from that queue, rather than going through the entire redaction process
from scratch.

Of course, it's reasonable to expect that not all work will be picked up and printed, so we will set up a process and
system policies whereby the VRIRSA Team managing the system will be able to monitor those queues and get rid of
older work that has been left behind. Here is a graphic showing how the queues work:

In Progress Queue I Completed Queue | Hidden Queue
(available for 72 hours, then deleted)

User requests document: Work item status Work item moved to Work item moved

) . setto ‘Redaction’ I Completed Queue l ‘a‘l};’: g&n;‘%%t;?

queue

I | Status set User retrieves,
InProgress "I‘D"d C°tmg'sted to ‘Redaction’ prints, and
queues may be sorted by . ) .
user ID to enable work © accepts item L Begin wait for

sharing and to ease finding 72 hours
work items. Redaction

finishes

User doesn’t Same item
retrieve and I ez;slg;ed
® print work item (within 72 hrs)

CDPH Administrator: CDPH Administrator ‘ If not requestedin
may delete manually 72 hours, delete
after set period from system
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6. Glossary

Auto Redaction — The VRIRSA system recognizes the format of a requested certificate and can automatically redact
any sensitive fields and send the image back to the requester.

Confidence Level — This term governs whether the redacted document will be automatically redacted by the system or
whether some human intervention must occur on the part of VRIRSA support staff. The confidence score is calculated
based on the similarity of the certificate being processed to the template images the system keeps to guide redaction.

CR users — County Recorder’s Office staff.

Document Delivery — This is the VRIRSA screen on the website where you find lists of documents that have been
requested. There are two sections of document delivery: the In Progress queue and the Completed queue.

FileNet — The IBM software that forms the foundation of the VRIRSA system. It handles requests and searches the
database for the birth and death records.

Help — The system provides some online help related to the web interface, and also provides a link to this User Manual
for download.

Help Desk Ticket — This is used when the end user has encountered a problem with a redacted document or when the

end user is having software, hardware, login, or security issues. The help desk ticket communicates the problem to the
VRIRSA help desk for resolution.

LRD users — Local Registration District staff

Manual Redaction - If the document has a low confidence score, the document has to be manually redacted by a
member of the VRIRSA support team.

OpenWorkDesk (OWD) - This is the software package that provides the web interface for OVR and County users to
use the VRIRSA system.

OVR users — Office of Vital Records staff

Quality Assurance (QA) - If a document has a medium confidence number, then the document will be sent to QA to be
reviewed before going on to FileNet.

Redaction — In the VRIRSA system, this is a process by which the original birth or death certificate has black or white
rectangles applied to the image — hiding sensitive information such as signatures, social security numbers, and health
status.
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Request Document — Once you locate a document in the VRIRSA system, you can request the document; which
triggers a process wherein the birth or death certificate is redacted; either automatically or with intervention by a
VRIRSA support team member.

Result List — The result list contains a set of records that match the criteria you entered in the search screen.

Search Vital Records — The VRIRSA system enables you to search and retrieve only the available digital images of
birth and death records for redaction and distribution as Informational Copies. Many older certificates may not be
available now, although they will be added in the future. This manual contains instructions on how to search for vital
records by entering search criteria and selecting from results of your search. For further information on searching see
Section 2.2 Search for a Birth Certificate document, Section 2.3 Search Screen Fields,

Section 2.4 Understanding Partial Name Searches, and Section 2.5 Search for a Death Certificate.

Split Screen — A split screen displays when the system shows you the redacted image of the certificate you requested,
as well as the index data associated with that form.

URL - Universal Record Locator; an internet address. The URL field at the top of your browser is where you enter the
VRIRSA URL in order to navigate to the VRIRSA system.

VRIRSA Tracking Number (VTN) — This is the number used internally by the VRIRSA system to track documents that
have been requested for redaction and further output.

VRIRSA Team - This is the team responsible for providing support and maintenance of the VRIRSA system. The team
will run the help desk and provide training to CR, LRD, and OVR staff.
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