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The {ollowing reflects lhe findings of  Dep~i~rt The statements made in this Plan of Correction are
of Public Health during a complainl/breach ¢ not an admission and do not constitute apreement
visit: with the alleged deficicncies herein.
) This Man of Correcnon conslitutes UUSF Medieal
Compiaitd hldahe Numb(?r: Coenter's wiitken coedible allegasiun uf conipliameg
CAD0280380 - Substaniiated for the deficiencies noted.

Ropresenting the Departmant of Public Hea

: Surveyor (D # 25730, HFEN UCSF Medical Center disputes the merits of the

finding in this 2567 and requests an informal
office conference with the San Francisco Disioct
The inspection was limited to the specific fa OfTice Diswrict Manager to discuss the merits of
event investigated and does not represent H the Department’s findings. Furshermore, we
findings of a full inspection of the fac rescrve the right te a formal appeal of the findings.

UCSF Medical Centet hes included a letter of

Health and Safety Code Seclon 1280.15(a) A rehuttal as an attachment ta this 2567,
clinic, health facility, home bhealth agency, or
hospice licensed pursuant to Soction 1204, 1250, Comective Action:

1725, or 1745shall  prevenl uniawful or

unauthorized access to, and use or disclosure of, 1. Immedhiately in response to this event, the UCSE| 117100101

Depaniment of Dermatology revised their

patients’ medical mfommaton, a&s defined procedure for use of the digital camera to include &
subdivision (g) of Section 58.05 of lhe Civii Code requitcicient that images on Lthe caniera'’s memory
and consislent with  Seclion 130203, The card must be downloaded at the end of the work
depariment, after invostigotion, may assess an day onlo a secure server und erased from the
administralive penalty for a violation of this section cAMEra memory. In addition. the Department

obtained a locker in which the digital camera znd
of up to twenty-five thousand dollars ($25,000) per backpack are sccured at the facility when net in
patient whose medical information was unlawfully use.
or withoul authorizetion accessed, used, or
disclosed, end up to seventoon thousand five 2. Over the course of threg deparmental meetings, [ 1179711

the Dermatolo, ractice Residents, Faculty, and | 11/30:11
00 e bsequent £ P " e
hundred  dollars  ($17 500} per  subsequen staff were tramed on the revised digital camera 1277411

occurrence  of unlawful or unaulhorized access, procedure and re-educated about the importance of

use, of disclosure of that patients’ medical und best practices for safeguarding and protecting
information. conlidential paticnt information.

The Department was able {o substanbate violations
of State rogulations regarding the safekeepiny of
medical informaticn.

E' ID:USG241 512372012 304 43PM
VA e e AL AT G J—

ciahcy statement @nding with 8:: ashuien [} denctes a deficiency which tho msuution may be Bxoused FOM COTECIRG Pravidng it is gammoed
that olher sahoguards provida sufficlent proteclion ta the pabenis. Except fof nurelng homes, the findings above are disclosabls 80 days followang the date
of survey whalher of not a plan of comedlion ia provided. For nursing homes, the sbove finding2 and plares of vorraclion are disclozable 14 daya followrng
tha data Ihaso documents are made availablu W the facility. ' deficiencies are cited, an approved plan of cortection is requisila o conlinuad program

participation

Stabe-258 1 1ofs



CA’LIFORNI:\ HEALTH AND HUMAN SERVICES AG CY
DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICIENCIES (X1) PROVIDER  PLIER/CLIA {X2) MULTIPLE CONSTRUGTION {X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER: COMPLETED
A. BUILDING
050454 B. WING 01/06/2012
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZtP CODE
UCSF Medical Center 506 Parnassus Ave, San Francisco, CA 94143-2204 SAN FRANCISCO COUNTY
(X4) ID SUMMARY STATEMENT OF DEFICIFNCIES D PROVIDER'S PLAN OF CORRECTION s
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Continued From page 1 Monitoring:
Beginning on June 11, 2012, the Department of 6/11/12
Violation of Health and Safety Code 1280.15 (a) for Dermatology will perform random spot checks of
failure to prevent unauthorized access to patient's the digital camera photo cards when the camera is

not in use to ensure the cards do not contain patient
images. This will be done twice monthly for a

i period of three months. At the conclusion of the
T22 DIV6 ART7-70751(b)  Medical  Recorc | three month period, findings will be reported to the
Availability Chief Privacy Officer who will determine the need
for continued monitoring.

medical record: Substantiated.

(b) The medicai record, including ray films, is the
property of the hospital and is maintained for the Responsible Party: Vice-Chair Department of
benefit of the patient, the medical staff and the Dermatology; Chief Privacy Officer
hospital. The hospital shall safeguard the
information in the record against ss, defacement,
tampering or use by unauthorized persons.

This regulation was not met as evidenced by:

Based on interview and record review, the facility
failed to ensure the confider ity of patient
medical information when patient pictures and
medical information were stolen from the trunk of a
vehicle parked on a city street.

Findings:

In an interview on 1/6/12 at 10:00 AM, the Director
of Regulatory Affairs (DRA) staled that a digital
camera and patients' medical records containing
personal medical information and pictures were
slolen on 11/6/11 from the trunk of a locked vehicle
parked on a city street in front of the home of
Physician A. The DRA said Physician A noticed
the theft in-the moming of 11/5/11 and reported this
to city police and to the facilty. The DRA said the
camera, which was retrieved on 11/7/11, conlained

Event ID:ISG211 orz3/2012 3:04:43PM

LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE . (X6) DATE

Any deficiency stalement ending with an asterisk (*) denotes a deficiency which the Institution may be excused from correcting providing it is determined
thal other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whather or nol a ptan of correction is provided. For nursing homes, the above findings and plans of corraction are disclosable 14 days following
the dale these documents are made available to the facilily. 1f deficiencies are cited, an approved plan of comrection is requisite to continued program
participation
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PREFIX (EACH DEFICIENCY MUST BE PRECEEUERD BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE

AG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE

Continued From page 2

unencrypted dermatology pictures of aduits and
children with personal identifiers, and the medical
records, which were retrieved on  /8/11, contained
personal medical information. (Encryption is the
process of transforming readable formation into a
format which is unreadable by yone who does
not have the same encryption key.)

The DRA stated Physician A had received the
facility orientation to Privacy and Confidentiality,
and the DRA provided a copy of the slides used
during this presentation. The DRA also provided &
copy of the facility's "Statement of Privacy Law:
and University Policy and the Acknowledgement o
Responsibility" signed by Physician A on 4/4/11.

The facility policy and procedure 5.01.04
“Information Security and Confidentiality’, approvec
3/04, Section V.C.3. stated "W force member:
are directly responsible for adhering to this policy
by employing appropriaté and applicable security
controls to protect the Medical Center's electronic
information resources that are in | or her control.
It is the responsibility of each workforce member to
take steps to properly safeguard the Medical
Center's electronic information resources ..and to
take precautions that will minimize the potential of
theft..." (page 6 of 9).

The facility's “Privacy and Confidentiality
Handbook", revised 5/11, stated in the i
Reguirements for Security section "Workforce
members are responsible for employing appropriate
and applicable security controls to protect. all
University electronic information under their control,

Event ID:I1SG211 5/23/2012 3:04:43PM
ABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATNE"S SIGNATURE ’ TITLE (X6) DATE

Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a plan of comection is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are mada available to the facility. 1f deficlencies are cited, an approved plan of corraction is requisite to continued program
pariicipation.
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Continued From page 3

such as..Taking precautions that H# minimize the

potential for theft..."(page 14).

The facility's Privacy and Confidi ality course for

Residents Orientation which Phy an A attended

presented a scenario (Scenario # 2, slides 20-23) in

which an unencrypted laptop computer, locked in

the person's trunk, was stolen and it concluded that

the person was still responsibie for the loss of

personal medical information. In slide 29 of this

presenlation, Physician A learned at when patient

medical information had to leave e facility, "ther

the materials should stay with | person withoul

exceplion,” Slide 30 stated "Y¢ are responsible

for securing home and mobile devices with

confidential information. if you ke your laptop

home, you need to keep it with 1 at all times in

transport.”

Digital cameras, such as the one stolen, are within

the same category of mobile d ces as laptops

Laptops can be encrypted while digital cameras

cannot, necessitating more vigik e and security

safeguards.

When Physician A left patient medical information

and photographs in his locked vehicle, he did not

follow the facility policy to kee this information

with him in his home. Physician A did not take the

appropriate and reasonable sec. ¢ precautions to

minimize theft when he left this material in his

vehicle on a city street overnight.

The employee's action to access the patient's

medical information for improper purpose violated
Event ID:ISG211 5/23/2012 3:04:43PM

LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE

TITLE (XB) DATE

Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is determined
that other safeguards provide sufficient protection 1o the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a pian of correction is provided. For nursing homes, the above findings and plans of correction are disclesable 14 days following
the date these documents are made available to the facllity. If deficiencies are clted, an approved plan of correction is requisite to continued pragram
participation.
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Continued From page 4
Health and Safety Code 1280.16 d is subject to
the applicable civil money assessme
Event ID:ISG211 512312012 3:04:43PM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X8) DATE

Any deficiency statement ending with an asterisk (*) denotes a deficiency which the instilution may be excused from correcting providing it Is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a ptan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following

the date these documents are made available ta the facility. |f deficlencies are cited, an approved plan of correction is requisite to cpntinued program
participation.
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