
u J . 1 2 ,. U ll'ED 0 8 : 5 0 F :\X 
03/11/2014 12 :22 90988823l 5 SSDO L&C PAGE 15/27 

CALlf'ORNIA HEAL TH ANO HUMAN SERVICES AGENCY 
DEPARiMENT OF PUBLIC HEAL Tl~ 

ST.'\Tle.MENT CF DEFICIEIJCll'S 

AND PL~l'i OF CORA!CTION 

(lCI) PllOVIO'iiRISVPl'lll':l'llC Llr. 

IDEl'ITIP I0 11l10N NVM8C R: 

\)~V\_Q \\ ~ 1 ~ 
~~OD to),_2" 

fxi) MVLTIPLE CONGTRUCTIOi.J (XJ) 01\IT ~URVC:Y 
COMPU:TEO 

060300 

A. 6UILDING 

9 1.1,J!~J:; 0611811.0Dll 

NMllE CF l'l'CVlfJER OJ:< S:.J PPLIER, 

s·r, M.l\RY MEDICAL CENTER 

STP.!ie t ADDRESS. Cl':"!', STATE. 2!1> MO 

1n:ioo U.s Hl1111w~y 18, Appl!! VaUoy, CA 923()7·2206 SAN OER~AROINO COUNn' 

{X•) l1l 

PREFIX 
T/IG 

oUMMAIW !;TATeM~NT Of tlEF ICl~NOJE'S 

IMCH OcFICl~NGY MUST e.e PRliC!.:t;OED ll,T ~Ul,L 
neGl,H.ATOl'W CR ll!C lt'll!:l<rJNll'/G INmRMl\TION) 

The fcllowihg reflects the findingt. or th11 Department 
of Public.: Health during a cornp lalnt/breaah event 
visit: 

AMENDED 
Complaint lntaks Number: 
CAOO 1 677 TO - Substantiated 

Representing the Department of Public Haa!th: 
Surv ... yor ID '/I. 26502, HF~N 

The Inspection was lirnlted to the spacilfic fSlcility 
avant inwstigatQd and does ''ol raprasent the 
flndihgs cf <il lull inGpectlon ot the taetlll;y. 

Health and Safety Code Section 1(,S0.15(a) A 
clinic, health facility, home heelth ngen:iy, Qr 
hospice licensed pur&:uant to Section 1204, 1250, 
H25, or 1745 shall prevent 1,1nlawfUI or · 
uni:iuthorized accaas to, and U$i:t or disclosure of, 
patients' medical lnrofll1ation, as dafinad In 
subdivision (9) of Section 50,05 of the Clvif Code 
and c.on&istent with Section 130203_ The 
department, :aft1;1r investigation, may G69e:Js an i 
admi11i::ilrative penalty for a violation Of this section 
of up to twenty.fiYe thousand dollars ($'.i?5,000) per 
pgtlent whose rngdlcal information wes 1.mlawru11y 
or withDul authorlzat1011 accessed, usad, or 
disclosed, and up to seventeen thoui;and five 
huhdred dotl:-Jt'\' ($17,SOD) pnr subseq1.J~n\ 
oc~urrence of unlawful or unauthorized access, 
•Jsfl, or dls.clos1m:1 of th:it patients' medical 
Information. 
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eooo INITIAL COMMENTS: 
St. Mary Medical Center (SMMC) promotes 
personal and professional development. 
accounlability, Innovation, teamwork, and a 
commitment to quality (SMMC Core Value of 
Excellence). SMMC is commin1;d to adhering to 
the requirements of the Medicare Conditions of 
Participation and all other relevant Federal and 
State laws. This document is submitted as 
evidence of correction of the deficiencies identified 
during the Investigation of an entity reported 
incident on June 18. 2009. 

Preparation and/or execution of this Plan of 
Correction does not constitute admission or 
agreement by the provider of the truth of the facts 
alleged or conclusions set forth on the Statement of 
Deficiencies. The Plan of CorrecUon Is prepared 
and executed solely because it ls required by 
provisions of federal and slate law. None of the 
1;1ctions taken by SMMC pursuant to its Plan of 
Correction should be considered an admission !hat 
a deficiency existed or that additional measures 
should have been In place at the time of the survey 
The provider submits !his Plan of Correction w1U1 
the intention that tt is inadmissible by any third part) 
In any civil or criminal action or proceedings agains 
the Provider, its employees, agents, officers, 
directors, or shareholders. This Plan of Correction 
is submitted lo meet requirements established by 
state and federal law. 
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PRli•IJt 

iA<J 
! -.uMMJ\RY H ATEMENT OF PEFICIENCl!!6 

(l!J\CH DEFICIENO'T IAUST Bf. PRl!Cll!lOEO ev l'Ul.l.. 
ft!;Ol)LA'fOm' OR LSc IOfilmFYIWG INfOl'IMAnONI 

Patient 1's electronic medical rei::ord when Staff 
Member A breached the electronic. medical reeard 
of PaHe11t 1 Without euthoriJ.ation and without. ~ 
valid olinic:al rea:iot1 to do so on 412.7/09. This 
deficient practice hf.Id the potential for l lnauthoriz.acl 
Individuals to use the ·dl2elosed il'lfottnatlon in a 
way not authorized by the patlerit, m.u:h as Identity 
1hefr or other unauthorized Usa.s.' 

Ori 5112/09, a self reported fa~ lity Incident was 
inveE".tig~ tei:l regarding e hospital employee 
inappro~tia!ely accessing the cf eotronlc medlcAl 
record of Patient 1 without authortzatlon and 
wllhout a valid clinical reiaaon to do sci ori 4/2.7/C9. 

Accordilig to a facility latter to tha Csliromie 
Dapartment of Public He$llln received on 5/8/09 M 
3:45 PM, tho fcicility eonfifmad lnat i!! ho5pih1I 
ernp1oy1;1e , Steff Member A, without any clinlc.eil 
re~son. Inappropriately accessed Patient 1's 
electronic medloal record on 4127109. The faclllty 
le~ar also indir.atad that the employee was the 

I daughter of Patient 1 and had no valid cllrilc:ail 
roason to access the ml!ldlcal rei;:ord on 4/27/09. 

A review 6n 5/ 1:2109, of the facility'~ lnvcatlgsllve 
report, dlsclo$ettl that the raoility, "through 
sUblleqllent Investigation and erni:iloyM l11lT:J1view$" 
had asoertelned 1hat Staff Member A hnd 
inapPropri.ately acc:e:$$ed Patient 1 's medical record 
without authorization and without a valld clinic:al 
r8asCJn to do so on 41:<.7109 QI 3 ;06 PM. 

In an interview with the faclllty's Complianea Offl~r 
(CO) on 5/12/0Q, al apprci:ilmat"'ly 9:30 AM, the 
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E1953 T22 DIV 5 CH1 ART7-70707(b}(8) 
PATIENTS' RIGH'rS 
St. Mary Medical Center patients' rights including 
the right to confidential treatment of all 
communications and records pertaining to the 
care and the stay in the hospital are posted in 
both Spanish and English in appropriate places 
within the hospital so that such rights may be read 
by patients and family members. Health 
Insurance Portability and Accountability Act 
(HIPAA) policies and procedures are in place to 
ensure the confidential treatment of all 
communication and records containing protected 
health information (PHI). 

E1953 T22 DIV 5 CH1 ARTJ.7070T(b)(B) 
PATIENTS' RIGHTS 
The follovAng immediate and ongoing steps were 
taken to address the plan of correction. 

Immediate Action(&) Taken: 
1. Staff member received 1 ;1 verbal education on 

the need to know basis and the consequences 
from accessing Personal Health lnforma ion 
(PHI) when the patient is not assigned to her 
care. 

Action(&) Taken: 
1. Director of Care Management educated her 

staH members in regards to HIPAA legal 
standards to protect patient's health 
information, unauUwized access and its 
consequences of not following the law during 
their staff meetings. 
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NAMl1 0' PROVID!:iR OR SUPPLIER 

ST. MARY MEDICA,l CEMTSR 

6Tl'IE~T ADOftli!S?, CITY, $'1'ATE, ZIP coo~ 
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18300 U11.l1lghway 18, Appl» VaHay, CA !l23Cl1·S?21Hl SAW e&RNARPINO COlJNTY 

SUMMAR\' 9'!AtEMEN'r OF C>EFICll;/.ICli;S 
(r;..Cl~ Dl!FICl~NCY Mt)ST 91' l'FlE<:EEDED !)"( fl.JLL 
l<l::GUL.A'fORY OR LSC IC>ENlW'l'INO INFORMATION) 

Compliarice Officer contlrmed the un.guthorlzed 
access of Patient 1's m@dit'..al "9cord by Staff 
Mernb~r A Ot'1 4!2'7/09 -.t 3:06 PM. Shi:! 1>tated &hti 

discov$rad the breach on 515/09, and Mtlfied the 
Cellfomla fJepartrmmt of Public Hearth and Pati~nt 

. 1's family member1;: on 5/8/09. 

In addhion, the Complianc::e Offioar stated when she 
ran the monthly compL1ter audits or all hos.pita! 
patients on 5/5/09 she noticed utiusual activity on 
Patll'!nt 1's medical record on 4127/09, end stated, 
"No ona should have t;iaan accessing the medical 
rac:ord bscatJse the patient alra.\'ldy had been 
discharged," 

A review of the facl!lty's computerized "Patler1t Care 
Inquiry" audit sheet, dated 5/5/09, revealed that 
St:aff Member A, inappro~1fatafy accessed Patisnt 

l 1':s medical record on 4/27109, at 3:06 PM, for 2 
minutes ano 53 seconds l'rorn 1:1n unknown 
compoler termlnal in IM h1'::ipital. Documented 
evidence in the computerized, ~Patient care 
Inquiry" oudlt report shBet revea led that Staff 
MernJ:ier A was viewing the "Admission Record, 
Administrative ~acords, :and M1:1r.lic.al R1;1c:ords 
~ep<:>rl.s" -section of PeUent 1'6 meolcal reoord 
during those times . 

DLiring an interYiaw wilt1 Staff Mernber A. on 
5/12/09, al approximately 1 :30 l='M, she $!~tad rih~ 

accessed her mother's (Patiant 1) mecl/c.al record 
ber.auss sha w "'nled to know her mother's 
insurahce coversge for all .ss1viCG18 renderGc:I In the 
hottpital during har hospital et.ay. Staff Memb13r A 
a lt o r.nnfim·u~•rl tho+ e~.o r. ... re '"~ ....... u ... 1 _ 1'!- ! - - • -

10 
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RHEfteNcr.c TO THE JIPl'R,OPR l/\Tii O!;FICll?.NCY) 

E1953 T22 ON 5 CH1 ART7-70707(b)(B) 
PATIENTS' RIGHTS - Continued 

2. Employee involved in this incident completed 
lhe house-wide required HIPM training, 
acknowledged the receipt and promised 
documents as proof that re-education was 
provided. 

3. House-wide staff is required to attend New 
Employee Orientation (NEO) which covers 
HIPM training and employees are required to 
sign a conndentlality agreement ilt time of hire 
and prior to starting work in her departments. 

4. In addition, house·'l't1de staff is required to 
complete SWANK module (web-based . 
ed~1catlon module) on HlPM during the re-

l 
orientation process, wllich occurs annually 
during the month of April. 

I Quality Assurance Pertorrnance lmprnverneot 
(QAPI) Monitoring Process: 
The Director of Health Information SeNices or 
designee conducted monthly audits of medical 

I
, records for patients classified as confidential, 

having se11sitive information or high-profile to 
designee to determine if there has been a HIPAA 
violation caused by an access breach 

The audit sample size consisted of thirty (30) 
medical records or 100% whichever was greater. 
The audit was monitored for three (3) consecutive 
months until goal was achieved with 100% 
compliance witl1 no breaches. 

tX5) 
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Dllif. 

06/30/09 

04/20/05 
ongoing 

04/1/)09 
Ongoing 

Initiated: 
02/01/10 

Completed: 
05/03/10 



Ounng a11 ir1tarviaw with St~rr Membgr A. an 
.5/12/D9, ;il approximately 1: 30 PM, she statsd she 
accessed her mother's (Patient 1) rnedic.al re.cord 
bncauss sf'e wen!sd to know her rnothar'e 
inwrsmce coverage for all service~ rendered In the 
hospital during her hospita l stay. Steff Membar A 
ti lso c:.onflrmed lhat she had no valid clinic.al reason 

~ve nl ID:G2901 1 12/2./2013 

. .. _,, ,.,vwu c>• ~"" iL<OI Cil lj.llU)'el:lu.. QS!ed 9/2006, 

documenb:id that all Qmi:>loyooi; will sign a11d agrea 
to: 
1. Not misuse, mla;ppropriate, or, disclo!>e atty 
such inforrnatian, directly or indirectly, to any 
pi;irson, or u!!la such information In any WQY , erttier 
during the term cf his/her employment, except as 
required In the course of hislhar vrr1plD;tment. 
2. Shall not permit acceas to any such infomiation 
to any person excep\ as requirad In I.ha CQUrse of 
l"iis/trer ernploymani. 
3. To ablcle by all stats iand rodt,iral law rel!ava11t to 
the corifidentiaJtty of patient ldenUfieble health 
lnformetJon lnoludlng but not limited to HIPP A. 
4. All employees aolcnowledga 1hat c,mauthonzed 
use or disclosure of pslirmt fdenUflable health 
Information regurdln9 patien'b is Illegal and could 
cau:ie Ho!lpital t.o sustain signitlcCIJ'\l and Irreparable 
damage. 

A review on 6/18109 . of the facility's policy and 
procedure titled: "HIPAA-Rcls Based Acce3s 
P.evie11; :and Up~ale", dated 5/2003, revaalt;ld in 
seic!ion 8 (c), " ... S tsff mily not gain ec:cess lo 
Information ooncernlf\!] patir;111ts, lndudlhg both 
rnedical :rnd anrollrnent lnfcnmatlon, excspl for 
l0gitirnate clinical and business purposes." 
(HIPAA-Health ln!llurance Portability Accountability 
Aet; feqcJiring haalth professional t.o maintain an 
individual's healthcare inforrniition private e1id held 

Evlil fll JD:G29011 1.VZ/2013 

The audit sample size consisted of thirty (30) 
medical records or 100% whichever was greater . 
The audit was monitored tor three (3) consecutive 
months until goal was achieved with 100% 
compliance with no breaches. 

3:S7:DZPM 

Perfonnance Improvement Advisory Comrnit1ee 
(P!AC} on a regularly scheduled basis as part of 
the hospital wide Quality Assurance Pertortnance 
Improvement program (QAPI) program. The 
PIAC r&ports to the Quality Committee of the 
Board (QCB), Medical Executive Committee 
(MEG) and the Board ofTrustees (BOT). 

Person(s) Responsible: 
Chief Operating Officer, Chief Nursing Officer, 
Chief Financicil Officer, and Director of Care 
Management. 
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1x•) 10 I SUMMAR'!' srtm;•A~NT o~ aEF1c1e~c1ES 
P~Er.I~ (EACH DEFICIENCY MUST oe i'REC!;l!OEO DY FULL 

I 
R~GULATOAV OR ~!l.<; IOE'NTIFYIMl<i \NFORM!ITION/ 

- (o "~" hoc """"'' (Pationl 1) meOk•I '"""' 
other than for her own personal reasons. 

A review on $/16/0G, of the facility's poll~y and 
procedl.lra lilied: "Confidenti01ity Agreement for ST 
M<1.ry Medical Center Employees" dQted 9/2.006, 
documenlBd thal a.II employooi: will sign and asiroe 
to: 
1. Not mllluse, misappropriate, or, di:>cJoss any 
such information, direr.Uy or indlroelly, to any 
person, or uae suCl'l Information In any way, either 
during the term or his/her employment, except as 
required in the cou~e of hil!l/hsr 1;1mpfoyment. 
2. Shall not permit acce'3ll to any such lhformotlon 
to an11 pernon e~i;ept as required in the course or 
his/her employment. 

! 

3. To abide by all s!.all! and fedsr~I law relovant to 
!lie i;onf!dr;irt!la llty of petlent ldentlfleble health 
lnformatlcn fnoludlng but not limited to HIPPA. 
4. All employees seknowledgs that vnauthorio:eo 
use or dlsclosuro of patient identifiable health 
Information rngardlng patients is Illegal and could 
C<Jusa Ho31:1ital to sustain significant and lrl'l?pareble 
dam:aga. . 

A review t;in 6/18109, of the faclllty's pollc:y and 
procedurn tiUed! "H f ~AA-Role Sased Access 
Review and UpQr;it0", datc:d 5/200~~. rove21led iri 
:ser;;tion 6 (o), ''. .. Staff may not gain acce95 lo 
lnror.mat!on r:onoerning patia11ts, lncluc!in" both 
medical and enrc;i!lrnent lnforrneflon, except for 
le9ilirnale ciinica l and business purposes." 
(HI PM, Health lnauranr;v Porwblllty Accountability 
Aot; re(11~inn9 !'1aslth profes9ianal to rn ainlaln an 
lndividual'i: heslU1c.are lnfurmatlon private and held 
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Quality Assurance Performance Improvement 
(QAPI) Monitoring Process • Continued: 

Reporting Proces11: 
The outcome of this audit was pre:sented to the 
Performance lmprovemarH Advisory Committee 
(PIAC) on u regularly scheduled basis as part of 
the hospilal wide Quality Assurance Perfonnance 
Improvement program (QAPI) program. Tiie 
PIAC reports to the Quality Committee of the 
Board (QCB). Medical Executive Committee 
(MEG) and the Board of Tnistees (BOT)_ 

Person(s) Responsible: 
Chief Operating Officer, Chief Nursing Officer, 
Chief Rnancial Officer, and Director of Care 
Management. 
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IACl 

Slll.IM/\R'I' 6'1',\T;Mi;lll' OF OEl'ICIENOIE' 
(EACH OEl'IClENC'I' MUST CE PPfiCE\lQllC BY FVLl 
REGULJ\TO~'( 01'1 LSC IO&NTIFT!NC: IHPORW.TION) 

in eonllaence). 

During trn lf\[Orv1ew with the focllltY'S CompOance 
Officer on Gfl8/09, at approlCimataly 11:JO AM. she 
Gtol.vd that unautho~~ aceeo• of Patient 1'3 
medical rsc:ord by Slaff Member A was (:Onstd~cd 
by the fsclllty as being a "drift" frnm potlcy M 

axplained In the fucllltytn "Tha Juot Oulturl'l 
Algorithm" model. I ha Complfaht;e Offi~r also 
ctntlild thal Stsfl Member A. was suspended (ot 

three days without Pi1Y and received addition.ll 
training iri HIPPA regulatton3 and aUandGd o 
hospfl.;it Wl~o ln ·Gervice training In protecting potlent 
confidential lnform111ion. 

A review on 6/18109, o1 Patient 1 's cftnlr.al record, 
MJV'l~ that Poitlant 1 was admitted IQ the factllty 
on • ms. Thera wat no documonted evidence 
that Patient 1 had olgnP.d n consent or ha:! given 
m1tl1oriz:e\lon for roleese or mtlld1cal tnforrnatJcn tu 
Stoff Member A. 

Therefori:t, the facility railed to pre11t11hl unauthorized 
o>ccess to conrldential medrcet record information 
&nd failed to t>~foguard Patirmt 1·~ rr111dlcal teet•rd 
:against use by una<Jlho1iz!!d lndivld~1n!s, 
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