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The following reflects tha findings of the Department

°|‘ ronte Health during & campleintbreach evert E000 INITIAL COMMENTS:

vistl: St. Mary Medical Center (SMMC) promotes
AMENDED personal and professional development.

Complaint intake Number: accountability, innovation, teannyork, and a

CAD01877 10 - Substantiated commitment to quality (SMMG Core: Value of

Excelience). SMMC is committed to adhenng to
the requirements of the Medicare Conditions of
Participation and 4l other relevant Federal and
State laws. This document is submitted as

. N evidence of carreclion of the deficlencies identified
The inspection was limited to the spaoific facility during the investigation of an entity reported
avent investigated and daes nat rapresent the incident on June 18, 2009,

flndings of a full inspection of the taciiity.

Representing the Dapartment of Publie Health:
Survayor 10 # 26602, HFEN

Preparation andfor execution of this Plan of

Health and Safely Code Saction 12B0.15(@) A Correction does not constitule admission or
clinle, hepith facilily, homa heaith agenay, or agreement by the provider of the truth of the facts
nosplce lleensed pursuant to Sectlen 1204, 1250, alleged or conclusions set forth on the Statement of
1725, or 1745 shall  prevent unlawful or - Deficiencies. The Plan of Camection 1s prepared
unauthorized accass to, and wge or disclosums of, and exccuted solely because it is required by
pationts'’ medieal  informatisn, es  defned  In provisions of federal and state law. None of the
subdivision [g) of Sectlon 58,06 of the Tl Cods actions taken by SMMC pursuant to 1t Plan of

Correction should be considered an admigsion that
a deficienicy existed or that additional measures
should have been in place af the time of the survey
The provider submits this Plan of Corraction with
the intantion that it is inadmissibis by any third party
in any ¢ivil or criminal acton or proceedings against
the Provider, its employees, agents, officers,
directors, or shareholders. This Plan of Correction
is submitted to meet requirements established by
stale and faderal law.

and  consistent  with  Saction 130202  The
dopartment,  aftar  investigation, ray asscss  an
adminisirative penelty for a viclation of this saction
of up to twenty-five thousand dollars ($25,000) per
petiant whose madiepl information was  unlawfully
or without authorization  accezsed, used, or
disclosed, and up (o seventesn thousand five
hundred  dollars (317.500)  por  subsequent
sceurrence of  unlawful  or unautherizad  access,
usa, of disclosure  of that  patients' madical
infarmation

Buged on interview and record review, the facility
failad to malntain the privacy and confidentiality of
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DEPARTMENT OF PUBLIC HEALTH
***** - _—
STATEMENY OF DEFICIENCIES (%4} PROVIDERSUPPLISRICLIA (%2} FLLTIPLE CONSTRULTION {%x3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIRIEATION NUMBER; SOMPLETED
A BUILDING
050300 B. VANG 08/18/200%
tHAME CF PROVIDER DR SUPPLIER ) STRKET aDDRESS, CITY, STATE, Z2IP CORE
47, MARY MEDIGAL CENTER 18300 Us Mighway 18, Applo Valley, CA 82307.2206 SAN BERNARDINO COUNTY
{Xaj 0 SUMMARY ETATEMENT gF—BEFIClENCIES o] PROVIOER'S PLAN OF CORRECTION (XS)
PREFIY {EACH DEF{CIENOY MUIST BE PRECRADED BY FULL PREFIX (EAGH CORRECTIVE ALTION SKOLILD BE CROSS- COMPLETE
TAG AEQULAYORY DR LAC IDENTIFTING INFORMATION] TaG HEFERENCED TO THE APBROPRIATE DEFICIENCY) DATE
Patient 1's eleotromiz madicat record when  Staff EA%?EJ%PF;}&%E? ART7-70707(b)(8)
Mamber A braached the elgctr_ontc medica.l record St Mary Medical Center patients’ rights including
of Patient 1 without eauthorization and wilthout » the right to confidential treatment of al
Va"d_ clinical resagn to do so an 4/27/09, Th‘s communications and records perlaining to the
daficient practice hpd the potentlal for unauthorized care and the stay in the hospital are posted in
indrvrduals to use the diseloged infsrmatlon in a both Spanish and English in appropriate places
way not authorized by the patient, such as idenlity within the hospital so that such rights may be read
thaft or other unauthorized ses.’ by patients and family members. Health
) insurance Porlability and Accountability Act
On 5/12/08, a self reported facilly incident was (HIPAA) policies and procedures are in place to
invastigated  regarding 8 hospital  employee ensure the confidential treatment of all
inappropriataly - ocesssing  the  clectronic  medical communication and records containing protected
record  of Patient 1 witheut authorzetion  and heaith inforrnation (PHIY.
without 2 valid clinical rapaon to do so on 4/27/09,
According to a (é\dlity letter te the Gaslifornia EL?REJ%%P&}%% $g1 ART7.70707(b){8)
: ia He i 5/8M89 at . ;
Qapartment of Put‘;!.m Hesglth roceived on ol The following immediate and ongoing steps were
3:45 PM, tho facility confirmed that a hospita taken to address the plan of correction.
aemployos, Staff Member A, without any clinical
reasoh,  Inoppropriately  accessed  Palient 1’ Immediate Action(s) Taken:
electronic medical reeord on 4/27/09.  The faclity 1. Staff member recsived 1:1 verbal education on 05/07/09
lettar alse  indicated that the GmpIGYBH was the the need to know hasls and the CONSequences
daughter of Patlent fand hed no valid elinical fram accessing Personal Hoalth Informatien
regson o sceess the madical record on 4/27/09, {PHI) when the patient is not assigned to her
care,
A rmaview ar 51208, of the facility's Inventigative
report, disclosed  that the  facility, “through
subsequent Investigation and amployes iInlurviews” Action(s} Taken:
had  ascertained that Staff Member A  had 1. Director of Care Management educated her 05/07/09
inappropriataly accessed Patient 1's medical record staff members in regards fa HIPAA legal
without gutharization and withput a2 valld dlinicat standards ta protect patient's health
reason Lo 4o so on 4/27/09 at 2,08 PM, information, unauthorized access and ils
consequences of not following the law during
in an interview with the faclity's Complisnes Officar their staff meetings.
{CD) on 5112/08, at approximately .30 AM, {he :
|
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CALIFORNIA HEALTH AND HUMAN SERVICLS AGENCY
NEPARTMENT OF PUBLIC MEALTH
STATEMENT OF UEFICIENCIES {X1] PROVIDER/SUPPLIERICLIA (X2} MULTIPLE CONGTRIICTION 1X3) DATE JURVEY
AND FLAN OF GORRTCTION IDENTIFICATION HUMBER: COMPLETED
A PUILDING
060340 . WG . . 06/ 8/2009
NA.’AE-B;_FROUIDER OR SUPPLIER GTRER T ADDAESS, CITY, SYATE, ZIP CODE
ST, MARY MEDICAL CENTER 18300 Us Highway 18, Appla Vallay, CA 823072208 SAN BRRNARDING COUNTY
(%a] 1D JUMMARY 8TATEMENT OF DEFIGIENCIEE e} PROVIOER'S PLAN OF SORREGTION (X5
i PREFK (EACH DEFICIENCY MUST BE PRECECDED B FULL PRERIX (EACH CORRELTIVE ACTION BROULD BE CROSSE- GCOMPLETE
TAG HEGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCRD TO THE APFROPRIATE DEFICIENCY) bnTE
E1953 722 DIV § CH1 ART7.70707 (b)(8)
Compliance QOffleer  confirmed  the  unauthorlzed PATIENTS' RIGHTS - Continued
acpess  of Palient 1's medical mcord by Staff
Member A on 472709 at 3:06 FM., She wtated ohe 2. Cmployee involved in this incident completed 06/30/09
discovered the bmach on 5/5/09, and notified the the house-wide required HIPAA training,
Colifornta Department of Public Health and Patient acknawledged the receipt and promised
1's family members on 5/8/08, docqments as proot that re-education was
_ provided.
| In addition, the Compliance Offissr stated when she ) ) )
| ran the monthfy computer audits of all hogpital 3. Houss-wide s.taff is required to a.ttend New 04/20/05
patients on 5/5/08 she noticed unusual aclivity on E;gmy;e,ggemagmm(;m) Wh'rCh COV‘,"ZU 0 Ongoing
Patlent 1's meadical record on 4/27/05, and stated, ' aning and empioyees are required
"Na ona should have been accossing the medical sign a’conﬁdentlahty agresment at time of hire
rocord because the patlant already had baen and prior to starting work in her departments.
discharged,” . . .
lscharg 4. In addition, house-wide staff is required to %1/1?-(09
) ) . ngoing
A review of the faciiity's computenizad "Pallent Care Zgﬂ?;ggen?nvggmg)nglfllgﬁ(\:xvedbug:;igé re- o
Inquiry” audit sheet, dated 9/5/09, revesled that orientation process, which oceurs annually
Staff Member A, inappropriaioly accessed Patient during the marth m: April
‘ s madical wcord on 427/00, at 308 PM, for 2 9 ‘
f minies  and 53 :seconds I‘ro'm an  unknown Quality Assurance Performance Improverment
_ comnpyler temninal in tha hospital. Documanted (QAPI) Monitoring Process:
‘ evidencs in tha computerized, “Pafient Care .| The Director of Health Information Services or Initiated:
! Inquiry” audit  report sheel revealad that &taff designee conducted monthly audits of medical 02/01/10
' Mempar A was viewing the "Admission Record, records for patients classified as confidential,
Administrative  Rsecords, and Mudical  Records having sensitive information or high-profile to Completed:
Roporis” aeoction of Pollent 1's medical record  dssignee to determine if there has been a HIPAA 05/03/10
during those times, violation caused by an access breach.
Diging an  intarviaw with  Staff Member A, on Th%a“‘f‘“ﬁ”}f"" Si,‘zgo%?nstiﬁt?d:d thirty (30)
accessed  her mother's  (Patiant 1) medlcal record manths untit aoal was achieved '1(h)100"/ ulive
bacause she wanted to  know her mothers : Goal was achieved wi !
L , Brs compliance with no breaches.
insurance coversge for all servicsx rendered In the
hospital during her hospital slay. Staff Membar A
AlED confirmand thot eha bim A s seattal tiato s o



Durng a2 intarviaw  with  Stalt Member A, on
S/12/09, &l approximately 1:30 PM, she stated she
accessed her mether's {FPatient 1) medical record
bacause shs wantad to  know her  molher's
insurance covermge for all services randered in the
hospital during her hospltal stay.  Staff Member A
also confirmad that she had no valid clinical reason

The audit sample size consisted of thirty (30)
medical records or 100% whichever was grester.

The audit was monitored for three (3) consecutive

months untit goal was achieved with 100%
compliance with no breaches.
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documantad that all amployses will sign and agres
te:

1, Not misusp, wmisepproprigte, or, discloss ahy
such informatinen, direcdly or indireclly, to any
parson, or use such informalion In any way, elther
during the term of his/har employment, except as
required in the course of his/har employment,

2. Shall not permit access to any such information
to any persan except as required in tha course of
his/her employmeant,

3. To abide by all stats and fedaral law relavant to
the confidentiaity of patlent |dentifisble  heaith
Infarmation including but not limited to RIPPA,

4. Al employses acknowledge that unauthorized
use or disclosure of patient identiflable health
information regarding patients is llegal and could
cause Houpital to sustsln significant and Imepsarable
darnage.

A review on 6/18/08, of ths facility's policy and
precedure  titied:  "HIPAA-Rolo  Based  Access
Review and Update®, dated 5/2003, reveaigd in
section B(d), ".Stsff may not gain access to
Information  concernlig  patignts,  including  both
medical  and  anroliment  Infarmation, excapl for
legitimats  clinjical  and  business  purposes.”
(RIPAA-Health Insurance  Partabillly  Accpuntability
Act, raquiring hwalth professional to maintain 8o
indivigual's heaithcare inforrnation private and held

J

Performance Improvement Advisory Commitiee
(PIAC) on a regularly scheduled hasis as part of
the hospital wids Quality Assurance Performance
improvement program (QAPI) program. The
PIAC reports ta the Quality Committee of the
Board (QCH), Medical Executive Committee
(MEG) and the Board of Trustees (BOT).

Person(g) Responsibie:

Chief Qperating Officer, Chief Nursing Officer,
Chief Finangial Officer, and Director of Care
Management.
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STATEMENT QF DEFIGIZNGIER (X1} PROVIOERIAUPPLIERICLIA (X2 MJLTIFLE CONSTRUCTION {%3) CATE BURVEY
AN PLAY OF GORRECTION IDENTIFICATION NUMRER: COMPLETED
A BUILDWNG — e
0603ba B WING D8/18/2008
NAME OF FROVIDER OR SUPPLIER BTRECT ADDRESE, CITY, STATE. ZI° CODE
ST, MARY ([AEDICAL CENTER 18300 Us nghwny 18, Apple VEI"O,’, CA 92307-2206 SAN BERKARDIND CQUNTY
%) 10 [_ SUMMARY STATEMENT QF DEFICIBNCIES jia PROVIDER'S PLAN OF GORRELTION (X8}
PREFIX {CACH DEFICIENCY MURT Q8 PRECEBDED BY FULL PREFIX (EACH CORRELTIVE ACTIDN SHOULD BE CR'DSS- GOMPLETE
TAG REGULATORY OR 1L.5C IDENTH-YING INFORMATION) TAG REFGRENCED TD THE APPROPRIATE DEMGIENCY) DATE
-
to access her mothar's (Pabient 1) medical record Quality Assurance Performance Improvement
other than for her own personal reasons. (QAP!) Monitoring Process - Continued:
A review on 6/18/08, of the facility's polidy and Reporting Process:
proceddidrs Utled: “"Confidentiality Agruemant for ST The outcome of this audit was presented to the
Mary Medical Center Employoes” dated 8/2008, Performance Improvement Advisory Committee
documantad that ol employses will slgn and agree (PIAC) on a regularly scheduled basis 25 part of
to: the hospital wide Quality Assurance Performance
1. Not misuse, misappropriate, or, disclose any Improvement program (QAPl) P’°9’a”‘~ The
such information, dirsclly or  indireclly, to any PIAC reports to the Quality Committee of the
) Board {QCB), Medical Executive Committee
parson, of uee such Informatien In any way, elther (MEC) and the Board of Trustses (BOT).
during the term of his/her employment, except as
required in the coumne of hinthar ernployment, Person(s) Responsible:
2, Shall not permit access to any such informatlon Chief Qperating Officer, Chief Nursing Officer,
o any person except as required in tha course of Chiet Financial Officer, and Director of Care
hisfher ernployment. Manageament.
3. To sbide by all state and federal taw rolovant to
the rponfidantiniity of patient (dentifiable hoaith
Information including but not limited to KIPRA,
4. All employees ecknowledgs that unautherized
usa or disclosure of patient identiflable health
information regarding pationts is iMegal and could
causs Hospital 1o sustain significant and Irreparatle
darnage.
A roview on 6/18/DY, of tho faclity's palicy and
prucedurs  titled:  "HIFAA-Role Hased Access
Review and Upsaia®, deted 5/200%, rovealed in
section 8(c), ".SF may not gain accoss o
informetion  conceming  patisnts,  lacluding  both
medical  and  enroliment  Infarmation, except  for
legitimale  clinical  and  businéss  purposes.”
(HIPAA-Health  tnaursnce  Partabillty  Accountability
Act, requinng nealth professional o maintain  an
Individual's healthcare Information private snd held
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