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The following reflects the findings of the Departmant
of Public Health during 8 complaint/breach event
visit:

Complaint intake Number; : | :
CAD0259080 - Substantiated ‘

Represanting the Department of Public Health:
Surveyor ID # 25732, HFEN

The inspection was limited to the specific facility - |
event investigated and does not represent the ) Wia
findings of a full inspection of the facility. il

Heath and Safety Code Section 1280.15(a) A 11‘{%\\
clinic, health faciity, home health agency, or ol
hospice licensed pursuant to Section 1204, 1250, )
1725, or 1745shall prevent unlawful or
unauthorized access to, and use or disclosure of,
patienta' medical infoomation, as dafined in
subdivision (g) of Section 58.050f the Civil Code
end consistent with Section 130203, The
department, after investigation, may assess an
administrative penalty for a violation of this section
of up to twenly-five thousand doflars ($25,000) per
patient whose medical information was unlawfully
or without authorization accessed, used, or . :
disclosed, and up to seventeen thousand five :
hundred dollare ($17,500) per subsequent
occcurrence of unlawful or unauthorized access,
use, or disclosure of that patients’ medical
information,

!

1]

1

I
For purposes of the investigation, the department. i :
shall consider the clinic's, health facility's, i
Bgency's, or hospica's history of compliance with
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Continued From page 1 i ""“Z 2
this section and other related state and federsl e
statutes and regulations, the extent lo which the
faciily defectsd violstions and ook preventative
action to immedistely comect and prevent past
Ao o (RGN, .n.d SBEERY. Uiy W St, Mary’s Medical Center requests an
CHND) Wit owizion the PCEy's: sbiy s carmply informal confe wi
4 : rence with the District
ekl b seckon.. The) depseinent shel fews: RN Administrator to discuss the merits of the
discretion to conaider all factors when determining efici
the amount of an administrative penalty pursusnt 10 cticicney.
Plaecon, : ‘ We respectfully disagree with the factual
content of several statements in the
I::_Dlys CH1 ART7-70751(b) Medical Record CA00259080 findings document. We request
: an informal conference with the District
() The medical record, inchuding X-ray films, is tha Administrator to discuss, clarify, and possibly
property of the hospitel and is maintsined for the amend the document to more accurately reflect
benefil of the patient, the medical sia and the the facts of our invesl:iga.tion.
hosptal. The hospital shall  safeguard  the
information in the record againsl losa, defacement,
tamparing of use by unsuthorized pereons. | .
i T22 Div 5Chl ART 7 §70751(b) Medical
This reguiation was not met as avidenced by: . record availability
i The regulation was not met as evidenced by:
Based on record raview and interview, the facility ! PBased on interview and record review, the
failed t0 maintain the privacy and confidentiality of hospital failed maintain the privacy and
17 patient medical records(Patients 1o 17) when confidentiality of 17 patient medical records
a siaff (Registration Clerk A)  inappropriately (Patients {-17) when a staff (Registration Clerk
accessed the petients' medical records and A) inappropriately accessed the patients’
discicsed confidenlial - information to-  other medical records and disclosed confidential
individusls not effilated with the facilly, which information to other individuals not affiliated
allowed them o manufacture phony Califomia with the facility, which allowed them to
Drivers Licenses (CDLs). These fraudulent CDLs manufacture phony Califomia Driver’s
were used to set up several fraudulent credit card Licenses.
accounts,
J
Event 1D:18KA11 1042772011 2:22:03PM
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Any deficiancy siaterment ending with an asierisk (*) denolas & deficiency which the insiitution may be sxcused from comecting providing i 1s determined
that ather safeguards provide sufficient protwction to the patients. Except for nurmg homes, the findings above are disciorable 50 days foliowing the dets
of susvey whether or not @ plan of correction is provided. For nuring homes, the above findings 80d plans of cormection are disciossble 14 days fellowing
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Continued From page 2
Findings:
According to a facility letter to the Depariment :
dated 2/74/11, the facility Security Direclor (SD-1) «  The facility employed the following actions
racsived information on 2/11/11, from a Police ;. 2/25/11 and ongoing
Detactiva (DET-1) mpresenting an Economic Crime K
Unit in the Paim Beach Florida area that fake 1. Patient/Persons identified were sent
Caifornia Driver ' s Licenses with names and notification letters.
address of individuals who were in the patent 2. Patient/Persons identified offered
madicel record dats base of the facility were seized Credit Monitoring Services for 12
during an identily theft raid. months,
_ 3. Patient/Persons identified were given
Review of a local police department crime report, information regarding Security Freeze.
dated 2/24/11, indicated "SD-1received a cell from 4. Facility Privacy Official point of ,
OET-1who stated the he was handling an identity contact to speak with patient/persons. |
theft case involving patients and employee ! !
physicians of St Mary's Hospital DEY-1said he: ' will the facility identi
T BN pROKION: O CIXR (s Drare patient/persons who may be affected and what
Licansas) belonging to victims of identity thefl who ! corrective action will be taken.
also had been patients or physician employess m; ;
SL Mary's Hospital. DET-1further stated that each ! The facility employed the following
drvers licanse had a pholograph of the same | detection/prevention methods:
individual, who is unknown. DET-1toid SO-1that he : ’
m:";m} g ": :;L v w‘“";:':: ;"' m..hlm' :. 1. Audit log review of all computer
thet he contacted that they had been patients of St application activity 1/1/2010-2/17-~
2 212011 of RC-A. 3/12/1]
Mary's and one who sisted thst she was a l :
physician at the facility. DET-1 provided all names i 2. Audit log review of same function
on the CDL jist to SD-1who confirned that each ! employces in same physical location.
person was either a cument or past patient or active 3/16/11
physician at St Mary's Hoapital." ) ) 3. Audit log reviews. 3/1/11 and every
' ; two weeks thereafter for 12 months.
In an interview on 3211 at 3.40P.M., the Facility { Random audits of at least 50 patient
Privacy Officar (FPO) made the following : registrations. After 12 months,
statoments: random quarterly audits.
Event 1D1BK811 10027201 2:22:03PM
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Continued From page 3
a ion wi 0
70 % 18 s DY T Wimdiven Roers it . both temporarily and permanently.
we received from DET-1were in our patient medical i
record deta base we call MS4. The MSdis a ' The facili ! followi vention
medical record daia base that contains both | methw]tyempoyedmco st
T _JOmeden Saee s '“‘h;"‘"“ 1. Eliminated the photo copying of
st Mool e B My Bainss oo Patient’s identification cards. 2/22/11 -
employees are part of nur_ hesith  system. and ongoing.
St e T ATE ks (e 2. Facility Privacy Official, periodic
by en.» pa—— m : HIPAA presentations to Management |
Patienl 1, who i also a doctor at our tacility, lold Councit to reinforce HIPAA
us she received a call from a detective (DET-1) in h jucation. Changed to standing
the state of Floride who told her that he found her | monthly agenda item 10/12/11 and
name, address and birth dats on ® list of phony | 0n.goin:':g m
T e s o U Ty B ety S . { 3. Hospital President presentation and
’ il poapomanidl ol e, | discussion of HIPAA reportable
Hospital was being used to generate phony COL's. S :
Patent 1confimed that her identity hed been i‘“‘j“““’ Management Council.
COmpromised.” 2111
"We received another report from Patient 2, a victim In addilion, the facility will continue to :
of identity theft, who had recently been e patient at employ the following prevention methods: |
the faciity. She was told by the local poiice 2/14/11 and ongoing.
departmemt 10 conlact any faciity she had had 4. Pre-employment background check
contact with to notify them of the crime. Patient 2 required before person is eligible to be
hed been registered by RC-A in our Outpatiert : employed at St. Mary’s Medical
Clinic. Patient 2hed a unauthorized credit card | i Center. L
charges ot a Yargel and Macy's Departmant Store . 5. Workforce education at initial hire
on a false Master Card seized in the identity theft . orientation and periodic thereafler.
raid in Florida. Her neme was also on the tist of ! 6. Role based access and unique user ID.
phony driver's kcenses,” | Access to electronic applications
based on job classification/duties. . ..
“Patient 4, who is also an employee physician 7. Periodic audit log reviews '
here, reported to us that she had hsd an i
unauthorized charge for @ goid bracelet from Saks i A
! =
Event ID:18KE14 10272011 2:22:03PM
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Continued From page 4 . L !
Fifth Avenue in Beverly Hils, California. Her name W‘gﬂm
and address was on that list of phony driver's A
licanses seized in the raid in Floride.”
st o ot o g || D ot el
het name thet were seized during the rad. A copy o Ay 1w
of these cards were given to us with the list DET-1 i b i Sy
hed sent us.® 0 weeks lh-ereaﬂacr for 12 months,
Random audits of at least 50 patient
“We did sn audh of ow MS4 medical recond vk After 12 months,
sysem and compered the st of names and om quarterly audits.
address information on the phony drivers licanses 2. Workforce continuing HIPAA
and credit cerds. They all matched. During our education to reinforce previous
awit we discovered RC-A had accessed these education. Registration department
same exact names for no explainable reason on staff meeting HIPAA education and |
her work shift. We believa some how she gave the ! Security education 3/8/11. ;
information to an identity thef cing in Floride.” i | 3. Audits of the process change that ;
: _ eliminated the photocopying of patient |
In a phone interview on &/2/11 at 11:10 AM.. DET-1 | ' identification cards performed on
made the following statement: ; 3/1/11, 3/7/11, and 3/15/11 with
: findings of 100% compliance.
“In my investigation, | was able to contacl Patient !
1, her name was on one of tha phony CDLa seized
in the identity thefl raid. She ssid she was an
empioyee physician at St. Mary's Madical Center. |
then read off some of the other names on the fist of Responsible Parties:
:‘ww drivers licenses. She said "“;:‘ :;‘ﬂ Facility Privacy Official
stiemt 4 were employse physiciens at ary's 3 ;
wees they i Human Resources Vice President |
" was able lo contact Patient 2on the phone. e iy
Besidea having a phony CDL, with Patient 2's name | Wid & & &~
|wmuizadinﬂnrlidmm2hdl| .
fmuduhnt Master Card made out in  her;
!nrm .Patiant 2 remembers when she registered ) !
Event ID:18K811 106272011 2:22:03PM
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Continued From page §

in the lab departiment of St. Mary's that RC-A was
asking more idenlification questions then she
thought necessary lke her Social Security Card
number and California Drivers License number."

"After these conversations | begin to suspect thai
their was a connection between the phony drivers
licenses and pafient'employee medical records at
St Mary's Medical Center. | sant a list of the phony
CDL names to the Securily Director of St Mary's.
He confirmed to me that all of the names and
addresées on the list were palients or employeas
at St. Mary's.”

Review of RC-As computer access registration
logs, dated 2/16/11, indicate that there was no
reason to for her fo obtain demographic registration
information (name, address, birthday) on the
following patients:

Name  Unauthorized Dates of Access

Patient 1 121610

Patient 2 1216110

Patient 3 1211510

Pationt 4 1271610, 1722111

Patiant 5 12/1410, 12/15/10

Patient 6 1412410, 122111

Patlent 7 12/14/10, 1/4/11

Patient 8 12/14/10, 12/15/10

Patient®  1/22/11

Patient 10 12/15/10

Patient 11 12/15/10

Patient 12 12/14/10

Patient 13 12/14/10

Pationt 14  1/18/11

Patient 15  1/18/M1

ST
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Continued From page 6
Patient 16  12/14/10

Patient 17  12/14/10

All of the above identified patients, except for
Patient 14, demographic medical record nformation
matched the names on a list of fake CDLs seized
in an identify theft raid in Florida referenced above.

Review of facility's policy and procedures titled
“Network Usage Policy" dated December 18, 2009,
it stated n Seclion G, Prohibited Uses of the
Network: ..8. Accessing or disclosing Confidential
Information, Sensitive Information, or  Striclly
Confidential Information that is not within the scope
of the Usars (facility' initials}-related duties and
responsibilities..."

Review of a facility Termination lefter addressed to
RC-Adated 2/28/11, indicaled: "Afer conducting
and investigation, we have discovered mulliple
instances where you have inappropriately accessed
numarous patients records in violation of our
Privacy and Data Security Palicies.”

Reviaw of RC-A's employment file indicaled RC-A
signed an “Achnowledgemen! Form” dated
2/1810, agreeing that “Prohibited Uses of the
Network:,.Accessing or disclosing Confidential
Information, Sensitive Information or  Striclly
Confidential Information that is not within the scope
of the User's...related duties and rasponsibilitias. ..”

The facility failad to prevent unauthorized access to
confidential medical record information, by RC-A for
Patients 1,2, 3,4, 5,6, 7,8, 9, 10, 11, 12, 13,14,

]

amer o T 2%
hot L= e
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Continued From page 7 1
15, 16, and 17. As a result of the failed practica, )
the medical information of Patlients 1, 2, 3, 4, 5, 6, ;
7,8, 9, 10, 11, 12, 13, 15, 16, and 17 were used fo
construct fake Califomia Driver's Licenses by an
idantity theft ring.
|
j 1
] i i
2 !
1
|
1
b v -
|
{
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