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'The following reflects the findings of the Department
of Public Health during a complaint/breach event
visit

|

[Complamt Intake Number.

CA00306519 - Substantiated

Representing the Department of Public Heaith
Surveyor 1D # 27945, HFEN

The inspection was limited to the specific facility
event investigated and does not represent the
findings of a full Inspection of the facility

Health and Safety Code Section 1280 15(a) A
(chmic, health faciity home health agency, or
hospice licensed pursuant to Section 1204, 1250,
1725, or 1745shall  prevent unlawful or ' |
unauthorized access to, and use or disclosure of
patients' medical information, as defined in
[ subdivision (g) of Section 56 05 ot the Cwvil Code
land  consistent  with  Section 130203 The
department, after investigation, may assess an
administrative penalty for a violation ot this section
of up to twenty-hve thousand dollars ($25,000) per
patient whose medical information was unlawtully
or without authonzation accessed, used, of
disclosed, and up to seventeen thousand five
hundred dollars  ($17.500) per subsequent
occurrence of unlawful or unauthorized access,
‘use, or disclosure of that patients’ medical |
information. :

For purposes of the investigation. the department
shall consider the chinic's health  facility's,

agency's, or hospice's history of compliance with 4 '
gency p y p g‘;li{l/t‘é("'(’*—"
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Continued From page 1

(this section and other related state and federal |
statutes and regulations, the exlent to which the ;
'facility detected violations and took preventative

action to immediately correct and prevent past

violations from recurting, and factors outside ils }
control that restricted the facility's ability to comply

with this section The department shall have full |
discretion to consider all factors when determining

the amount of an admuustrative penally pursuant to

this section

Health and Safety Code Section 1280.15 (b)(2). N

/A chnic, health facilily. agency, or hospice shall ‘ i
also report any unlawful or unauthorized access to, '

or use or disclosure of a patient's medical ’

'untovmatlon to the affected patient or the patient's ' !
representative at the last known address, no later !
than five business days after the unlawful or

runauthorized access, use, or disclosure has been

| detected by the chnic. health facility, agency. or

" hospice." *

| The CDPH verified that the facility informed the
| affected patient(s) or the patient's representative(s) |
of the wunlawful or unauthorized access. use or i
disclosure of the patient's medical information [

Based on interview and document review, the
facility failed to prevent the unauthonzed access by
Business Staff B to the medical records of four
patients on 3/14/12 (Patients 1 2, 3 and 4)

Findings

During an interview on 5/10/12 at 3 pm,

l
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Administrative Staff A (Adimmin) verified that she had
repoited to the Department on 4/12/12 at 2 14 pm
the unauthorzed access to the private health
information  (PH!) of Patents 1. 2. 3and 4by
Business Staff (Bus Staff) B Admin Staff A stated
the facility became aware of the breach dunng a
routine audit conducted on 4/9/12 at 9°57 am  Bus
Staff B had accessed all four patients' electronic
medtical records on 3/14/12 starting at 1.53 pm and
ending at 1:58 pm He wused his own login and
password to access the records. Admin Staff A
confirmed that all four patients were Bus Staff B's
relatives, and that they had been notfied by
certified lelter on 4/12/12 at 3 pm,

On 5/10/12, copes of the computer searches
{query search) on 3/14/{12 made by Bus Staff B for
Patients 1, 2, 3, and 4 were reviewed  During lhis
period. Bus Staff B made one search each for
Patients 1 2, 3, and 4 in 1he facility's computerized

THIS Dept. Duta Seeuri A
Lamon |y privacy aud - reguin | by
Dignity Tealth Privaes Audit Procedure. 1o
valida approprate acoess o b wh
and 1t was identificd that an idual
(Emergency Lo, tment Frie C oh)y
weesse A medical iccords woo outa need

vy onducted

o hnn

S onducts privacy audits on d
monthly hasis ¢ d resulis are ieported to the

lealih facility Py y Oticul.
L coordinato ¢ v’ electronic
Calr 'Y Colration,

o vahidate
authanizea nn

nellary sy
priate an
treatme y nent or healtheare
cranons  Peivac audits were
mplemented in 2000 tor Digr - "'y
acthies and are peenuanently in place, ¢
Jrector of HIS s responsthlc o i

i 5

H4/00/12

patient information filing system (Meditech)  The Coslis eFmowhly ‘"“‘""‘“ the Fac -y

1 ] o b i QLU " -

linformation accessed by Bus Staff B ncluded Favacy Otticial by thie 8 day of cach

Patents 1, 2 3, and 4's demographics including month

therr name, date of birth, physician's name, )

allergies. physician's orders, lab results, vital signs UThe VI ol Human Resourees, Adnitting a4/10/1

- i . FDepl. Supe v walny Privac
diagnoses and various nursing assessments Dep. Supe v o1 and l"aulu.\ ‘ i
cudson et with the Filc € 67
S N . Py P
The faclity's policy, “Corrective Process for ‘ '!'_‘I“;"'l""'(‘_ll"; g s | l
" 7 . . e File Clerk was placed on adoumstrative

Breach," dated 4/10/12 was rewgwed The policy § o

defined a "Breach of Patient Pnvacy or i CHIS | "

Confidentiality" occurred when any staff member ol Ilf'r ‘l’ " SSATTIHES l! "I" d ko

wehiTelect s medivs

accessed or reviewed PHI for any reason and not |"‘ s r“;'_'_‘ e "I’ ! I

necessary to the employee's role i the provision of e Mt ki 5. il 2Ly

ciie) ok \treaibient " The policy also sstgned 1o the File Clerk tor the tole

indicated a breach had occutred when any staff , uiewal w, Eamrgdncy Deg. e

| | C e and determn cd that aceess was
Event ID MWRGH 1 11292013 B uuiu s pritely assigned.,
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. i
Continued From page 3 The File Clerk was ermmnated on 4712712 0412712
|member “discloses any ndividual's Pl for Hon unauthorized aceess to electronie |
purposes not related Lo patienl care and treatment wedical reconds
On 2/27/12, Bus Staff B had signed a facility, Onvome:. Every new SNMIE cinployee
"Privacy & Data Secunty Education Update /HIPAA completes New Hire Onentation which
Traming Acknowledgement Formi® certifying that, "I ineludes educanion on HIPAA and Dignity
have read and understand thus Acknowledgement Heahh Privacy & Dati Seeunity Policies.

FForm and hereby agree to fully comply with it ™
Aunnally, every cimplovee completes

On 5/10/12 at 4:30 pm. Admin Staff A venfiedd that mandatory warming on HIPAA o Dignity
on 3/14/12, Bus Staff B's access lo Patlients 1, 2. 3 | Health Pravacy & Data Sceuniry Policices
and 4's PHl was unauthorized and that Patents 1 { ‘ '

2 3and 4had not given Bus Staff B authorization
to view their records

|

Event IDMWRG1 1 172912013 8:08:07AM
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