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The following reflects the findings of the Califomla
Department of Public Health during the
investigation of Entity Reported Incident
CA00344957, regarding an alleged Breach of
Patient Health information (PHI).

Inspection was limited to the spacific sntity
reported Incldent investigated and does not
rapregent the findings of a full inspection of the

hospital.

Representing the California Department of Public
Health: 32308, Health Facilities Evaluator Nurse
and 29328, Health Facilities Evaluator

Supervisor.

The hospital detected the Breach of Patient
Health Information (PHI) on 2/19/13. The hospital
reported the Breach of PHI to the Department on
2/26/13. The hospital notifled Patlent 1 of the
Breach of PHI on 2/25/13.

1280.15(a) Health & Safety Code 1280

(a) Aclinic, health facility, home health agency, or
hospica licensed pursuant to Section 1204,
1250, 1725, or 1745 shalt prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in
subdivision (g) of Section §8.05 of the Civil Code
and consistent with Saction 130203, The
department, after Investigation, may assess an
administrative penalty for a violation of this
section of up to twenty-five thousand dollars
{$25,000) per patient whose madical information
was unlawfully or without authorization accessed,
used, or disclosed, and up to seventeen
thousand five hundred dollars ($17,500) per

subsequent cooutrence of unlawiul or

A 000

A017

a.

Officer notified the patient regarding
the breach.

b.
Officer met with the employee who
inappropriately accessed and disclosed
the patient’s protected health
information (PHI) to discuss the
privacy violation,

The Ethics & Compliance 2/25/13

The Ethics & Compliance 3/19/13
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A017 | Continued From page 1 oL LUAN ) The employee’s supervisor 5/15/13
unauthorized access, ugs, or disclosure of that completed disciplinary action against
investigation, the department shall consider the licv. Th 1 . )
olinic's, health facility's, agency’s, or hospice's POUEY L Do CINPOYTS e DRI
history of compliance with this section and other employed by the County.
:glatad state and federal statutes and regulations,
e extent to which the facility detected violations :
and took preventative action to knmediately d'ﬂi Th; EDth‘cs & C°';’Ip itance
correct and prevent past violations from recurring, Officer and Department Nurse
and factors outskda its control that restricted the Manager implemented corrective
facliity’s abfiity to comply with this section. The actions, including:
depariment shall have fuiiln dlsgetion o ozr;sider
all factors when determin e amount of an . §
administrative penalty pursgant to this section. 1. The Ethics & Compliance 6/11/13
Office provided an educational session
to Department Clerical Staff regarding
privacy laws and tips on how to
This Statute Is not met as evidenced by: technically, administratively and
Based on interview and record review, the physically safeguard our patients’
gfospnal failed tolprnfg'vent mg &Wm 110131?:3 protected health information, as well
staff member (Staff A) accessed Patient 1's PHI as regarding the “minimum necessary
without a job related reason to do so. standard.
P et s e
indicated Patient 1's acqualntance knew medical Department reminding staff to
knowledge about Patient §, which Patient 1 had safeguard patient information.
neither disclosed nor consented for Patlent 1's
acquaintance to know. 3. All Employees are ret-lu'ired to |12/31/13
During an interview on 6/12/14 at 3 p.m., In the complete on-line HIPAA training and
presence of the compliance and privacy officer, modules regarding privacy laws on annually
the qg:le improvement manager, and the Ethics how to technically, administratively
gnd_ ! pllance officer, m;g?f!bwlng w?: stated, and physically safeguard patients’
acquaintance knew medical Information regarding protected health information.
her care recelved at the hospltal. An audit of
Patient 1's medical record was conducted and the
icenaing and Certification Oivision
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A017 | Continued From page 2 AO17 e. All HIPAA events are evaluated
. ; 2/25/13
hospital identified Staft A had accessed Patient by the Ethics and Compliance
2720/13. The hoatialGetermined Siaft A hac no e
. The hos n no
business related reason o access Patient 1's PHI fﬁve}wmmtti‘ﬁm“; . oy
becauss Staff A did not work at the clinic where EEEADneMIe CYeny o
Patient 1 was recelving care. nature. Any identified trend is
Atowt —— I—— escalated to the Santa Clara Valley
review on a copy a , -
indicated Patient 1's medical record was Hea%g‘{gd I;zs"““l Jysten
accessed via computer, on 2/19/13 at 2:58 p.m, (SCVHHS) Privacy Committee
and on 2/20/13 at 3:01 p.m. The auditiog for analysis and action.
eroiontrecord bokmged o S
medical nged 1o Staff A. -
G e %« ComptiawZer' 4T
A review on 6/4/14 of an emall correspondence A . 4
sent to the Department from the hospital MM o C/25]y @ #:25am,, The
indicated, the audkt log did not provide details to
what Information was accessed by Staff A, but Seos Clort vo //5;/ Heelth “{
m at:!ould have aoceasadpaﬂ the following Hogpd el %57 frbogey Connifee
on ragardin: ent 1; demographic
Information, emegcyconm hfonnﬁn, iy an in ""?‘ Y/ aA amnitoe,
insurance Information, clinical orders. and ;{j
appointment Information,
On 5/23/14 review of a copy of & letter sent io
Patient 1 from the hospltal indicated Patient 1's
medical information was disclosed. Disclosed
information included date of and reason of a visit,
and procedure performed.
Staff A was terminated by the Hospital and was
unable to be interviewsd.
Licensing and Certification Division
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