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The following reflects the findings of the
Department of Public Health during a

complaint/breach event visit: CA DEPT OF PUBL'C HEALTH |

Complaint Intake Number:
CA00224352 - Substantiated .
MAY 11 2012
Representing the Department of Public Health:
Surveyor ID # 23107, HFEN L&C DiVISION
) SAN FRANCISCO
The inspection was limited to the specific facility
event investigated and does not represent the
findings of a full inspection of the facility.

Health and Safety Code Section 1280.15(a) A ; )
clinic, health facility, home health agency, or Health & Safety Code Section: 1280.15 (a):

hospice licensed pursuant to Section 1204, riBic, hea.lth facility, home health agency,
or hospice licensed pursuant to Section

1250, 1»725, or 1745 shall prevent unlaf\nrful or 1204, 1250, 1725, or 1745 shall prevent
tnathorzed ‘access. fo, and use or discosurs unlawful or unauthorized access to, and use

of, Pgtl‘ents medical :nfqrmatlon. as defined ‘IITI or disclosure of, patients’ medical

subdivision  (g) of Section 96.050f the Civil information , as defined in subdivision )g) of

Code and consistent with Séction 130203. The Section 56.05 of the Civil code and

department, after investigation, may assess ‘an consistent with Section 130203,

administrative penalty for a violation of this

section of up to twenty-five thousand dollars Action(s):

($25,000)  per patient whose medical Following notification of the privacy breach, the | Apfil 12,
information  was  unlawfully or without CHN Senior Information Systems Manager 2010
authorization  accessed, wused, or disclosed, | issued an email reminder to San Francisco

and up to seventeen thousand five hundred General Hospital (SFGH) managers regarding
dollars  ($17,500) per subsequent occurrence the incident and instructing them to remind staff

of unlawful or unauthorized access, use, or about the hospital policy prohibiting downloading

or storage of patient protected information (PHI)
on privately owned portable devices (see
Attachment 1).

disclosure of that patients' medical information.

INFORMED MEDICAL BREACH

. The SFGH Privacy Officer and the CHN Senior | April 2010
Health and Safety Code Section 1280.15 (b) Information Systems Manager updated the DPH

Event ID:LDDD11 4/24/2012 9:37:01AM
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Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a plan of correction is. provided. For.nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite to continued program
participation,
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Continued From page 1 Privacy Policy: Annual Update training
(2), " A clinic, health facility, agency, or module in the on_-lme SFGH Health-Strez:)_n)
hospice shall also repot any unlawful or F:ourse useq during anr!u'a! employee_ tralining t?
] i include a slide summarizing the hospital's mobile
unauthorized ‘ access tc}, or ' use F:r disclosure information policy (see Attachment 2).
of, a patients medical information to the
affected patient or the patient's representative The SFGH Executive Committee approved May 4,
at the last known address, no later than five language revisions to the privacy training 2010
business days after the unlawful or module in the on-line SFGH Health Stream
unauthorized access, use, or disclosure has course used during annual employee training
been detected by the clinic, health facility, emphasizing use of DPH-approved devices to
agency, or hospice." use/store PHI and to report violations/losses to
_ : the Privacy Officer (see Attachment 3)
The CDPH verified that the facility informed the
affected patient(s) or the patient's The SFGH Materials Manager issued a verbal | May 2010
representative(s) of the unlawful or directive prohibiting the purchase of any flash | @nd
unauthorized access, use or disclosure of the drive devices through the Materials Management | 0"90Ing
patient's medical information. department and directed hospital users with
needs for such a device to the Information
1280.15(a) Health & Safety Code 1280 _ Systems Department to obtain a password-
(@ A clinic, health facility, home health agency, protected, encrypled flash drive device.
i};sg 75 Ilcir:sefma ahall ar:reiimseﬂfalmi 20:; The Chief Execive Offcer issued amemoto | ¥ 12
N ; all SFGH staff via email requesting that 2010
unauthqnzecti acc&lass tot and 'use or dlsclosunte SFGHIDPH privacy and security policies be
of, patients’ medical information, as defined in reviewed and discussed during the July/August
subdivision (g) of Section 56.050f the Civil staff meetings including the security precautions
Code and consistent with" Section 130203. The required when using portable electronic devices:
department, after investigation, may assess an
administrative penalty for a violation of this -staff may not use laptops unless itis for work
section of up to twenty-five thousand dollars purposes and approved by a supervisor and
($25,000) per patient whose medical DPH/IS
information was  unlawfully or without
authorization  accessed, used, or disclosed, -staff may only use portable devices provided by
and up to seventeen thousand five hundred DPH
dollars  ($17,500) per subsequent occurrence .
of unlawful or unauthorized access, use, or -staff may never under any circumstances put
disclosure of that patients' medical information. PHI on privately-owned flash drives, Iaptops By
back-up drives
Event ID:LDDD11 4/24/2012 9:37:01AM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X6) DATE
Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcling providing it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite to continued program
participation.
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Continued From page 2 -the penalties for violating these polices as well
For  purposes of the investigation, the az;h:ap;r;alhesefﬁru\rloi?tlng fr“‘ovlsrons of SB541
department shall consider the _dlinic's, health 4 (see Attachment 4).
fac’my, Sy AREAGS, o ‘hDSp'Ce s Rty of The SFGH Privacy Officer and the CHN Senior | April 2011
compliance with this section and other related Information Systems Manager updated the
state and federal statutes and regulations, the Privacy and Security at SFGH training module
extent to which the facility detected violations in the on-line SFGH Health Stream course used
and took preventative action to immediately during annual employee training directing staff
correct and prevent past violations from to:
recurring, and factors outside its control that | - encrypt portable devices,
restricted the facility's ability to comply with this - immediately report the loss or theft of
section.  The department shall have full computing devices containing PHI , and
discretion to consider all factors when - immediately report known or suspected
determining the amount of an administrative privacy breach involving PHI (see
penalty pursuant to this section. Attachment 5)
Violation of Health and Safety Code 1280.15(a) The Department of Public Health convened a May 2011
for failire to prevent unauthorized access to Privacy Summit attended by DPH and UCSF
patients' medical record: Substantiated. Privacy Officers to eStab"_Sh. priorities,
agreements, and responsibilities, including the
. . ; ) development of a security/privacy committee at
This regulation was not met as evidenced by: :
;e g . SFGH fo enhance the SFGH Privacy program.
:3:5_?_1 onf .Imf:me;” and " rec;ord r:‘;'f:’ = thz The SFGH leadership created a multidisciplinary | Initiated
- CII ad af' s 20‘; tl‘aret h g ”T - alice Privacy Program and established a hospital July 12,
PROSHIR: g patents medical Information Privacy Committee whose membershipisnow | 2011 and
when RN 1downloaded their names, medical composed of the SFGH Privacy Officer and staff ongoing
record numbers and procedures to a personal from the SFGH Privacy Office, the SFGH Chief !
flash drive (against facility policy) and failed to Medical Officer, the SFGH Chief
activate a password to protect the device, RN 1 Communications Officer, and representatives
lost the flash drive while attending a from SFGH Legal Affairs, Regulatory Affairs,
conference in another state (Colorado). Health Information Systems departments as well
| as representatives from both SFGH and UCSF
Findings: Risk Management, and Information Systems
Departments. The committee meets monthly to
During an interview on 4/20/10 at 10a.m., Staff re}rieW. discuss, and recommend policy involving
A (Director, Regulatory Affairs) stated RN 1 privacy compliance issues.
Event ID:LDDD11 4/24/2012 9:37:.01AM
LABORATORY DIRECTOR'S OR PROVIDER/SUFPLIER REPRESENTATIVE'S SIGNATURE TITLE (X8) DATE
Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite to continued program
participation.
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Continued From page 3 The SFGH CEOQ issued a memo reiterating April 10, |
used a personal flash drive to download 209 employee responsibilities to password 2012 |
patient's names, medical records and protectiencrypt portable electronic devices on
procedures. RN 1took the flash drive with him }"*h’Ch patient protected health information (PHI) .
when he went to Denver to attend a Is stored. (see Attachment 6).
ference he planned to work on a quality
;f;;;f thi?es b P was away. When R?ﬂ t1y | The memo was also posted on the Community | April 13,
. Health Network (CHN) webpage for all CHN 2012
returned from the conference he realized he users (see Attachment 7
had lost the flash drive. Staff A said employees )
are not allowed to use their own personal flash
. ; In consultation with the SF ivac T, Apri
drives -as they are not encrypted as required s SF(;III'-‘iag?rgc\:Lrs 01? Igzl(sﬂaz;gerzeoniﬁ:sd pril 2012
by the facilty. He stated RN 1 failed to ‘achvate Regulatory Affars reviewed the Privacy and
@ (passwond &N the‘ per.sonal ﬂaSh Arve: e Security training module in the on-line SFGH
used to download the patients information. Health Stream course as well as rviewnd i
. updated the power point presentations about
Staff A stated the Risk Management privacy and patient information security to
department was notified of the potential privacy selected employee and manager groups to
breach on [lI0. CDPH was notified on IO include SB 541 and AB 211 provisions (see
and the patients were notified by mail on | Attachments 8, 9, 10).
o
The SFGH Privacy Officer and the Director of Initiated
On 4/20/10at 10:45a.m., RN 1stated that on Regulatory Affairs are conducting educational with the
B 200 he downloaded the information sessions regarding the provisions of | April 24,
information from his desk top computer (at SB 541 and AB211 as well as the investigation | 2012
work) onto his own personal flash drive. He ﬁndings frpm recent privgcy breaches within the | Manage-
said he had "a disconnect' about the facility organization at the following meetings: ment
policy regarding the wuse of personal flash 0 Management Forum Meeting Forum
drives which are not encrypted. RN 1 stated OE““*“? Adg::#ﬁéraiwegomm medetlng
the Information Systems Depariment does not 9 EXeCHllve: Sicil Lomimiliee and
supply or condone the use of flash drives that Atto ';':ed’cil ‘:E[;(e.culwe Committee (see antlcqlaat:e
are not encrypted. He said he forgot he was achment 10 ): Eommpe;(;]
violating hospital policy by wusing his own 2{5; 1 zay )
personal flash drive. He said he thought it was '
okay as long as the flash drive was password As described in the 2567 received April 26
potecled but because ne wes: o @ e he 2012, the facility had provided documentation at
forgokto pute password an the device: Hessaid the time of the April 2010 investigation that the
Event ID:LDDD11 4/24/2012 9:37:01AM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X6) DATE
Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite to continued program
participation.
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Continued From page 4 employee involved in this privacy breach had
e SHGNGE & GEGIGRES ¥ Cobgs B been oriented to their responsibilities to protect
-1 0 through -,10_ RN 1said he firsi ‘the conﬁ_denhamy of patient p‘rote_cted heqlth
; : g information (PHI) and to medical information
realized the flash drive was missing on 12 privacy requirements
but did not think it was "lost." He stated he
continued to look for the device but could not Following receipt of the 2567, the Director of May 11,
find it so he notified the OR Manager on Materials Management issued a memo to all 2012
o staffto :
During an interview on 4/20/10, Staff B *officially establish the policy prohibiting the
(director of operating room services) stated as purchase of any flash drive devices through the
{far as she could recall, -she was nofified of the Materials Management department,
incident on O and she. notified Risk
Management on 10 after RN 1 confirmed *direct hospital users with needs for such a
he could not find the flash drive, device to the SFGH or UCSF Information
Systems Department to obtaina password-
A review of RN 1's training record indicated he protected, encrypted flash drive device and,
completed the facility's “Information Services : .
Security" training and “Hospital Privacy"| *remind hospital staff about the SFGH and DPH
training on 4/10/09. polipie;s prohibiting down!qading or storage of
patient protected information (PHI) on privately
The faciity's Portable Computer and PDA l}:ﬂ:i&iﬁiﬁeeﬂﬂﬁs o sachment
Security Policy with effective date of 10/01/03, : A
was reviewed and indicated the following: Monitoring: _
The SFGH Privacy Officer and the CHN Senior | Ongoing
1. Portable Computer Policy Intent Information Systems Manager present an annual
This document establishes the security policy report regarding privacy issues to the SFGH
for deployment and wuse of Portable Quality Council. In addition, they report any
Computers. For the purpose of this policy |ncaden{s'0fﬂ0n-cpmplians:e with DPH and
"Portable Computers" include Personal Digital SFGH tpt:vacy ?Oh?]'e; Thécg :é‘;;" d”r;f'g the
assistants  (PDAs), Laptops, Notebooks, JORN SRR B liee Quality
o3 3 ) Council
Palmtops and their associated peripherals. It
intends to protect all (name of facility)
information  accessed  through, dlsplgyed on, Responsible Person(s):
ou‘tput from and storeq on such devices from SFGH Privacy Officer
being revealed to unauthorized persons, and CHN Senior Information Systems Manager
Event ID:LDDD11 4/24/2012 9:37:01AM o
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X8) DATE
Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is dete‘rmined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite to continued program
participation.
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Continued From page 5
to provide accountability for device use...

2. Policy Statements:
2.1 Access Control

2.1.1 Device  Access. Data accessed via
Portable computers is for authorized use " only.
Access to data is permitted only after a valid
User ID and password has been entered.

3. Standards & Guidelines

General Guideline- .. When using portable
devices to display data, be especially aware of
the people in your vicinity. Also be aware of the
increased risk of loss or theft of portable
devices (and the data stored on them).

3.2.1 Portable Equipment and Software:

The name and specifications of all installed CA DEPT OF P UBLIC HEALTH

and/or enabled security measures such as
password controlled activation, encrypted data
storage or encrypted transmission of data. -
; May 1 ] 2012

RN 1failed to follow the facility's Portable _
Computer and PDA  security policy when he h L&C DIVISIO
used a personal flash instead of a facility SAN FHAN;" N
encrypted flash drive to download the names, ~ISCO
medical record - numbers and procedures of
209 patients and failed to activate a password
to protect the device. RN 1lost the flash drive
while attending a conference in another state.

The employee's failure to safeguard the

Event ID:LDDD11 : : 4/24/2012 9:37:01AM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X6) DATE

Any deficiency statement ending with an asterisk () denotes a deficiency which the institution may be excused from correcting providing it is determined
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of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite 1o continued program
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Continued From page 6 : 722 DIVSART7-707519(b) Medical Record
patients' medical information against loss or Availability
use by unauthorized person or persons (b) the medical record, including X-ray films,
violated Health and Safety Code 1280.15 and is the property of the hospital and is
is therefore subject to the applicable civil maintained for the benefit of the patient, the

medical staff, and the hospital. The hospital
shall safeguard the information in the record

T22 DIV5 ART7-707519b)  Medical  Record against loss, defacement, tampering or use
by unauthorized persons.

penalty assessment.

Availability
(b) The medical record, including X-ray fims, is i:gﬁzéfi{; ed in the 2567 received April 26,
the. property of tha hOSp'?al Hd" e rn.alntalned 2012, the facility had provided documentation at
for the benefit of the patient, the medical staff the time of the April 2010 investigation that the
and the hospital. The hospital shall safeguard employee involved in this privacy breach had
the information in the record against loss, been oriented to their responsibilities to protect
defacement, tampering or use by unauthorized the confidentiality of patient protected health
persons. information (PHI) and to medical information
privacy requirements.

This regulation was not met as evidenced by:

' The employee was counseled at the time he March 26,
Based on interview and record review, RN 1 reported the loss to his supervisor. 2010
failed to follow the facility's Portable Computer '
and PDA (personal digital assistants) security
policy when he used a personal flash drive Following nofification of the privacy breach, the Agiil 12
(against facility policy) to download the names, CHN Senior Information Systems Manager 2010

issued an email reminder to San Francisco
General Hospital (SFGH) managers regarding
the incident and instructing them to remind staff
about the hospital policy prohibiting downloading
or storage of patient protected information (PH)

medical record numbers and procedures of
209 patients and failed to activate a password
to protect the device. RN 1lost the flash drive
while attending a conference in another state.

{Celarado). on privately owned portable devices (see
L Attachment 1).
Findings:
) ) : The SFGH Privacy Officer and the CHN Senior | 4 i 504
During an interview on 4/20/10at 10am. Staff Information Systems Manager updated the DPH | "
used a personal flash drive to download 209 module in the on-line SFGH Health-Stream
Event ID:LDDD11 4/24/2012 9:37:01AM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X6) DATE

Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite to continued program
participation.
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Continued From page 7 course used during annual employee training to
patient's names, medical records and !ncludegslide _summafizing the hospital's mobile
procedures. RN 1took the flash drive with him information policy (see Attachment 2).
when he went to Denver to attend a
conference as he planned to work on a quality The SFGH Executive Committee approved May 4,
project while he was away. When RN 1 language revision; to the privacy training 2010
returned from the conference he realized he module in the on-fine SFGH Health Stream
had lost the flash drive. Staff A said employees course L_|s_ed during annual employee tr?'“'"g
are not allowed to use their own personal flash emphasizing use of DP H-app_rovgd devices to
drives as they are _ not encrypted as required ;lhs:!;:.?,rr:cilgfgggrt?;ggi;:g:?;iﬁﬂg)sses to
by the facility. He stated RN 1 failed to activate '
& posswil on the: persol Mash Wive be The SFGH Materials Manager issued a verbal | May 2010
used to download the pafients information. directive prohibiting the purchase of any flash and
) drive devices through the Materials Management | ongoing.
Staff A stated the Risk Management department and directed hospital users with
department was nofified of the potential privacy needs for such a device to the Information
breach on 4/5/10. Systems Department to obtain a password-
. _ protected, encrypted flash drive device.
On 4/20/10at 10:45a.m., RN 1stated that on
2010, he downloaded the The Chief Executive Officer issued a memo to July 12,
information from his desk top computer (at all SFGH staff via email requesting that 2010
work). onto his own personal flash drive. He SFGH/DPH privacy and security policies be
said he had "a disconnect” about the facility reviewed and discussed during the July/August
policy regarding the wuse of personal flash staff meetings including the security precautions
drives which are not encrypted. RN 1 stated required when using portable electronic devices:.
the Information Systems Department does not .
supply or condone the use of flash drives that -staff may not use laptops unless itis for work
are not encrypted. He said he forgot he was purposes and approved by a supervisor and
violating hospital policy by using his own DPHIIS
personal flash drive. He said };le thought it was -staff may only use portable devices provided by
okay as long as the flash drive was password DPH
protected but because he was in a rush he
forgot to put a password on tI.we device. He said -staff may never under any circumstances put
he attended a conference in Colorado from PHI on privately-owned flash drives, laptops or
Bl through IO RN 1said  he first back-up drives
realized the flash drive was missing on 12 |
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Continued From page 8 -the penalties for violating these polices as well
but did not think it was "lost" He stated he as the penalties for violating provisions of SB541
continued to look for the device but could not and AB211 (see Attachment 4).
. T TOUSS e Wk Wekse en The SFGH Privacy Officer and the CHN Senior | April 2011
Information Systems Manager updated the
: , . : Privacy and Security at SFGH training module
Duing an interview on 4/20/10, Staff B in the g:m-line SFGH gealth Stream cougrse used
(director of operating room SENICES}' stated as during annual employee training directing staff
far as she could recall, she was notified of the to:
incident on [0 and she notified Risk - encrypt portable devices,
Management on [l10after RN 1 confimed - immediately report the loss or theft of
he could not find the flash drive. computing devices containing PHI , and
- immediately report known or suspected
A review of RN 1's training record indicated he privacy breach involving PHI (see
completed the facility's “Information Services Attachment 5)
Security"  training and "Hospital Privacy"
training on 4/10/09. The Department of Public Health convened a May 2011
- Privacy Summit attended by DPH and UCSF
The facility's Portable Computer and PDA Privacy Officers to establish priorities,
Security Policy with effective date of 10/01/03, | agreements, and responsibiliies, including the
was reviewed and indicated the following: development of a security/privacy commitiee at
: SFGH to enhance the SFGH Privacy program.
:Jhizonﬂgﬁ:gf”‘:;ﬂ;g‘g:enihe —— The SFGH leadership created a multidisciplinary | Initiated
Privacy Program and established a hospital July 12,
for ~deployment and wuse of Portable Privacy Committee whose membership is now | 2011 and
Computers. For the purpose of this policy composed of the SFGH Privacy Officer and staff | ongoing
"Portable  Computers" include Personal Digital from the SFGH Privacy Office, the SFGH Chief
assistants (PDAs), Laptops, Notebooks, Medical Officer, the SFGH Chief
Palmtops and their associated peripherals. |t Communications Officer, and representatives
intends to protect all (name of facility) from SFGH Legal Affairs, Regulatory Affairs,
information  accessed  through, displayed on, Health Information Systems departments as well
output from and stored on such devices from as representatives from both SFGH and UCSF
being revealed to unauthorized persons, and Risk Management, and Information Systems
to provide accountability for device use... Departments. The committee meets monthly to
review, discuss, and recommend policy involving
2. Policy Statements: privacy compliance issues.
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Continued From page 9 The SFGH CEO issued a memo reiterating April 10,
2.1 Access Control employee responsibilities to password 2012
protect/encrypt portable electronic devices on
2.1.1 Device Access. Data accessed via which patient protected health information (PHI)
Portable computers is for authorized use only. is stored. (see Attachment 6).

Access to data is permitted only after a valid

User 1D, and password has been entered. The memo was also posted on the Community | April 13,

Health Network (CHN) webpage for all CHN 2012

3. Standards & Guidelines users (see Attachment 7).

Conpral Gumeling.. g0 When Walng, poiabls In consultation with the SFGH Privacy Officer, | April 2012
devices to display data, be especially aware of the SFGH Directors of Risk Management and
the people in your vicinity. Also be aware of the Regulatory Affairs reviewed the Privacy and
increased risk of loss or theft of portable Security training module in the on-line SFGH
devices (and the data stored on them). Health Stream course as well as reviewed and
- updated the power point presentations about
3.2.1 Portable Equipment and Software: privacy and patient information security to
selected employee and manager groups to
The name and specifications of all installed include SB 541 and AB 211 provisions (see
and/or enabled security measures such as Attachments 8, 9, 10).
password - controlled activation, encrypted data _
| storage or encrypted transmission of data. The SFGH Privacy Officer and the Director of Initiated
Regulatory Affairs are conducting educational with the
RN 1failed to follow the facility's Portable information sessions regarding the provisions of | April 24,

SB 541 and AB211 as well as the investigation | 2012

Computer and PDA security policy when. he ; :
findings from recent privacy breaches within the | Manage-

used a personal flash drive instead of a facility

encrypted device to download the names, organization at the following mgeﬁngs: ment

medical record numbers and procedures - of Owanggemgm.l:.o{ur? M?_.ehng Forum

209 patients and failed to activate a password gE:;scIStgilve g::;flscran"l:l?illorum mede{mg

to protect the device. RN 1lost the flash drive o Medical Executive?Comnl:?ttee (see :zticipate

while attending a conference in another state. Attachment 10 ) completion
by May

The employee's failure to safeguard - the 2E123Y30,

patients' medical information against loss or '

use by unauthorized person or persons

violated Health and Safety Code 1280.15 and
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Continued From page 10 Following receipt of the 2567, the Director of May 11,
is therefore subject to the applicable civil Materials Management issued a memo fo all 2012
penalty assessment. staff to :

*officially establish the policy prohibiting the
purchase of any flash drive devices through the
Materials Management department,

*direct hospital users with needs for such a
device to the SFGH or UCSF Information
Systems Department to obtain a password-
protected, encrypted flash drive device and,

*remind hospital staff about the SFGH and DPH
policies prohibiting downloading or storage of
patient protected information (PHI) on privately
owned portable devices (see attachment

(see Attachment 11).

Monitoring: )
The SFGH Privacy Officer and the CHN Senior | Ongoing
Information Systems Manager present an annual
report regarding privacy issues to the SFGH
Quality Council. In addition, they report any
CA DEPT OF P UBUC HEALTH incidents of non-compliance with DPH and
SFGH privacy policies which occur during the
year at the next scheduled SFGH Quality

MAY 11 201 Council
L&C DiVISION Responsible Person(s):
SAN FRANCISCO SFGH Privacy Officer

CHN Senior Information Systems Manager
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