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The following reflects the findings of the Department
of Public Health duiing a complaint/breach event
visit:

Complaint Intake Number:
CA00265628 - Substantiated

Representing the Department of Public Health:
Surveyor ID # 27035, HFEN

The inspection was limited to the specific facility
event investigated and does not represent the
findings of a full inspection of the facility.

Health and Safety Code Section 1280.15(a) A
clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204, 1250,
1725, or 1745shalf prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in
subdivision (g) of Section 56.05 of the Civil Code
and consistent with  Section 130203. The
department, after investigation, may assess an
administrative penalty for a violation of this section
of up to twenty-five thousand dollars ($25,000) per
patient whose medical information was unlawfully
or without authorization accessed, used, or
disclosed, and up to seventeen thousand five
hundred dollars ($17,500) per subsequent
occurrence of unlawful or wunauthorized access,
use, or disclosure of that patients’ medical
information.

Penalty number 110010347

A 017 1280.15(a) Heaith & Safety Code 1280
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of survey whether or not a plan of correction is provided. Fornursing homes, the above findings and plans of correction are disciosable 14 days following
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(@) A clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204, 1250,
1725, or 1745 shall prevent unlawful or unauthorized
access to, and use or disclosure of, patients'
medical information, as defined in subdivision (g) of
Section 56.05 of the Civil Code and consistent with
Section 130203. The department, after
investigation, may assess an administrative penalty
for a violation of this section of up to twenty-five
thousand dollars ($25,000) per patient whose
medical information was unlawfufly or without
authorization accessed, used, or disclosed, and up
to seventeen thousand five hundred dollars
{$17,500) per subsequent occurrence of unlawful or
unauthorized access, use, or disclosure of that
patients' medical information. For purposes of the
investigation, the department shall consider the
clinic's, heaith facility's, agencies, or hospice?s
history of compliance with this section and other
related state and federal statutes and regulations,
the extent fo which the facility detected violations
and took preventative action to immediately correct
and prevent past violations from recurring, and
factors outside its control that restricted the
facility's ability to comply with this section. The
department shall have full discretion to consider all
factors when determining the amount of an
administrative penalty pursuant to this section.

Based on interview and record review, the facility
failed to prevent intentional unauthorized access
and disclosure of Patient 1's medical information
when Patient 1's electronic medical record was
intentionally accessed by unauthorized facility staff.
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A 017 -Ymmediate / Follow Up Actions: Coumpletion
Abbreviations: i
This failure allowed the possible unlawfu!l or
unauthorized use of some of Patient 1's protected CMOICOO - Chief Medical Officer / Chief
health information. Operating Officer
HR - Human Resources
Findings: PO - Privacy Officer
PH{ — Protected Health Information
The California Department of Public Health was PT - Physical Therapist
notified, on 04/12/11 that an intentional breach of ST - Speech Therapist
protected health information occurred between
04/04/11 and 04106/11. TagAOI7- _
On 4/4/11, a long time hospital employee was
Patient 1was admitted to the facility, on 04/04/11, | admitied to this hospital fallowing a cardiac
intubated and unresponsive. eve.ntat her home. The patient subsequently
expired on 4/6/11. An anonymous report fo the
Outg o ieviow_on 1iwaat 4pm, bt el henTouy N ]
Administrative Staff A st.?.ted that, on '04/06/11. he patients PHI. An intensive investigation
became. aware tha.t facmlty staff, which was not commenced on 4/8/11, was completed on
responsmlg for Patient 1's care, .knew too m_uch 4126111, and including the following:
about Patient t's PHI and determined that Patient 1. The PO reviewed the details of this event. 12/12/13
1's electronic medical record had possibly been An audit of the patient's electronic medical
accessed by unauthorized facility staff. record confirmed that 6 staff members, who
were not apparently involved in the care of
Administrative Staff A also stated that subsequent this patient, including one (1) Physical
investigation determined that Licensed Staff B, Therapist, one (1) Speech Therapist, one
Licensed Staff C, Unlicensed Staff D, and (1) Case management/Social Services
Unlicensed Staff E, all of whom had worked Assistant, one (1) Nurse Manager, one
together, with Patient 1, for many years at the Radiation Therapy LVN; and one (1) nursing
facility, had intentionally and inappropriately unit secretary had accessed this palient's
accessed their friend's PHI contraiy to faclility electronic medical record.
policy and procedure and their orientation 2. The HR manager, in conjunction with the 12/12/13
information when hired. direct supervisors of the involved
employees, conducted separate interviews
During an interview on 12/12/12at 9a.m., Licensed with each of the involved employees. The
Staff B stated that, “[Patient 1] was a friend and a 'follt'Jvag |.nf0nn.at10n s gathered QUrng
colteague...and | entered the computer system to individual interview sessions. Interview
f- sessions were completed on 4/26/11.
EventID:SLLZ11 11/14/2014 9:35:20AM
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Interview with the PT:
a. thepatientwas aclose friend
see why she was in the intensive Care Unit...It was b. looking at the record was an
an impulsive decision since regretted.? “emotional response".
c. she knew looking into this patient's
During an interview on 12/12/12at 10:i0a.m,, recors was wrong
Licensed Staff C stated that, "| was going on pure d. thisis something she wouid never do
emotion mode, was close to the family, and did not again |
think.? e there was nomalice or il intent
f.  shedid not use or share PHI with
During an interview on 12/12/i2at  noon, anyone inside or outside of the
Unlicensed Staff E stated that, “| was not thinking. | organization
was concerned about my friend and looked at her g sheacknowledged understanding of
recordwithout malice:? hospital gollc:es prohibiting
unauthorized access to PHI.
A review of the facility Policy and Procedure for h. she acknow}edged reqelvmg a"q
"CONFIDENTIALITY"  (02/03/11) reveals the DcRLintedicenlEvating
following: "3.0 POLICY The protection of pivacyTopdlaudns ik
confidential, sensitive, and proprietary information is reguiafions p(ohlbltlng {ialiprzpd
of critical importance to the facility, its work-force g aogess to paiieats PHI, .
. : (0 ) . ' i.  This was a 15 yr. employee with
and' its pat!ents. [n. addition, the safeguardlf\g of exceptional performance evaluations
!Jatlent . information from una'uthonzecli, and no previous corrective aclions.
mappropnate, and urllawful 'use ar_1d disclosure is Interview with ST:
required by law and is consistent with the values of a  Slated that she had entered the record
[the facility]. Employees are required to follow all in error; “dlicked on the record by
policies and procedures and the faciliies Standards mistake” and was “in and out” of the
of Conduct regarding use and disclosure of record as soon as she realized she
business patient information, and fo comply with all was in the incorrect record.
safeguards applicable to the employee's work area . She did not know Lhe patient
and the employee's scope of duty in order to c. Shedidnot know the patientwas an
ensure that business and patient information is employee
safequarded at ail times.. 1.1.2The employee will d.  She was remorseful fer not accessing
only use and disclose that patient information that the correct record
is minimally necessary in order to accomplish the e.  There was no malice or ill intent
intended purpose of the use or disclosure... 1.1.3 f. Shedid not use or share any palient's
The employee will follow all [facility] policies and PHI )
procedures and [the facility’s] Standards of Conduct g. Sheacknowledged understanding of
hospital policies prohibiting
11/14/2014 9:35:20AM
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unauthorized access to PH.
] ) : h.  She acknowledged receiving and
and take all precautions to prevent any intentional understanding education regarding
or unintentional use or disclosure of any trade privacy regulations inctuding
secrets or confidential information about the facility, l regulations prohibiting unauthorized
its employees, and its programs.? access o patients PHI.
i.  This was a 15 yr. employee with
A review of f{the facility] Corporate Responsibility [ exceptional performance evaluations
Program  Handbook (Employee = Compliance and no previous corrective actions.
Handbook-v 4.9) reveals the following: "All medical ’ C. Interview with Case Management /Social
records and any other information that has the Sesvices Assistant:
potential to identiffy an individual, in any form, ‘ a. Stated that she did not have a referral
whether electronic, on paper, or oral is considered ; for discharge so would not have
protected health information (“PHI"). This includes ! entered the record.
any information that relates to the past, present, or | b.  She did not know the patient
future physical or mental health or condition of an [ personally.
individual (patient); that care has been provided to c.  Shedoes notremember when she
an individual (such as whether or not the individual i| found out about this patent event.
is at the hospital receiving treatment or has been in d.  She stated she regularl){ leaves her
the hospital)...Avoid  unnecessary discussions Works‘,at'on without logging off, and is
about patients outside of treatment rooms, somelimes away f’°".“ her desk for
elevators, reception areas or any other room used extended periods ’oftlme.z_.
. ' . e. There was no malice orill intent '
by the general public... The patient must authorize p . A . |
. . . h f. Denied accessing, using or sharing
the use and disclosure of their health information for any patient's PH!
any non-routine disclosures and most non-health g. She acknowledged understanding of
care. refated purpo'ses...' You may not access apy hospital policies prohibiting
medical record, including your own or family unauthorized access to PHI, minimum
memper unless it?s required in order to perform necessary rule, and expectations to
your job.? log off a computer before leaving a
workstation.
A review of the faciliy Policy and Procedure for h. She acknowledged receiving and
"PROTECTED HEALTH INFORMATION, USE & unders{anding education regardjng
DISCLOSURE: IMPROPER ACCESS OR USE, privacy regulations including
CALIFORNIA  NOTIFICATION & REPORTING regulations prohibiting unauthorized
REQUIREMENTS" (11/1/11) reveals the following: access to patients PH!, minimurn
"1.0 DEFINITIONS...Unauthorized The necessary standard, and expectations
inappropriate access, review or viewing of patient to log off the computer before leaving a
workstation.
Event ID:S11211 11/14/2014 9:35:20AM
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medical information without a direct need for
medical diagnosis, treatment, or other lawful use as
permitted by the California Confidentiality of
Medical Information Act... 4.2 Notice to the Patient
or Patient's Representative. (The facility] will
provide written notification... to the affected patient
or to the patient's representative at his or her last
known address within five business days after the
unlawful or unauthorized access, use or disclosure
has been detected (sic). A patient has a “patient
representative” if the patient is a minor or is an
adult facking the capacity to make health care
decisions"”.

i

This was a 50-yr. employee wili =
target and exceptional peiformance
evaluations and no previous correstive
actions. Of note, this employee had
nofifed the hospital of retirement
plans. Her refirement date (last date
worked) was 7/8/2011.

D. Interviewwith Nurse Manager:
a.
b.

the patient was a co-worker

she wanted to know how the pat'ent
was doing

she told fier staff the patient was in the

-1CU; but did not share details of why

she knew looking into this patient's
record was not the right way fo find out
how the patient was doing.

this is something she would never do
again

there was no malice or ill intent

she acknowledged understanding of
hospital policies prohibiting
unauthorized access to PHI.

she acknowledged receiving and
understanding education regarding
privacy regulations including regulation
prohibiting unauthorized access to

" pafients PHI,

This was a 21-yr, employee with above

. target performance evatuations and no

previous corrective actions.

E. Interview with Radiation Therapy LVN;
a.
b.

the patient was a co-worket

wanted to know how the patient was
doing

did not use or share PHI

she knew she should not have looked
into the patient’s record

this is something she would never do
again

EventID:SLLZ11

11/14/2014

9:35:20AM
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i. therewas no malice orill intent
4. she acknowledged understanding of

medical information without a direct need for hospital policies prohibiting
medical diagnosis, treatment, or other lawful use as unauthorized access fo PHI.
permitted by the California Confidentality of h. she acknow[edged [eCeiving and
Medical Mformation Act... 4.2 Notice to the Patient understanding education regarding

or Patient's Representative. [The facility] will privacy regulations including regulation
provide written notification... to the affected patient prohibiting unauthorized access to

or to the patient's representative at his or her last palients PHI.

known address within five business days after the i.  Thiswas a21-yr. employee with above
unlawfu} or unauthorized access, use or disclosure target petformance evaluations and no
has been detected (sic). A patient has a “patient previous corrective actions.

F. Interview with Nursing Unit Secretary:
a. the patient was a co-worker
b. wanted to know how the patient was

representative” if the patient is a minor or is an
adult lacking the capacity to make health care

decisions”.
doing and why she was in JCU
c. did notuse or share PHI
d. she knew she should nothave looked
"~ into the patient’s record

e. this is something she would never do
again

f.  there wasno malice orill intent

g. she acknowledged understanding of
hospital policies prohibiting
unauthorized access to PHI.

h. she acknowledged receiving and
understanding education regarding
privacy regulations including regulation
prohibiting unauthorized access to
patients PHI.

i.  This was an 8-yr. employee with above
target performance evaluations and no
previous correclive actions.

3. Going forth, the PO will participate in staff
interviews applicable to privacy events as
necessary.

4. All of the involved employees have a signed
“Conlidentiality Agreement for employees”
on file.

Event ID:SLLZ11 1171412014 9:35:20AM
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medica! information without a direct need for
medical diagnosis, treatment, er other lawful use as
permitted by the California Confidentiality of
Medical Information Act... 4.2 Notice to the Patient
or Patient's Representative. [The facility] will
provide written notification... to the affected patient
or to the patient's representative at his or her last
known address within five business days after the
unlawful or unauthorized access, use or disclosure
has been detected (sic). A patient has a "patient
representative” if the patient is a minor or is an
adult lacking the capacity to make health care
decisions”,

<

Hospital policy titled, “Confidentiality Policy” 12/12113
was in effect af the time of this event.
Reauirements of this policy include:

A Pg.2. 1.1.4 - the employee will .... comply
with physical, technical, and administrative
safeguards......

B. Pg.2.1.1.5 - the employee will notuse
his/her access to PHI, areas containing
suchinformation ...... for purposes other
than thosenecessary to perform his/her job
function.

C. The employee will not share access
passwords to computer terminals .......

In this case, it was determined that elements of

this hospital policy were not followed.

Specifically, 4 employees accessed a patient's

PHI for purposes other than those necessary to

perform his/her job function;  employee failed to

log off ef a workstation that may have allowed
unauthorized access to PHI from that
workstation; and 1 employee may have
inadvertently accessed PHI.  Immediate
measures to prevent re-occurrence commenced
on 8/6/1 1 including:

D. Verbal and written counseling, including
reinforcement education regarding privacy
policies, laws, and reguiations, and 7-day
unpaid suspension for 1 employee / nurse
manage

E. Verbal and written counseling, including
reinforcement education regarding privacy
pelicies, laws, and regutations, and 3-day
unpaid suspension for 3 empleyees (PT,
LVN, and Unit Sec).

F. Verbal and written counseling, including

reinforcement education regarding privacy

policies, laws, and regulations for 2

employees (Case Management/SS Assist &

ST)

Event ID:SLLZ11 11/14/2014
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medical information without a direct need for
medical diagnosis, treatment, or other lawful use as
permitted by the California Confidentiality —of
Medical Information Act... 4.2 Notice to the Patient
er Patient's Representative. [The facility] will
provide written notification... to the affected patient
or to the patient's representative at his or her last
known address wrhin five business days after the
unlawful or unauthorized access, use or disclosure
has been detected (sic). A patient has a "patient
representative” if the patient is a minor or is an
adult lacking the capacity to make health care
decisions”.

All hospital empfoyees are reguired to
complete annual HealthStream (HS)
modules which include education regarding
Confidentiality, HIPAA, and Patient Rights.
Per hospital policy titled Orientation,
Education, and Training, The firstinstance
in a consecutive ten-year period thatan
employee fails to complete any required
orientation, education or training program by
the deadline set forth, that employee wili be
suspended from work until proof of
completion is provided. Additionally, the
employee may also receive a written
warning and may be subject to further
disciplinary action up to and including
fermination if they remain noncompliant
greater than thirty (30) days.
On or about 6/2011, an empioyee handbook
was created and distributed to staff in all
clinicat areas of the hospital. Pg. 22-23
includes written information regarding
patient confidentiality; HIPAA; and Privacy
Laws.
This 2567 report was received by the
hospital on 11/25/14, therefore, re-
education via a Durable Diamond was
distributed fo &Il hospital staff to re-
emphasize employee’s responsibility o
safeguard patient's PRI and that access to
PHIis on aneed to know basis only. In
general, if staff are not responsible for the
treatment of the individual, or they do not
1:ed the informiztion to do their job, they
nust not be accessing the PHI.

12/12/13

12/12/13
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PREFIX {EACH DEFICIENCY MUST BE FRECEEDE® BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGUIATORY ORLSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
Monitoring Process:
. . . ] . The hospital PO conducted random audits 12/12/13
me;!ca: d.lnformgtlo? \:"thotlt 3 thdrre}ct fnieed ok ufilizing the PO audlit report tool, to identify
IS e it Ll ER FOSTEL ETIY iy inappropriate access fo PHI via the electronic
permitted by ~ the California  Confidentiality ~of medical record. Audits commenced en 6/20/11.
Medical Infermation Act... 4.2 Notice to the Patient A total of 6 audits were conducted in 6/2011: 4
or Patient's Representative. ~ {The facility] wil audits were condiucted in 7/2011; 3 audits were
pravide written notification... to the affected patient conducted in 8/2811, and 3 audits were
or to the patient's representative at his or her last conducted in 9/2011; 3 audits were conducted in
known address within five #usiness days after the 12/2011; and 3 audits were conducted in 3/2012.
unlawful or unauthorized access, use or disclosure All audits resutted in 100% compliance. The
has been detected (sic). A patient has a “patient above medical records audits included samples
representative” if the patient is a minor or is an from various departments and shifts. Quarterly
adult lacking the capacity to make heaith care audits will continue to be integrated into the
decisions". hospital's quality assurance program.
Responsible Persons: Hospital Privacy Officer
Actions for the above Plan of Correction wilf be
evaluated for effectiveness. Audit data and
analysis will be reported to involved staff as
applicable, Patient Safety Councl,
Administration, Nursing Leadership, MSQC,
MSEC, CQC and BOT for fracking,
improvements.
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