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A D00 Initial Comment A 000
The following reflects an Amended findings of the .
Department of Public Health during the :
investigation of an entiy reported incident. i
Entity reported incident number CA00281578 - f
Substantiated [
Representing the Dapartment: '
Snielah Creus, RN, HFEN
The inspection was fimited to the specific entity
reportad incident investigated and does not i
rapreaanmeﬂntﬂngsafafulimpecuonafﬁm I
facillty. !

A 017 1280.18(a) Health & Safety Code 1280 ‘A0 | o1y
hcapioa anaed puratint o Sectun 1208, Thb o eming plan ol chcrecti fududes
1250, 1725, or 1745 shall pravent untewfulor |
unauthorized aocess fo, and usa or disclosure of, | | - | How the correction (s) will be accomplished,
patients' medical information, @s defined in : both temporarily and permanently.
sl;x‘gdlvlam m)sfmsmn 56.05 of the Civil Code °
and consistent Section 130203, The Temporary correction of the facility’s failure to
department, after investigation, may assessan . .
administrativa penalty for & viaiation of this m:‘; r:mlawful or unauthorized access
saction of up to twenty-five thousand dolfars ; )
($25,000) per patient whosa medical information |
was or without authorization accessed, e |mmediate restriction of access to
used, or disclosed, and up fo seventaen ) Patient 1's radiologic exam in the
1mnd e“‘I'I';:a hundred dglflars (311?'.500) per : electronic medical record (PACS system)
5 quent cccurmence of unlawful or i ' was performed by the Director
Um:”m w‘ 099: ordisclosure ofthat ! Radiology. L of
Fvestgutin, the cepariment shel coreder be. ! *  Immedate restriction to Patient 1's
clinic's, health faciliy's, agency's, or hospice's paper medical record was performed by
history of compliance with this section and m i the Director of Health Information.
related state and federal statutes and reguiations, ;
the extent to which ﬁlszﬁldlﬂy :
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AM7 Continued From page 3

The Employee file for Employes B, radiology :
technologist, was reviewed at2:33p.m. Tha
*Employee Norndisclosure Agreement” dated
January 8, 2009, was signed by Employes B.

The document indicated "l will not access, review
or view petient information without a direct need
for that information in order to perform my job
duties. 1 must have a “need to know the s
protectad information” to obtain the infermation.” .
A revised version of the form was signed by '
Empioyes B on December 2, 2010.

A "Memorandum” dated December 10, 2010, was
lssued to, and acknowiedged by, EmpbweB
The Memorandum Indicatad thet Employee A

was one of the staff members who opened the
medical record of Patient 1, violating the facility's

sirlet compliance with respect (o the
patient's privacy. The document indicated that as
a healthcare access to a patient's |

I
medical record should be within the course and |
scape of her job duties. :

Employee C, was interviewed on January 24, :
2011, 8t 2:20 p.m. He stated that he had asked a
steff member fo possibly change Patient 1's .
name on the hospital's computer as "also known
a3 (AKA)" to protect Patient 1's identily. He was
notiflad that Patient 1's radiology result wae
accessed by 2 employeea withaut autherization.
Employee C stated that during hle interview with |
Employee A and B, the reason given |
by both employees to the unauthorized access of ;
the radiology result was “just to establish” that
Patient 1 was &t the facility.

]
A letier sem by the facifily to Patient 1, dsted | .
December 1, 2010, indicated the facility was l
informing Patient 1 that “wo members of our |
faciify staff acceasad your medical record without |
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Identified non-compliance with hospital
policy and procedures will be
immediately reported to the HIPAA
Privacy and Security Officers for
investigation and reporting.

The audit results will be reported
quarterly to appropriate medical staff
and Quality Management System
meetings.

Monitoring will continue through
December 31, 2012.
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authorization.” The letter disclosed thet tha
accesa was to Patient 1's radiologic exam In the
electronic medical record at the hospital,

The facliity policy and procedure titled
"Canfidential Information” revised on January 6,
2011, indicated that the facility provides
protection of patiant confidential information as
required by law. The discussion and/or release of
confidential patient information must be limfted to
that which is necessary o conduct normal
hoepital business. The employees sign an
Employee Non-Disclosure Agreameant Indicating
the employee will not access, review or view
patient information without a direct nesd for that
information In order to perform his/her job duties.

The fagiity policy and procedure titied "Privacy

Eoriatars tou Tl by e eotectiel
fo an

health information.

Based on the findings, the facility’s failure to
prevent uniawful or unauthorized access to
Patient 1's medical information and abide by the
faciiity's "Confidential Information” and *Privacy
Practices” policy and procedures is a violation of
Health and Safiety Code section 1280.15.
subdivieion (a).
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