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(X 1) PROVIDER/SUPPLIER/CLIP. (K1) MULTIPL~ CONSlRUCTION (X3) DATE SURVEYST...TEMENt OF DEFICIENCIES 
IDENTIFICATION NUMSEA~ANO PL'°'N OF CORR~CT I Ot.I COMPLETED 

0150015 
A DUILDING 

B.WING 03/21112014 

NAME OF PROVIDER OR SUPPLIER 

NO~THERN INYO HOSPITAL 

STflf;;el' l\l)~~AE$S. Cll"I'. S'rA1E . l.IP COlW 

150 Pfc.noot Ln, Bll11\op1 CA 93514­ 2!1!18 INVO COUNTY 

(X4) 10 SUMMMY ~1ATEMENT OF DEFICIENCIES ID PROVIDER'S PLAN OF CORRECTION (I\$) 

PREf' IK (EACH DEFICIENCY MUST 9E PRECEEOED ev FULL PREFI)( {~ACH COl'll'\EC'tWe ACllON 91-!0ULO ee CROSS­ COMPLHE 
TAG FIEGIJ~ATO~'I' OR LSC IOENTIFYING llllFORMATION) TAG REFERE~l CED TO THE APPROPRIATE Dl!FICIENCY) DATE 

Event ID:YHYl11 812512015 2:04:34PM 

TITLE (X6)0ATE 
Chief Compliance Officer Sep tember 5, 2015 

By signing !tii5 document, I am acknowledging receipt or lhe entire e!tallon l)Rekel. f'a(!ef;;! 

The following reflectis the 1lndln9s of the Department 
of Public Health durlng a cotnplalnVbreacti evl.ffit 
visit: 

Complalnt Intake Number: 
CA00371852 - Substantiated 

Representing the Department of Public Health: 
Surveyor ID# 26774, HFEN 

The inspection wa& limited to the speclflc facility 
event investigated and does not represent !he 
findlng!J of a rull ln!Jpection of the faclllty. 

Heelth and Safety Code Section 1280.15(a) A 
clinic, health facillly. home health egency, or 
hospice licensed pursuant tc Section 1204, 1260, 
1725, or 1745 shall prevent unlawful or 

unauthorized access lo, and use or di&closure of, 

patients' medical ln10rmation, as defined in 

subdivision (g) of Section 56.05 of the Civil Code 

and consistent with Section 130203. The 

depanment, after investigation, rnay assess an 

adminislrative penalty for a violation of this section 

of up to twenty-five thousand dollars ($25,000) per 

patieht whose medical lnform;:itlon was unlawfully 

or wittiout authorization accessed, 

disclosed, and up to seventeen thousand 

hundred dollars ($17,600) per 

oc~rrence of unlaWful or unauthorized 

use, or disclosure of that patients' 

lnforrn::illon. 


REGULATION VIOLATION: 

Callfomla Health and Safety Code 

1280.15(b)(2) and 1280.15 (a) 

A) The following measures and systemic 
changes have been put in plai;e in an effort to 
ensure that an event of this same deficient 

..J.. 
~ 
<P 

1/1/2014 

1 Wr!i 9 

Any deficiency 9lalement ending wllh an u1e1I$\\ (') <ienolt$ 3 d•ficieney wnlell lhcr lnslilullori may bo e~Cl.fS~d rrom correcting providing ii IS determined 

tnal other sareguards provide eulficienl ptoleclion lo Iha pallenls Excepl for nursing hemes. lhe finding a above are d isdosabla 90 days following th!! elate 

ol survey wilelher or nol a plan of correcllon la provided. F<or nlj(Slng l\oMos, lhe ~bove fil\ding& ~nd pla<lG of corr11ctlon sre QlsdC1•ab1e 14 days followlng 

lhe d~ le tnese doeu~ents iire mode e1111il3ble to the raclllly. II deficlencla3 are clled, an approvetl plen or correcUon is t&qulsit8 to eot1tlnued program 

p."1ltllp31lon. 

Pag~ 1 ors Slale-2567 
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CAll~ORNIA HEALTH AND HUMAN SERVICES AGENCY 


DEPARTMENT OF PUBLIC HEALTH 


$ 1'AT~Mer"1' OF ()~FICl~lllCl ~S JX1) PROVID~R/SUPPLIERICLIA IX2) MULTIPLE CONSTRUCTION tXJI OA1'E SUIN E Y 

AND PLAN OF CORRECTION IDENTIFICATION NV/wl6E~ ; COMPLETED 

A. BIJIWING 

OS0015 B. WING 0312812014 

STREET ADDRESS, CITY, $TATIO, ZIP CODE NAME OF PROVIDER OR SUPPLIER 

NORTHERN INYO HOSPITAL 150 Ploneer L.n1 Bi&hop, CA 93514-2556 INYO COUNTY 

(X~) ID SUMMARY STATCMENT or DEFICIENCIES 10 PROVIDrn·s PLAN Of CORRECTION (X~) 

PRE~ IX (EACH DEFICIENC'( MUST ee PFiECEEOEO ev ~l,JLL PR~C IX (EACH CORFiE:CTIVF. AC TIOt< SHOULD 91! CROSS. COMPLE TF. 
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAC Rf:FERENCEO TO TME APPHOrRIATE DEFICIENCY) DATE 

1280.15(b)(2): 
(2) Subject to subdivision (c), s clinic, health 
facility, home health agency, or hospice sttall also 
report any unlawful or unauthorized access to, or 
use or disclosure of. a patient's medical information 
to the affected patient or the patient's representative 
at the last known address, or by an alternaUve 
means or at an elternatlve location as specified by 
the patient or the patient's r13presentative in writing 
pursuant to Section 164.522(b) of Title 45 of the 
Code of Federal Regulations, no later than 15 
business days after the unlawful or unauttiorlzed 
3ccess, use, or disclosure has been detected by 
the clinic, health facility, home health agency, or 
hospice. Notice may be provided by email only If j 
the patient has previously agreed In writing to , 
electronic notice by email. 

The CDPH verifi(;!(I that the affected patient or the 
patient's representetlve was nollfted of the 
unauthorized access within 15 business days. 

AND 

1280.15 (a): 


A clinic, health facility, home health agency, or 

hospice licensed pursuant to Section 1204, 1250, 

1725. or 1745 shall prevent unlawful or unauthorized 

acetl&S to, i:ind use or disdosure of, patients' 

medical information, as defined in subdivision (g) of 

Section 56.05 of the Civil Code and consistent with. 

For purposes of this section, internal paper records, 

electronic mail, or facsimile transmissions 

inadvertently misdirected within the same facility or J 


A) continued 
1. This violating employee was terminated 
from Northern Inyo Hospital on 
August 6, 2013. 
2. Patii:mts A ll.nd Patient B were notified on 
September 27, 2013, via USPS Certified Mall, 
of the unauthorized access of their prolected 
health information, as per regulatory 
requirements. 
3. The Inyo County District Attorney Was 
notified ofthe unauthori7.ed access of Patient 
A and Patient B's protected health 
information by our former employee. An 
investigation concluded with misdemeanor 
charges of unlawful access to a computer 
were filed with a guilty verdict and sentencing 
oc::curring. 
4. All m1ffhave heen (e·educated on: 
a. Access & disclosure of p(otected health 
infonnation/m inimum necessary practices 
for work related purposes. 
b. Disciplina1y measures as the n:sult of 
intentional & purposeful access or disclosure 
of protected health inforrn<1tion. 
5. Revision of NIH policy "Sanctions for 
Breach of Patient InfQrmation" to include 
a. Minor/Modernte/Majore Breach Levels for 
disciplinary action guidance. 
b. Intentional policy violations with protected 
hr:ahh informatio11 a.re a terminatable offense. 
G. Dcvclopmenl ofNIH policy "Auditing of 
Employee: Accc:S> to Patient Information 
which addresses random, routine and spec::ifk 
cause al,ldits ofemployee access to patient 
infonnatinn ~nti thi> ,.f...,.T;,.,•ion and orar.tiro 

Event ID:YHYl11 8/26/2015 2:04;34PM 
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(J(2) M\)Ll 11'LE (:ONSTRUCTION STATEl>iENT OF OEFICIENCIEG (,>;1) P~OVIDER/SUPPLIF.AIC~IA (XJ) DAfE SUAVF.:Y 
ANO PLAN OF cormE'CTION IDENTIFICATION NUMB!:R • COMPLETED 

A BUILDING 

06001ci Cl.WING 03/2812014 

Nl<ME OF PROVIDER OR SUPPLIER STREH ADDRESS, CI TY. STATE. ZIP CODE 

NORTHERN INYO HOSPITAL 15D Pioneer l.n, Bishop, CA 93614-2566 INYO COUNTY 

(X4) 10 SUMMARY STl<TEMENT OF D~FICIENCIES ID f'ROVIO~F\' 5 ~LAN Of CORRECTION (X5) 


PREFlll 
 (El\CH DEFICltNCY MU6'r a~ "RECF.F.O~O BY ~UI I (eACH CORRECTIVE ACTION SHOULD BE CROSS· COMPLETE 
TllG REGULl<TORY OR LSC IDENTIFYING IN~ORMATION) Tl<G REFERENCED TO THE APPROPR!Alli OE!'ICIENCV) OATE 

A) 6. conlinued 


coordin111in9 care or delivering services shall not 

health care system within the course of 

of each type of audit. 


constitute unauthorized accesa to, or use or 
 7. In addition to the "Sanctions for Breach of 

disclosure of. a patient's medical Information. The Patient Tnformation " policy and the "Auditing 

department. after Investigation, 1"11ay cissess an ofEmployee Access to Patient Information" 

administrative penalty for e violation of this section policy, the following additional policies and 

of up I.CJ 1wenty-five thousand dollal'll ($25,000) per procedures are current and in practice: 
a. Minimum Necessary Access, Use andpatient whose medical information was unlawfully or 
Disclosure ofPHI without authorization accessed, used, ot dlsclo!led, 

• b. Communicating Prolected Healtheind up to seventeen thousand five hundred dollars 
Information Via Electronic Mail (Email) ($17,500) per subsequent occurrence of unlawful or 
c. Using and Disdosing Protected Health 

patients' medical Information. For purposes of the 
unauthorized access. use, or dlsclosuM of that 

Information for Treatment, Puyment and 
Health Care OperationsInvestigation, the department shall consider the 
d. In formation Security and Integrity 

history of complianc.e with this section and other 
clinic's, heallh facility's, agency's, or hospice's 

8. All staff must complete m;i.ndatory 

related state and federal statutes and regulations. MedCom training on the above policic5 an<l 

the extent to which the facility detected violations procedures including, passing a post-test to 
complete the training_and look preventallve acilon lo Immediately correct 
9. All new hire employees with accc5s loand prevent past violation& from recurring. and 
hospital information systems containingfactors outside its control lhal reslr1cted the 
protected heiilth information are audited by 

department shall have full discretion to com;lder ail 
facility's ablllty to comply with this section. The 

the Chief Compliance Officer or designee 
prior to the completion of his/her 90-day 

administrative penally pursuant to this section. 
factors when deitarmlnlng the amount of an 

Introductory Period. Individuals who arc 
found in violation of hospital policy 
regarding accessing of patient informa.Lion 

falled lo safeguard the medical Information of two 
Based on intervi13w and record review, the facility 

without authorization will be subject to 

palients, Patient A and Patient B, when Employee disciplinary action as per hospital policy 
"Sanctions for Breach ofPatient Information ' .1 accessed their electronic medical information 
10. All new hire employees receive HIPAAwithout authorization, which resulted In a breach of 
training at the tirne of Orientation,~hich is-i 
now scheduled on the first day of C'.1 U 

medical information for Patients A and B. 

employment and prior to his/her w~g i~~ 
their designaled <lepartmr:nt. z () --~~ 

FINDINGS; 
On April 1, 2014 <'It 10:00 AM, a phone Interview ::. ~".["" 

Event ID:YHYI11 6125/2015 2:04:34PM 
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY 

DEFW~TMENT OF PUBLIC HEAL TH 


STATEMENT or DEFICIENCIES (XI) PROlflOERISUPPLIER/CLIA (x.2) MUL f!PLE: CONSTRUCTION (X3) DATE SURVEY 
AND PLAN Or CORREcr10N IDENTIF le A1'10 N NUMll~I'\: 

050015 
A BUILDING 

B. WING 

COMPLHED 

03/2812014 

NAM!; OF PROlllDER OR SUPPLIER 

NORT~ERN INYO HOSPITAL 
smeeT AOCIRESS, CITY, STATe, ZIP COOE 

150 PlonHr Ln, BliJhop, CA !13514-2.556 INYO COUNTY 

(X4) ID 
PREFIX 

TAO 

SUMMARY STATEMENT OF OEFICIENCIES 
(EACM OF.F'IC1ENCY MUST 9~ l'fl ~Cl. Elll:U BY f' Lil,L 
1'E(lULATORV OR LSC IDENTIFYING INFORMATION) 

10 

PR~~'~ 

TAG 

PROVIDER'$ PLAN OF COKR~C 'r!ON 

(EACH CORR£CTIVE ACTION SMOULO 8E CROSS· 
REFERl'.NCHl TO HIE t\FPRQPRIATE DEFICIENCY) 

(XS) 

COMPLETE 

was conducted with the faclllty privacy officer (FPO) 
to lnvastlgale an entlly-reported incident of a breach 

B) The ChkfCornplianc:e Officer has direc t 9/5/2015 
oversight of this plan of correction. 

of medical Information for Patients A and B. The 
FPO advised the! Patient A had previously been in 
a romantic relationship with Employee 1 prior to 
manylng Patient B. Patient A reported to the 
Faclllty Privacy Officer (FPO), who was also the 
Health Information Management Director (HIM 

Director), on September 23, 2013 that Employee 1 
may heve accessed PaUent A's clinical record 
without authorization. At the time the report was 
made, Employee 1's employment with the racility 
had been terminated. 

The FPO/HIM Director further advised that an audll 
wes conductoo regarding Employee 1's access or 
Patient A's electronic medical records on 
September 24, 2013. The results of the audit 
confirmed that Employee 1 had accessed medical 
records for Patient A on two separate datee. 

C) Our plan for compliance and a monitoring 1/1/2014 
proc;ess lo prevent recurrence includes 
HIPAA training on the fir~t day of 
employment and prior to the new hire 
employee working in theil' designated 
dcpartrnent, auditing of new employee record 
access history prior to the completion of their 
90-day Jn troductory Period to ensure record 
access is only for work related purposes and lo 
quickly identify areas of concern, HIP AA staff 
trnining on a rnandatory annual basis and as 
needed throughout the year when concerns/ 
new requirements arise. In addition, the Chief 
Compliance Officer will monitor and address 
c;ornplianc;e through reports of PHI breaches 
and investigations. The Chief Complianc:~ 

Officer will report the number of PHI 
breaches to Performance Excellence and the 
Board of Directors on annual basis. 

A review of the facility's electronic audit for Pc:ttlent 
A, dated September 24, 2013, submitted by the 
FPO/HIM Director, was conducted on April 4, 2014 
at 2:15 PM. The document provided lo the surveyor 
was a copy of the electronic audit and contained a 
computerized record of log·ins made by Employee 
1 on August S, 2010 al 2:47 PM, and which 
indicated Employee 1 accessed Patient A's 
medical information as set forth below: 

Outpatient PT (physic;:il therapy) dated October 30, 
2009: 

Correspondence dated September 24. 2009; 

D) Corrective Action was completed on July 7/3112014 
31, 2014. 

v• 

EventlD:YHY111 8125/2015 2:04:34PM 
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S'IATF.MENT OF DHICIENCtES (X l) PR0"10eRJS1JPPL1ER1CLIA (X2) MULTIPLE CONSTRUCTION (K3) DATE 9URVEY 
ANO PV.N OF COHKECTION IDENTIFICATION NUMBfR' COMPLETEIJ 

A. EIVILOING 

050016 9. WINC 03/28/2014 

NMIE OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, Z:IP COOE 

NORTHERN INYO HOSPITAL 160 Plonoer Ln, Bl&hop, CA 93514-2556 INYO COUNTY 

()(4) 10 SUMMARY STATEM ENT OF DEFICIENCIC:S ID PROVIDER'S PLAN OF CORAECTION (X5) 
PRF.f'IX IF.ACH O~FICIFNCY MUST BE PREC ~EOl:ll OY FULL pnrnx (~ACH CO RRE; CTIVE ACTION SHOULD Df; CROSS· COMPLne 

TAG RtGULATORY DR LSC IDENTIFYING INf'ORMATION) TAG REF ERENCED TO THE i\PPROPRIAlE DEF ICIENCY) OA'r~ 

Doctor's fin~t report dated September 22, 2009; 

Emergency room vl&lt dated September 21, 2009; 

Emergency Roorn )(-ray results dated September 
21, 2009. 

Further review of the audit showed that Employee 1 
had accessed Patient A's record again on February 
1, 2013 and had viewed laboratory results, dated 
August 14, 2012. 

Review of the electronic audit showed that next to 
each entry under th~ section entitled. 
"Aulhorlzetion" Wlilll listed: "No". When the 
FPO/HIM Director was asked how ehe would 
determined when Employee 1 was authorized in the 

role of Medical Records Clerk to access patient 
medical inf'ormation. she stated that , "A file or a 
portion of the flle will tiave a request submitted by a 
doctor, Insurance company etc.'' She further 
advised that, "My audn system would show rne ii · 
was requested, and then whether II was. faxed. or 
malled.'' The FPO/HIM Director advised that ltiere 
had been no request submitted for Patient A's 
clinical record or medical information. 

During continued interview with the FPO/HIM 

Director on April 1, 2014, al 10:00 AM. she advised 
that Patient A's spouse (Patient B) , alGo contacted 
her on September 13, 2013, and also requested 
that an audit be c.ompleted regarding access by 
Employee 1 or P111ient B's medical records. An 
audit was conducted by the FPO/HIM Director on 

Event IO:YHYI 11 812512015 2:04:34PM 
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY 

DEPARTMENT OF PUBLIC HEALTH 


STATEMENT OF DEFICIENCIES (X1) F'ROVJDEFVSUPPLIER/CLIA (1!2) MULTIPLE CONSTRUCTION ()(3) DATE SURVEY 
AND PVW OF CORReC TION IDENTIFICATION NUM&ER: COMPL~Tl>O 

A. BUILDING 

050015 ~ WIN(\ OJ/28/2014 

NAME OF PROVI OER OR SUPPLl5k SH<.~l;.1 l\IJ ll HESS, Cl rY, Sr1111.:. 1.1p GOllt 

NORTHERN INYO HOSPITAL 150 Pioneer Ln, Bishop, CA 93514-2556 INYO COUNTY 

II!~) ID SUMMARY STATEMENT OF DEFICIENCIES ID PROVIDER'S P LAN OF CO~RECTION IX$) 
PREFIX (f;ACH OEFICIE;NCY MUST BE PRECEeoe~ BY FULL PREfl)( ISACH CORRECTIV!l ACTION SHOULD BE CROSS. COMPLETE 

TAG RE<lULAl'ORY OR LSC IDENTIFYING INFORMATION) TAO REFERENCED TO THE APPROPRIATE DEFICIENCY) l)AH: 

September 24, 2013. 

A review of ltie medical record audit for Patient B, 
dated September 24, 2013, wa$ conducted on April 
4, 2014 at 2:30 PM. The document contained a 
computerized record of log-ins m!!de by Employee 
1 on February 1, 2013 from 3:34 PM to 3:35 PM, 
which Indicated Employee 1 had accessed the 
following medical information of Patient 8: 

a. Emergency room visit dated February 5, 2012 

b. Emergency room laboratory resulls dated 
February 5, 2012 

c. Emergency room ;x,ray results dated February 5, 
2012 

d. Outpatient x-ray results dated January 7, 2011 

e. Outpatient h:tboratory results dated December 1, 
2010 

f. Laboratory results dated June 11, 2012 
tJ1 ­; .. 

g. Physician Orders dated June 11, 2012 z p:;--(,/l 
C/)m "' ,.,. -• rT"lh. Laboratory results dated J1.1ne 14, 2013 ;:o _ r- rT1 r '.D­
-0 ~-i::z: o 

';... . :x: rn
On the audit document. next to each record entry ::n C' OJ ' (/) CJ 
accessed by Employee 1, was a column with a rnrn:::'. o ;o-0::z:risection entitled, "Autnorizatlon on me." For each 

c '.JJ ~ ·.C. :-1
recOfd entry under this authorization on file column, ·In . -~ -(") 0 

0 . ....,....,.,it was listed: "No". The FPO/HIM Director was 
c: .i • . iasked how she would determine when Employee 1 
7.. co_. 
-<

Event ID:YHYl11 6/26/2016 2:0o4:34PM 
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STATEMENT OF DEFICIENCIES (X 1) PROVIDER/SUPPLIER/CUA (X~) MU~TI PU~ CONSTRUCTION (X3) DATE SUIMoT 

ANO PLAN OF" CORRECTION IDENTIFICATION NUMBER· COMPLETED 

A. BUILOINC3 

05001 6 8 WING 0312812014 

NAME OF PROVTOER OR SUPPLleR STREE T AODReS6. Clf'( SlA'tfo, i1r CODE 

160 Pioneer Ln, Blllhop, CA 93514-i558 INYO COUNTYNORTHERN INYO HOSPITAL 

PROVIDER'S PlANOF CORRECTION ()($) 


(EACtl CORRCCTI"" ACTION SMOULO BC:: CA0 6$­
 COMPl,ETF. 
RF.FER~NCED TO TH~ APPAOPAIATE DHICltNCY) CATE 

,; 
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(X~) ID 

PREFI~ 

TAG 

SUMMARY STATEMENT 01' DEFICIENCIES 

(EACH OEFICIENCY MUST ee PRECEEOEO OY FUL L 
REGULATORY OR LSC IDENTIFYING INFORMATION) 

was authorized in lh~ t'Qle of Medic.al Records Clerk 
lo access patient medlc::al Information, stie lJlated 
that, "A file or a portion of the me will have e 
request submilted 
etc." She further 
would shaw me ii 
it was faxed, or 
advised that there 
for Patlent B's 
Information. 

by a doctor, insurance company 
advised thet. ''My audit system 
was requested, and then whether 
mailed." The FPOfHIM Director 
had been no requesl submitted 

clinical record 

On Aprll 4, 2014 et 11:00 AM, a 
conducted of the fece sheets (a form 
the pallent's dl:lmographlc lnforma\lan) 
and Patient B. As explained by the 

or medical 

review was 
that contains 

for Patient A 
FPO/Director 

of Medical Re¢0rds, face sheels can be viewed 
when entering a patient's electronlc file if ttie person 
activated that tab under the patients' name. The 
FPO/Director of Medical Records further explained 
that the face shee1s con1aln Information with 
pauenrs name, address, home end work phone 
numbers, social l!ecurlty number, admission date, 
date of birth , emergency contact Information, 
Insurance information and workers' compensation 
Information. 

An Interview was 
4:15 PM, with the 
Employee 1 was 
admissions clerk 

conducted on Aprll 4, 2014 al 
FPO. The FPO advised that 
employed in the role of 
from July 10, 2010 through 

October 12, 2012, and was employed In the role of 
medical records clerk from Oclober 2012 1hrough 
August 2013. 

A review of Employee 1 termination letter, dated 

Event IO:YHYl11 812512015 2:04:34PM 
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY 
DEPARTMENT OF PUBLIC HEALTH 

STATEM£NT OF DEF1C15NC1es {)( \) PROVIOER/SUPPLIERI CLIA (X2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY 

AND PLAN OF CORR!: CTION IOENTIFICATION NUMBC!R: coi-w~ereo 

A. GU ILOINO 

050015 B WING 0312812014 

NMte OF PROVIDER OR SUPPLIER STREET llDDR!;SS. CITY, STATE. ZIP cooe 
1~D Pioneer Ln, Biehop, GA 9J514-255e INYO COUNTY NO~tieRN INYO HOSPITAi. 

(X~) 10 SUMMARY STATEMENT OF oeF1c1eNCIF.$ FR0VIOE;R'$ PLAN OF CORRECTION {)\~)ID 
PRrn)( (EACH CORRECTIVE ACTION SHOULD l!E CROSS. (EACH D~FICIENGY MUST BE PRECEEDED BY FULL PRl!PIX COMPLETE 

TAG flEGULATDRY OR LSC IDl!:NTlfYINIJ INFORMATION) TAl1 iitf~kfiNCEO TO YHE APPROPl'Wll E OEFICU:NCY) OATE 

August 7, 2013, was conducted and reOected 
Employee 1 was terminated following a previous I 
Incident of "deliberate violation of hospital policy i 
resulting In a breacll of patient privacy and unlawful 
access to patient heelth information.· The letter 
was signed by the Heallh Information Management 
Dlredor (HIM Director). 

During a review of the facility's admission clerk Job 
descriptlonfevaluatlon signed by Employee 1 on 
July 13, 2010, the duties Included: "inputting data 
of new patients into the computer" and "obtaining 
signatures on consents and admia11ion forms." 

During a review of the fciclllty's medical record clerk 
fob descrlptlonfevaluatlon signed by Employee 1 on 
September 27, 2012, the duties included: 
''Conductll"lg hospital buslner.s In an ethical and 
lawful manner.'' Other duties llSteQ lnCJuded: "File 
all records reE1dy for destruction, Perform quality ' 
review check on reco rds roady for 
destruction...Answer telephones when necessary: 
Helps physicians and staff locate needed records . 
Takes information for records releases." 

\/Vhen the FPO/HIM Director was asked how she I 
d!termfned when EmployM 1 was authorited in the I 
role of Medical Records Clerk lo access patient ' 
medical Information, she stated that, "A file or a 
portio11 of the file will have a request submitted by a 
doctor, Insurance company etc." She further 
advised that, "My audit system would show me it 
was requested, and ltlen whether it was faxed, or 
mailed." The FPO/HIM Director advised that there 
had been no request svbmilted for Patients A or 
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STATEMENT OF OEFICIENCIES (X1) PROVIOERISUPPLIER/CUA (X2J MULTIPLE CONSTRUCTION (X3J DATE SURVEY 

AND PLAN OF CORRECTION IDENTIFICATION NUMBER· COM~LEYEO 

A. BUILDING 

0150016 B. WING 03/2812014 

STREET ADOR~SS, CITY, STATE, ZIP CODE NAME OF PROVIDER OR SUPPLIER 

NORTHERN INVO HOSPITAi- 150 Pioneer Ln, Bishop, CA 93514·2556 lNVO COUNTY 

()I' ) ID 

fl~GFIX 

T.AG 

SUMMARY STATEMENT OF DEFICIENCIES 

(F. ACHDEFICIF.NCY MU$)' a€ P~ECEEDeo SY ~ULL 

REGULATORY OR LSC IDENTIFYING INFORMATION) 

B's cllnlcal record or m~lcal informalion. 

The FPO provided copie3 of Employee 1's training 
in protecting patient confidentiality. A document 
entitled, "Statement of Confidentiality," dated July 
12, 2010, wtilcil included lnformcitlon concerning 
Employee 1's annual updated training In 
confidentiality lhrou9h September 2012, was 
reviewed. The documents Indicated that Employee 
1 was awan:i that acceu to patient's medical 
Information was on a "need to know" basts, "In 
order to carry out the duties Involved In the 
treatment, billing, or healthcare operations of the 
ho&pllal ," and had been trained In patient 
confidentiality. In addition, on July 12, 2010, 
i;:mployee 1 signed a ·statement or 
Confidentiality," which Indicated, "I further 
understand that ignoring or disregarding the 
principles of this confidentfallty acknowledgment 
subjects me to appropriate disciplinary actions as 
outlined in ttle personnel pollcies, medical staff 
bylaws and ...other applicable policies. Employee 
1 signed the acknowledgement on July 12, 2010. 

The facility failed lo ensure th;il coniidentlallty or 
patient medical information was maintained. when 
portions of electronic medical records of both 
Pallent A and Patient 8, were accessed by 
Employee 1, without authorization. This failure of 
the facility to ensure the confldentlallty and security 
or Patients' A and 8's medical Information resulted 
In breaches of medical Information, and which 
placed both patients at risk for Identity theft. 
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PROVIDER'S PLAN O~ COMECTION 


(EACH CORRE:CTIVG ACTION SHOULD BE CROSS­


REFERENCEO ro THE APPROPRl.Ate OEF1c1eNCY1 
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