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The following reflects the findings of the Department 
of Public Health during a complainUbreach event 
visit: 

Complaint Intake Number: 
CA00241860 - Substantiated 

Representing the Department of Public Health: 
Surveyor ID# 20307, Medical ConsuHant 

The inspection was limited to the specific facility 
event investigated and does not represent the 
findings of a full inspection of the facility. 

Health and Safety Code Section 1280. 15(a) A 
clinic, health facility, home health agency, or 
hospice licensed pursuant lo Section 1204, 1250, 
1725, or 1745 shall prevent unlawful or 
unauthorized access to, and use or disclosure of, 
patients' medical information. as defined in 
subdivision (g) of Section 56.05 of the Civil Code 
and consistent with Section 130203,. The 
department, after investigation, may assess an 
administrative penalty for a violation of this section 
of up to twenty-five thousand dollars ($25,000) per 
patient whose medical information was unlawfully 
or without authorization accessed, used, or 
disclosed, and up to seventeen thousand five 
hundred dollars ($17,500) per subsequent 
occurrence of unlawful or unauthorized access, 
use. or disclosure of that patients' medical 
information. 
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"AMENDED" 

Case#24 l860 
Patient Specific Action: 
This patient was notified by letter that a 
breach in his protected health information 
occurred, what information was released, 
and what we did to investigate the situation. 
The patient did not receive his Jetter within 
the defined timeframe. The patient's letter 
was sent 9 days after administration was 
aware of the breach. 

Potential Population Effect: 
Inadvertent release of protected health 
information has the potential to affect any 
North Bay Healthcare Group patient. 

Action Plan 
I. Reviewed badge access repo1t to 

determine: if employee went into 
ED after being told she could not. 

2. Reviewed video rope to validate 
access. 

3. Interviewed all staff involved to get 
story from different per11pectives. 

4. Ran several privacy reports to 
determine if anyone actually 
accessed the E.H.R. 
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(a) A clinic, health facility, home health agency, or 
hospice licensed pursuant to Section 1204, 1250, 
1725, or 1745 shall prevent unlawful or unauthorized 
access to, and use or disclosure of, patients' 
medical information, as defined in subdivision (g) of 
Section 56.05 of the Civil Code and consistent with 
Section 130203. The department, after 
investigation, may assess an administrative penalty 
for a violation of this section of up to twenty-five 
thousand dollars ($25,000) per patient whose 
medical information was unlawfully or without 
authorization accessed, used, or disclosed, and up 
to seventeen thousand five hundred dollars 
($17,500) per subsequent occurre.nce of unlawful or : 
unauthorized access, use, or disdosure of that 
patients' medical infonnation. For purposes of the 
investigation, the department shall consider the 
clinic's, health facility's, agencies, or hospice's 
history of compliance with this section and other 
related state and federal statutes and regulations, 
the extent to which the facility detected violations 
and took preventative action to immediately correct 
and prevent past violations from recurring, and 
factors outside its control that restricted the 
facility's ability to comply with this section. The 
department shall have full discretion to consider all 
factors when determining the amount of an 
administrative penalty pursuant to this section. 

Based on staff interview, document review, and 
policy and procedure review, the hospital failed to 
prevent the unlawful or unauthorized access, use, 
or disclosure of the medical information of Patients 
1, thus violating Health and Safety Code section 
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Access Staff function that allows 
staff to utilize the ED tracking 
board without a specific business 
reason to know the information the 
board contains. Process review 
and revision conducted to eliminate 
acc.:~s to the ED tracking board for 
PBX and greeter staff functions. 

6. Interviews demonstrated that 
although no one actually went into 

I 
the patient's record. the patient's 

! 
Pl-I I including Chief Complaint 
was viewed and discussed among 

I 
registration staff and the employee 
did share this infonnation with the 
family. 

7. The employees involved were 
disciplined on this incident. 

Ongoing Monitor 
I. Complete spot checks of the PBX 

Workstation to insure no one had 
the ED Tracking Board loaded 

2. Monitor the performance of the 
individuals involved to insure no 
further inappropriate access to 
PHI. 

Responsible Person: 
Director, Patient Access 
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Findings: 

: In interview on 11/03110. at 9:00 am, Administrative 
Staff A stated that. on -10, a protected health 
information breacfl occurreel as follows: Patient 1 
was brought to the emergency department (ED) on 
an emetgent basis for a gunshot wound. Patient 1 's 
family contacted Staff B, a hospital employee and 
Patient 1's aunt, and asked her to tlnd out Patient 
1 's status. Staff B WEIS on duty as a hospital phone ' I , 

· operator (PBX operator). Staff 8 went to the ' 

r~ption desk outside the ED and asked Staff C, ,' 
the greeter (staff who enters new patients into the 
sy9tem) for lnfonnation. Staff C denied access as 
Patient 1 was on, ~No information," status due to 

. police involvement. Staff C then prevented Staff B 
from using her key badge to enter the ED. Staff B 
then went to the PBX operators' room and looked at 
lhe hospital tracking board, which was kept open ! 
on ltie computer. Staff B S'IWI Patient 1's name. 1 
Slaff B then enterad the ED the back way U9lng her ' 
key badge, stood at the desk In the ED and looked 
at the patient information board to determine 
Patient 1's status. She was asked lo leave : 
because the ED was on lock down. Because she 
wes insistent in getting more information, the police 
intervened. Slaff A provided a copy or the 1 

information to ltie surveyor that Staff B was able to i 
access on the tracking board. i 

On 11/03/10, at 9:30 am, review of a print ovt of the 
tracking board for 9'10, demonwated that the 
protected Information present lnduded Patient 1 's 
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name, triage level, age, sex, chief complaint of 
gunshot wound, status of pending lab results, 
primary care doctor's name, length of stay in the 
ED and financial (billing) number. 

On 11/03/10, review of documents demonstrated 1

1 

that Staff A became aware of the incident on 
08/30/10 and reported it to the department on ' 
09/07/10 (five business days). but Patient 1 was i 
not notified until 09/13/10 (nine business days). 
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