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A0G1 Informed Medical Breach A 001
Health and Safety Code Section 1280.15 (bj(2},
" A clinic, health facility, agency, or hospice shall
also report any unlawful or unauthorized access
to, or use or disclosure of, a patient's medical
information o the affected patient or the patient's |
representative at the lasi known address, no later
than five husiness days after the uniawful or
unauthorized access, use or disclosure has been | .
detected by the clinic, health facility, agency. or | ‘
hospice " I ,
The CDPH verified that the facility mformed the i
affected paiient{s} or the patient's |
| representative(s} of the unlawful or unauthorized
access, use or disclosure of the patient's medical
information
A 000 Initial C t I A000 '
e ' The provider plan of correction
The following reflects the findings of the California, represents the Feather River
Department of Public Health during the '| Tribal Health, Inc. (FRTH)
investigation of an entity reported incident. ‘ response to the unauthorized
Eiif —— access, use, or disclosure of the
ntity reported incident. four patient's (Patient 1-4) medical
The inspection was limited to the specific entity information as reported in incident
reported incident investigated and does not #265528.5 .
represent the findings of a full inspection of the
facility. Preparation and execution of this
Representing the Department' 28850, HFEN plan of correction Sh({’u}q not be
construed as an admission of the
A deficiency was wrilten for entily reported ‘deficiencies cited.
incident 265525 at A 017
i
A 017 1280.15(a) Health & Safety Code 1280 J AU
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acknowledged that she was not supposed to
access those scheduling records following an
issue that had occurred around 9/2010, when the
facility had generated and posted a list on her
computer terminal of patients names (Patients 1,
2, 3 and 4) that she was not to access VC C
acknowledged that despite the fact that she was
not supposed to access those reocrds, she had
done s0 on multiple occasions.

During a concurrent interview and document
review with Admin B, on 4/14/11 at 9 am_ she
confirmed that VC C does routinely have access
to scheduling records as part of her regular
duties, but that she had been instructed not to
access any of the names from the restricted list,
which included Patients 1, 2. 3and 4. VC C's
computer log reports were reviewed from 1/6/11
through 4/6/11 and according to Admin A and
Admin B, the audit showed a pattern of excessive
accessing of scheduling records for Patients 1. 2,
3and 4 VC C accessed Patient 1's scheduling
records 8 times. VC C accessed Patient 2's
scheduling records 15 times. VC C accessed
Patient 3's scheduling records 20 times VC C
accessed Patient 4's scheduling records 19
times. According to Admin B, who had previously
reviewed the computer access to determing if the
access was reasonable and within the scope of
VC C job The following factors were considered,
1 was the record access the result of printing a
report for insurance verification. 2. was there a
correlation to the dates of access and
appointments. 3. was the access different than
that of other patient records accessed that VC C
had done during the course of her normal work
week. 4. could somegne else have accessed
those patients under VC C's log-in. Admin B,
reported that her investigation completed on
4/7111. showed that the access did nol seem to
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be consistent with with access that VC C would

have had in the normal course of her work. The
access was excessive and different than that of
her normal work access

Licensing and Certification Division
STATE FORM e BMK1 11 i continuaunn sheet © ol ©






