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The followlng reflects the findings of the Department 
of' Public Health during a complaint/breach event 
visit: 

·Complaint ln1ske Number: 
CAOD3603Y3 •.Substantiated 

Representing Che Department of Public Health: 
surveyor ID# 19582. HFE I 

The Inspection waa limited to the specific facirlty 
event investigated and does not represent the 
findings Qf a fUH Inspection of the facHity. 

Cedars-Sinai Medlcal Center Is submitting 
this plan of correction as reqt:1ired by state 
and federal law. In submitting this plan of 
correction, Cedars-Sinai Medical Center is 
not admitting to the accuracy or validity of 
any of the allegations in the statement of 
deficiencies. Cedars-Sinai Medical Center 
reserves the right to dispute any allegations 
made by the California Department of 
Public Health. 

The incident was reviewed and a corrective 
action plan was established. 

Health and Safety Cade Section 1280.15(a) A 
clinlo. health facility, home health agency, or 
hospice IJcensed pursuant to Section 1204. 1260, 
1725. or 1745 shall prevent unlawful or 
unauthorized access to, and use er disclosure or. 
patfenta' medtcal infonnatJon, as defined in 
subdiVision (g) of Section 56.05 of the Civil COde 
and consistent wHh Section 1S0.203. The 
department, after Investigation. may assesa an 
administrative penalty for a vlolatton of this section 
of up to twenty•flve thousand dollars ($25,000) per 
patient whose medlcaJ lnfonnation was unlawfully 
or without authorization accessed, uaed. or 
disclosed. and up to· seventeen thousand fiVe 
hundred dollars ($17,500) per subeeQuent 
occurrence cf unlawfUI or unauthorized access. 
use, er disclosure of that patients• medical 
Information. 

1280.16(a) Health & Safety Code 1280 

(a) A clinic, health facility, home health agency, or 

Event 10:490711 112212016 8:62:11AM 
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hospice licensed pursuant to Section 1204, 1260, 
1726, or 1745 shall prevent unlawful ar unauthorized 
access to. and use or disclosure of, patients' 
madlcal lnfonnation, as deflned in subdivlSfon (g) of 
Section 58,06 of the Civil Code and. consistent wHh 
Section 130203. The department. after 
investigation, may assess an administrative penalty 
for a violation or this section of up to twenty-fiVe 

1280.15(a) 
Overview: 
Through its ongoing access monitoring 
activities to protect patient privacy and 
confidentiality, Cedars-Sinai Identified that 
14 patient records were inappropriately 
accessed between June 18 and June 24, 
2013. There were six user accounts 
Jnvolved in the inappropriate accesses. 

thousand Elollars ($2S,OOO) per patient whose 
medical inmrmatlon was unlawfully or without 
authorization accessed. us~. or disclosed, and up 
to seventeen thousand five hundred dollara 
($17,600) per subsequent occurrence of unlawful or 
unauthol'fzect access, uae, or disclosure of that 
patients• medical information. For purposes of the 
Investigation, the department shall consider the 
clinic's, health facility'e, agency's, or hospice's 
history of compffance with this sedfon and other 

Cedars-Sinai immediately launched an 
investigation, notified the Califomia 
Department of Public Health, and informed 
the affected patients ­ expressing our deep 
apologies to them for the incident, noting 
1hat Cedars-Sinai has a high standard for 
security and in this case that standard was 
violated, and offering to answer any 
additional questions they may have. 

related state and federal statutes and regulations. 
the extent to which the factlity detected violations 
and took preventative action to immeclletely correct 
and prevent psst violation& from recu1Tlng1 end 
factors outside Its control that restricted the 
facility's ablllty to comply with this section. The 

Notices to the California Department of 
Public Health were made on June 28, 2013, 
July 1, 2Q13 and July 2, 2013. Notices to 
the affected patients were sent July 2-8, 
2013. 

6/2812013 
-7/8/2013 

department shall have full discretion to consider all 
(attars when detarmlnlng the amount o1 an 
administrative penatty pursuant to 1hls section. 

Based on record review and interview, the facility 
failed to prevenl the unauthorized access of 
medical information of 14 patients (Patrent 1. 2. 3, 
4, s. e, 7, a, 9, 10, 11, 12, 13, and 14). on June 
18, 191 and 24, 2013, Patient 1'a medical record 
was accessed without authorization by four (4) 

Evant ID.490711 1122/2016 8:52:11AM 
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employees of community physicians who held 
medical staff privileges at the facilityt one (1) 
volunteer research assistant In the facility's 
Anesthesiology Department and one (1) medical 
assistant , employed by the facility's olrlpatient 
off"tee. On June 181 2013, the electranlc medlcal 
records of 14 patients were accessed without 
authorizations by one (1) employee of a· community 
physician who held medical staff prlvJleges at the 
facility. 

Ffndlnas: 

On July a, 2013, an unannounced vrslt was made at 
the faclllly's C'Orporate Integrity office to investigate 
an entity reported Incident regarding breaches of 
electronic medfcal records Jnvolvlng 14 patients. 

The Department recet"ved a letter frcm the facility 
dated July 1, 2013 and updated on July 2, 2013, 
which Indicated the facility had detected 
unauthorized .access of patient mecUcal Information 
belangfng ta fourteen (14) patients by six (8) user 
accounts. The breaches occurred belween June 18 
and June 24, 2013, and all occurred in the facility's 
computer system called WebNS. 

ACCGl'ding to the facility letter, five (5) of th~ llb< (8) 
user accounts IQCeSSed the records of Patient 1 
and one (1) of the six (8) user accounts accessed 
the recordaofall 14 paUerrts. 

The faollity letter also indicated four (4) of the six 
(6) user accounts belonged to the office of 
community physicians who held medical staff 

Event 10:490711 1122/2016 8:S2:11AM 
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privileges at the facility, one (1) of the user 
accounts was a volunteer research assistant in the 
facility's Anesthestology Cepartment and one (1) of 
the user accounts was a medtcal assistant 
employed· by the faclllty's outpatient office of the 
fadlity's medical group. 

On July 8, 2013, at 8:18 a.m., during an Interview. 
Employee A (corporate Integrity and privacy officer) 
stated the Inappropriate aqcess to the medical 
records Involved fourteen (14) patfents (Patient 1, 2J 
3, 4, 5, e. 7, 8, 9, 10, 11, 12, 13, and 14 ). 
Employee A stated that Patient 2, 3, 4, 51· 6, 7, 8, 9 
were relatives of Patient 1 and Patient 1 O was not 
related to Patient 1. 

On July 8, 2013, et 9 a.m. end 3:30 p.m., durfng an 
lnteNlew, Employee B (pn"vaca} manager) stated 
she ran reports of an accesa log as part of 
monitoring of access to the patient reeords. 
Employee B stated the physicians from the private 
offices could only access the patient erectrontc 
medlcel records to the 1WEBNS" system, a 
viewing system that is not a full bloWn electronic 
record, had various types of security system bu~ 
had no 0 8reak-ttt.Glasa" security. Empfoyee B 
stated that the fadltty had two types of electronic 
health records, the 1"NEBN811 system end the 
11CS Unk.11 The "CS Uni<." which had 
"Break..the-Glass" security, can be accessed 
offsite and none of the records that were accessed 
occurred with the 11CS Link" system. 

\Alhile vieWing the 'cOmputer screen for the System 

· 

The WebNS system was retired and 
replaced by CS-Link, With direct login to 
WebNS discontinued December 1, 2015. 
Any users needing to access historical data 
from WebNS must now view that 
information through CS-Link, with such 
access subject to the break-the-glass 
security fUnctionality in CS-Link. Ct>mpleted 
December 1, 2015. 

12/1/2015 

Event 10:490711 112212016 8:52:11AM 
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Access logs that were shown and expralned by 
Employee B on July 8, 2.013, and a revfew of the 
facility letter revealed the following: 

1. The factlity ·letter updated July 2. 2013, indicated 
User Account 3 belonged to Physician A, a 
community physician, who had a private practice 
office and had medical staff privileges at the facility. 
His user account waa used to search for Patient 1's 
record, including face sheets, a tlst of cnnlcal 

- ... reports, and the initial display screen which only.. 
llsted lab results. Phystclan A investigated the 
access and Identified his employee rn his private 
pracUce (to whom he provided his User ID and 
Password) who had stepped tmay from the 
computer to use the restroom without togging off 
the WebNS system. Another employee then used 
the logged-on· computer to access Patient 1's 
record. 

During a revfew o1 the e1ectronlc System Access 
Logs with Employee 8 on July 8, 2018, User 
Account 8 accessed Patient 1't record on June 18, 
201S at 11:03 a.m,, 11:04 a.m. and 11:07 a.m. that 
Included thO Face Sheet and Lab Results dated 
ftom March 19, 2013 to June 19. 2013. 

The WebNS AUdlt log Indicated "Cases and Face 
Sheetsu contained Information euch· as acccunt #, 
date of admission, discharge datSt admitting 
reason, admitting physician. The WebNS Audit 
lag Indicated the Lab Results dated from March 19, 
2013 to June 19, 2013, which contained llstlng of 
reports of some lab tests from March 2013. 

10 
PREftX 

TAG 

PROVIDER'S PLAN OF CORRecnoN 

(eACli CORRECTIVE ACnON SHOUl.D eeCROSS. 


REFERENCED TO TH! APPROPRIATE OEFICIENOY) 


1. Patignt 1, Phvsician Ar-Usar Acqount 3 
Physician A reported to Cedars-Sinai that 
the responsible individual's employment 
was suspended during the invt:lstigation and 
then terminated. Completed July 1, 2013 

Physician A reported to Cedars-Sinai that 
all staff in his private office completed 
additional privacy training. Completed June 
27, 2013. 

Cedars..Sinai suspended the physician's 
WebNS account during the Investigation. 
Under the terms of existing Medical Staff 
pollcles, an Ad Hoc Privacy Breach 
Investigative Committee was convened to 
review the actions of the three (3) 
physicians who shared passwords with their 
employees. The Committee directed that 
access to Cedars-Sinai patient information 
systems continue to be suspended until 
each of the physicians had completed, to 
the committee's satlsfaetion, HIPAA privacy 
training and had acknowledged their 
indlvlduel understanding of Cedars~Sinai 
strict policy prohibi1ion against sharing user 
a·ecount information. When the CommiHee 
was satisfied that the requirements had 
been met and approved reactivating the 
physician's access. the physician was 
requlFed to change his password. 
Completed June 27. 2013. 

(XB) 
COMPLETE 

DATE 

7/1/2013 

6/27/2013 

6/2712013 

Event ID,490711 1122/2016 8:52:11AM 

PaBe5of 1S 



FEB. 2. 2016 2: 2 9 PM C0RP. COMP LI AN CE NO. 3233 P. 10 
CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY 
DEPARTMENT OF PUBLIC HEALTH 

STA~MENTOF DEZFICIENCIES (X1) PROVIOERISUPPl..IMIC&.IA (X2) MULTIPLE CONSTRUCTION (1<3) DATE SURVEY 
AND PU\N OF CORREtl10N IDEN'l'IFICAllON NUMBER~ 

GSOG26 
A.BUILDING 
B.WNG 

COMPL&TeD 

04/0812014 

NAM&.OF PROVIDeR OR SUPPLIER 

C&DARS..&INAIMEDICALCENTER 
STRSST ADDRESS, ClTY, STATli. ZIP COD& 

8100 Beverty Blvd, WQSt Hollywood, CA 90041-1804 LOS ANGELES COUttTV 

(X4)lD 
PREFIX 

TAC 

SUMMAR'/ Sl'ATEMSNr CF CH:FtCJENCfEs. 
~O&FIC:IEN~'f MUST BE PRECHBDED BV FULL 
REGUJA'l'ORY OR LSC ID.ENTIFVING INFORMATION) 

re 
PREFIX 

TAG 

PROVIDER'S Pl.AN OF CORREC110N 
(SACH COMec11WACTION SHOULD ee CROSS. 

REFf:!RENCED TO THE APPROPRIATE DS=ICIENOV) 

C)(S) 
COMPLETE 

DATE 

During an Interview on July 8, 2013 at 10:10 a.m., 
Employee B stated Physician A (Account UGer 3) 
was nGt Involved wJth the care of Patient 1. 
Employee B stated Physician A gave hfs User 
ID/Passwcrd. to . his employee· and another 
employee accessed Patient 11s electrcnlc record. 

A review of the e-mall communication dated July 8, 
2013 al 3:26 p~m., Indicated Physician A's 
employee, who used tha phy$1clan's User Account 
3 to access Patient 1's medical record, was one of 
the physician's billers. The employee was 
terminated. 

In an interview with Employee A at 10:16 a.m., on 
July 8, 2013J he stated the facillty policy· was not to 
share User ID and Password wnh anyone. 

2. The faclllty fetter updated Jury 2, 2013 indicated 2. Patiagt 1. etavalclan B. User Account s 
User Account 8 belonged to the emplayee of 
Physician B, a community physician, who had a 
private practice office. and had medical staff 
privileges at the facirtty. The employee works as a 
blller end was granted access to the facility 

Physician B reported to Cedars-Sinai that 
the responsible individual's employment 
was suspended during the Investigation and 
then terminated. Ccmpleted July 2, 2013. 

7/212013 

ereotronic record viewing system at the request or 
Physician 8. Her User Account was used to 
search fer Patient 1 by name and accessed the 
lnlUal display screen only which ll&ted recent lab 
results and finks to clinical report within Patient 1's 
records. The ~rnployee was terminated. 

During a review of the System Access Log with 
Employee B on July 8, 2013, User Aecount s 
accessed Patient 1's record on June 18, 2013 at 
11 :49 a.m. and 11 :50 a.m. that Jncruded the Lab 

Cedars-Sinai suspended the WebNS 
account of the responsible individual during 
the Investigation, then after notice of the 
investigation findings noted in her account 
proflle that this account was never to be 
reactivated. Completed June 29, 2013. 

6/29/2013 

Event ID:490711 112212016 B:52:11AM 
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Results dated from March 19, 2013 to June 19, 

3. Patient 1. Phxslclan C, User Account§ 
The law firm engaged by Physician c to 

2013. 

3. The faclllty letter updated July 2, 2013, Indicated 
User Account ebelonged to an employea of 
Physician c. a community phvslclan, who had a 
private practice office and had medical staff 

ass\st him with addressing this matter 
reported to Cedars·Sinai that the 
employment of both Office Employee 1and 
Office Employee 2 was suspended during 
the Investigation and then tenninated. 
completed Jury 2, 2013. 

7/212013 

·-·­ -

priVileges at the facility. His User Account was 
used from a location off-campus to search for 
Pat1enl 1 by partial name. and then access Patient 
1's record. The portions of Patient 1•s record 
viewed 1nc!uded face sheets, lab reports medlcal 
reports, nursfng notes. and discharge eummary. 

· The law firm engaged by Physician C to 
assist him with addr~sing this matter 
reported to Cedats·Sinai that additional 
privacy and security training was provided 
to Physician C, his partner and the office 
staff. Completed July 15, 2013. 

7/15/2013 

The employee was terminated. 

During a review of the System Access Log with 
Emple>yeG B on July 8. 2013, User Account 8 
accessed Petrem 1'a record on June 18, 201s at 
2:20 p.m., 2:21 p.m., 2:28 p.m., 2:29 p.m.. 2:30 
p.m., 2:35 p.m,, and 3:05 p.m. 

Cedars-Sinai suspended the physician's 
WebNS accoun.t during the investigation. 
Under the tenns ofeXisting Medical Steff 
policies, an Ad Hoc Privacy Breach 
Investigative Committee was convened to 
review the actions of the three (3) 
physicians who shared passwords with their 

71212013 

During an interview on July 8, 2013 at 11 :00 a.m., 
Employee A stated that the employee of Physlclal'l 
C stated that she had accessed Patient 1•s record 
"out of curloalty.11 Employee B stated User 
Account 6 used Physician C's User account. 

employees. The Committee directed that 
access to Cedars-Sinai patient information 
systems continue to be s\Jspended until 
each of the physicians had completed, to 
the Committee's satisfaction, HIPAA privacy 
training and had acknowledged their 

4. The ·facll~y letter updated July 21 2013 lndlcated 
User Account 1belonged to a medical assistant in 
a facility's medic;al group. Her system acccunt was 
used to search Patient 1 by name and then access 
the Initial displa~ screen only liAtlng recent labs 
and linka ta cllnlcal reports within Patient 1's 
record. The medlcal assistants emplayment was 

individual understanding of Cedars-Sinai 
strict policy prohibition against sharing user 
aocount Information. When the Committee 
was satisfied that the requirements had 
been met and approved reactivating the 
physician's access. the physician was 
required to change his password. 
Completed July 2, 2013. 

Event ID:490711 112212016 8:S2:11AM 
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4. Patient 1. User Account 1 

terminated. 

During a review of the System Access Log with 
Employee B on July 8, 2013, User Account 1 
accessed Patient 1's record -on .June 19, 2013 at 

Cedars-Sfnai Medical Care Foundation 
suspended this employee (User Account 1) 
during the investigation and then tenninated 
her employment. Completed June 28, 2013. 

6/28/2013 

1:25 p.m. 

6. The facility letter tlpdated July 21 2013. Indicated 
User Account 2 belonged to a volunteer research 
assistant at the facility's department of 
anesthesiolo;v. His system account was used to 
search Patient 1by name. His User Account 

Cedars-Sinai suspended the WebNS 
accountof the responsible indMdual during 
the Investigation, then after the lnvegtigation 
was completed noted in her account profile 
that this account was abused and never to 
be reactivated. Completed July 1, 2013. 

7/112013 

accessed the initial display screen and the palient 
protlfe containing limited damcgraphlc Information. 
User Account 2wes Interviewed and admitted he 
accessed Patient 1's medlcal record . and 
~cknowledged that such access was inappropriate 
and unnecessary for his assigned duties. Hfs 
volunteer status waa terminated. 

!. patient 1. User Account 2 
Cedars-Sinai Medical Center Volunteer 
Services suspended the adivities of this 
student volunteer during the Investigation 
and then terminated his volunteer 
assignment. Completed June 28, 2013 

6/28/2013 

Durfng a review of the Syetem Access Log with 
Employee B on July 8, 2013. User Aeccunt 2 
accessed Patient 1's record on June 19, 2013 at 
4:29 p.m. and 4:30 p.m. · 

6. The facHity le~r updated July 2, 2013, lndroated 
User Account 4 belonged to Physician D, a 
community physician, Who had a private practice 
office and had medical staff privileges at the facility. 
His User Account was used to search for the 

Cedars~Sinai suspended the WebNS 
account of the responsible individual during 
the investigation, then after the investigation 
was completed noted in his account profile 
that this account was abused and never to 
be reactivated. The termination letter also 
Informed this volunteer that he will be 
permanently denied access to Cedars·Sinai 
information systems. Completed July 3, 
2013. 

7/3/2013 

record of Patient 1 by name and then access 
multiple documents and reports in the record of 
Patient 1. The facility's physician leadel'Ghlp 
contacted Physician D about the access. 
Physician D denied that he accessed Patient 1's 

s. patient 1. Phvsician D. User Accouru ~ 
The law firm engaged by Physician Dto 
assist him with addressing this matt~r 
reported to Cedars-Sinai that the 
ernploy~ent of the individual responsible 

7/9/2013 
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STATEMENT OF DeFICIENCIES (X1) PROVIDWWUPPl.IERICUA (Xa) MUI.TIPLE OONSTRUOTION ()(3) DAT& SUR'viY 
AND Pl.AN OP CCRRGCTION IDEHnACATfON NUMBER: 

OG0828 
A.8VlLOINO 

8.WNG 

COMPl.ETEO 
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NAMe OF PROVID~OR SUPPi.iE~ 
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8700 Beverlr Blvd, West Hollywood, CA 90048-1104 LOS ANGELES C9UNTV 

(X4)tD 
PREFOt 

T.Aa 

SUMMARY STATEMENT OP DSFICfENCletl 
~CH oet=fCENC'I MUSTSiPRECEEDED BY FULL 
REGULATORY OR LSC IDENrlFYINO INFORMA'nON) 

ID 
PREFIX 

TAG 

PROVIDER1SPLAN OF CORREC1'1¢N 
(.EACH CORRECTIVE ACTION SHOULO BE CROS8' 

REFERENCED TO THE APPROPRIATS mil=fCIENCY) 

(X6) 
COMPL&T& 

DATE 

record and stated that he would Investigate thfs 
activity. 

was suspended during the investigation and 
then terminated. Completed July 9, 2013. 

During . a review of the System Access Log with 
Employee B on July 8, 2013, User Account 4 
accessed Patient 1•s record on June 241 2013 at 
10:63 a.m.. 10:64 a.m.. 10:55 a.m., 10:58 a.m., 
10:67 a.m.. 10:68 a.m., and 10:59 a.m. User 
·Account 4 viewed listing of reports wrth links and 
lab · results and one of the three scanned 
clocUments (scanned consent form, &canned OR 
anesthesia record and scanned pathology 
submission farm .far placenta). User Account 4 
also viewed Patient summary Report, Unk Lines, 
Drains, Airways and Wound Aeseeament Report, 
and After Visit Summary. 

During an Interview on July 8, 2013 al 10:50 a.m., 
Empioyee A stated 1hat there was no updated 
lnfonnaUon from Physician O as to who used his 
acec>unt user to access the patrent's record. 
On July 9, 2013, the facility forwarded to 1he 
.Department by fax the Investigation and actions 

Cedars-Sinai suspended the physician's 
WebVS account during the investigation. 
Under the terms of existing Medical Staff 
policies, an Ad Hoc Privacy Breach 
Investigative Committee was convened to 
review the actions of the three (3) 
physicians who shared passwords with their 
employees. The Committee directed that 
access to Cedars-Sinai patient informati~n 
systems continue to be suspended until 
each of the physicians had completed. to 
the Committee's satisfaction, HIPAA privacy 
training and had acknowledged their 
individual understanding of Cedars-Sinai 
strict policy prohibition against sharing user 
account information. When the Committee 
was satisfied that the requirements had 
been met and approved reactivating the 
physician's access, the physician was· 
required to change his password. 
Completed July 19, 2013• 

7/1912013 

taken by Physician o. A review of the document 
dated July 9, 201 s, revealed Physician D disclosed 
hi& ·logtn ~nd password to his medlcal assfstant to 
manage his cases. The medlcal assistant reviewed 
records that he was not authori%ed to view. The 
medical assistant was terminated. 

7. The fecllitv letter updated July 2, 2013, lndloated 
User Account s belonged to Physician O who had 
med!cal staff privileges at the facillty. After 
accessing Patient 1'e record, the System Access 
Jogs showed that hi& Ueer Account was u&ed to 

7. Patients 2-14. Physician c. User 
Accoynt 6 
The law flrm engaged by Physician c to 
assist him with addressing this matter 
reported to Cedars-Sinai that the 
employment of both Office Employee 1 and 
Office EmpJcyee 2 was suspended during 
the investigation and then tenninated. 
CompleteEI July 2, 2013 

712/2013 

Evant 10:490711 112212016 8;62:11AM 
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STATEMENT OF DEFICIENC[ES 
Nm PLAN OF CORR&:C110N 

(X1) PROVIDERIBUPPUE;RfCUA 
IDEN'TIFICATION NUMBE~: 

0506!8 

(><2) MULTIPLE CONSTRUCTION 

A. BUILDING 
8.VV!Na 

0<81 DATE SURVCV 
COMPLeTliD 

0410~2D14 

NAME OF PROVIOl!A OR &UFPIJ&R 

CEDARS.SINAI MEDICAL CENTER 
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(X4)10 
PREFIX 

TAG 

SUMMARY STATS..ENT OF DEFIOISNCIES 
(SAOH DSFIClENCY MUST BE PREca:DeO BY FULL 
RSGU1ATORY OR LSC lbENTIFVfNG INFO'RMATlCN) 

10 
PlmFDC 

TAG 

PROVIDER.'$ PLAN OP CORRECTION 
(BACH COM!C'tM5 ACTION SHOlA.D BECROSS· 
AEF~RENCED TO THE APPROPRIATE OEFIClENCV) 

(XS) 
COMPLEl'E 

DATE. 

search and access the medlcaJ records of Patient 2 
through Patiant 9, the other family members of 
Patient 1. The facility letter also Indicated User 
Account 6 had several unsuccessful searches for 
the names of other patients and. had successful 
access to ona additional patient, Patient 10. There 
were mulUple portions Of the patients' medtcal 
records aoces&ed. lncfudlng face sheets contafnlng 
scclal security numbers. For Patient 11 thtoUQh 
Patient 14, the records were accessed of patients 
With names stmllar to those· of the patients fer 
whom searches were made. According to the 
facUlty letter, Physician c•s law firm staff had 
conducted Interviews with the two office empfoyeea 
of Physician C. Office Employee 1 stated that she 
used ·the User ID and Passwo"-' of Physician C to 
access lhe medical records of Patient 2 thraugh 
Patient e. Patient 10, 11, 12, 13 and 14. However, 
Office Employee 2 had denied 1hat she was 
rnvoJved in the breaches of the records. Both 
employees were tennlnated. 

The law firm engaged by Physician C to 
assist him with addressing this matter 
reported to Cedars-Sinai that additional 
privacy and security training was provided 
to Physician c. hJs partner and the two new 
employees who replaced Office ~mployee 1 
and Office Employee 2. Completed July 15, 
2013. 

Cedars-Sinai suspended the physician's 
WebNS account during the Investigation. 
Under the terms of existiAg Medical Staff 
policies, an Ad Hoc Privacy· Breach 
Investigative Committee was convened to 
review the actions of the three (3) 
physicians who shared passwords with their 
employees. The.Committee directed that 
access to Cedars-Sinai patient infonnation 
systems continue to be suspended untll 
each of the physicians had complet$d, to 
the Committee's satisfaction, HIPAA privacy 
training and had acknowledged their 
individual understanding of Cedars..Sinai 

7/15/2013 

71212013 

A review of the System Access Legs with 
Employee B on July 8. 2013, disclosed User 
Account 8accessed, without authorization, the 
following electronlo medlcsl records of 1spatients: 

User Account 8 accessed the electronic rriedic;al 
records of Patient 2 through Patient 14, between 
2:23 p.m. and 3:33 p.m.• on June 18, 2013. 

a. For Patient 2, User Account 6 accessed listing 
of reporta with links and fab results. report Inventory 
screen with llnka to secUons of the records such as 

strict policy prohibition against sharing user 
account information. When the Committee 
was satisfied that the requirements had 
been met and approved reactivating the 
physician's access, the physician was 
required to change his password. 
Completed July 2, 2013. 

Evant 10:490711 1/2212016 8:S2:11AM 
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()(4) ID 
PR&fl)( 

TAG 

SUMMARY STATEMENT OF DSFICIENCfES 
(GACH OSFlOl&NOY' MUST 8S PRECeEDEP BY FULL 
REGULATORY' OR LSC !CENTIFYING INFORMA110N) 

ID 
PREFIX 

TAG 

PAOVIDER'&PLANOFCORREOTION 
(SAOtl COMECTM1 ACnoN SHOULD SE CltCSS. 

RSFERENCED TO THE APPROPRIATEI OliFIOlliNCY) 

(X&) 
COMPLETE 

DATE 

• 

patient profile, progress notes, and medfcetlon 
Usts. User Account 8 expanded the search to 
Maroh 9. 1995 to June 19, 2013, with listing of 
reports wJth lab resurts for the time frame of 2011 
and 2012. User Account 8 acc;eseed Patient ts 
Face Sheets from 1979 to 2012. User Account e 
accessed the patient's Face Sheets for June 27, 
1984, Odober 21, 1980 and November 3. 1995. 
According to the WebVS Audit log, Face Sheets 
included acceunt number, case type, admit date, 
discharge date. admit reason and admitting 
physician. 

b. For Patient 11, User Account 6 dicked on 
npatlent Select'1 and the user selected Patient· 11 
as the last name was simllar ·to·· ~Paue·nf 1.· ··user 
Account 6 went to the lab results. However, there 
was no data dJ5played. 

c. Fer Patient s, User Account 6 searched for 
Patient 2'G rest name and selected Patient S. User 
Account eserected the lab results frcm June 19, 
1996 to June 19, 2013 and there was no lab 
results. User Account 6viewed Patient 3's Face 
Sheet which was a newborn admtasion in 1995. 

d. For PaUent 4, User Account 6 searched for 
Patient 2's rest name and selected Patient 4. User 
Account 6 accessed Patient 4'& record and viewed 
the in1lial screen report. User Account aaccessed 
the traneorlbed reports which included a 
Neurosurgical Letter dated July 1, 2G04, and a 
Oonsultetlon Report dated June 22, 2004. User 
Account efurther accessed the timeline view which 
dlsptayed llnks to lab results. User Account e 

~· · 

event ID:490711 112212016 8:52:11AM 
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A.INILO!t-ltt 

B.WNG 

COMPLETeO 
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HA\4& OF PRCVIOER OR SUPPUER 
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STRSBT ADDRESS, CITY. STATE. 21P cooe 
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~)ID 
PR!AX 

TAGI 

SUMP.tARV STATGMINT CF DEFICIENCIES 
caACH DEFICIENCY MUST BS PRECeECS> SV FUU. 
REGULATORY CR LSC lDEt-n'IFVING INFORMATION) 

ID 
PRSFl>C 

TAG 

- PROVIDER'S PLAN OF CORR!ii~TION 
(EACH CORRECTIVE ACTfO~ SHOULD BE CROSS. 

RfffRS.lceD TO Tl1E APPROPRIATE DSFICIENCY) 

(>CS) 
COMP&.eTE 

DATE 

viewed Patient 4's Jab test results for 2004. User 
Account 6 viewed the Face Sheett for June 21, 
2004, Deoernber 14, 1997, and August 10. 1997, 
that included an Inpatient Face Sheet end 
Outpatient Imaging Face Sheet. User Account 6 
viewed an inpatient Ward Medication Ust for June 
23, 2004 and selected Inpatient encounter. 

e. For Patient 5, User Account asearched for 
Patient 1's last name and .accessed Patient S's 
record. User Account 6 viewed transcribed reports 
which included a Preoperative Hi$lory· and Physical 
for a surgical prooedure In December 2008 and 
Operattve Report for a surgical procedure, dated 
December 18, 2008. Ueer Account 6 \llewed 
·eentricitY ·report· (Preoperative History and 
Physlcal) deted December 12, 2008 and then 
aooessed the two lab results for 201 o. 

f, For Patient 8, Ueer Acccunt 8 conducted the 
patient search using a string of fetters from Patient 
1's last name four limes and Patient 1's full last 
nam~ twice. and then searched for Patient S's last 
name. User Account 6 accessed Patient 61s 
Neona1al Screen dated Cecember 16, 2009 and 
Face Sheet Cast Uet for the admission on 
December 14, 2009. 

g. User Account 6 selected Patient 7 aFJd 
accessed the patient's Discharge Summary with 
the name1 medical record number and admission 
date for July 81 2012. 

h. User Account 6 &uccessfully accessed Patient 
S's name using an alias. User Acoount 6viewed 

Event 10:490111 112212018 8:52:11AM 
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OC4J ID 
PRSfDC 

TAG 

SUMMARY STATEMSHr OF DEFICIENCIES 
(EAC>t DEFICIENCY MUST BE PRECEas> BYFULL 
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IP 
PRSFUC 

TAG 
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(eACH CORR!CTl"i ACnoN SHOULD l!E CROSS. 

REFERENC!aD TO THI: APPROPRIATE DEFJOIENCY) 

(X5) 
COMPLBT& 

DATe 

the initial report screen which contained the 
patient's lab test results for Jtity 8 end 9, 2012. 
User Account Sclicked report inventory screen and 
viewed the patient's History and Physlcel dated 
Jury 8, 2012 and viewed the Emergency 
Department Patient Encounter summary Report for 
July 8, 2012 admission. User Account 8 also 
viewed .the Face Sheet and Case Ust for the 
lnpaUent encounters of Pallant 6and Patient 7, 
dated December 2009 and July 2012. 

I. User Acccunt Baccessed Patient 9's Initial 
report screen which showed Emergency 
Department Report dated January 22, 2009. 

J. Uier Account 6conducted mulllple patient 
searches on June 18, 2013 from 3:09 p.m. to 3:12 
p.m. 

k. User Account econducted patient searches 
using the first three letters Cf the first name and rast 
name of Patient 14. User Account aaccassed the 
report inventory screen with links to sections of the 
record and accessed the Face Sheet for an 
emergency department enceunter on May 11, 
1Q90. 

I. User Accaunt econducted multiple patient 
searches 0n June 18, 2013 from 3:14 p.m. to 3:21 
p.m. 

m. User Account s sear4hed Patient 12 by the first 
two ratters of the first name and the last name. 
User Account 6 acceased the report inventary 
screen and accessed the Face Sheet Case List for 

Event ID:4S0711 112212016 8;52:11AM 
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STATEMENT OF DEFICIENCIES (X1)PRO\llOERIS\JPPLIERICUA (X2) MUL.TIPt£CONSTRUCTION CXS) DATE: SURVSY 
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OS0825 
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OC•) ID • 
PR&FIX 

TAG 

SUMMAAY STATEMENI' OF DEFICIENCIES 
(EACH DEFICIENOV MUBT BE PRECE!O&D BV FU1.L 
R&GULATORV OR LSC IDENTIFYING INFORMATION) 

rD 
. PRSFIK 

TAG 

PROVIDER'S PLAN OF CORRECTION 
(EACH CORRECTIVQ ACTfON SHOULO BE CROSS.. 
REFERENCED TO Tl-le.APPROPRIATE DEFICll!NC't') 

(XS) 
COMPLETI: 

OATS 

an emergency department visit on Auguat 21, 2004. 

n. User Account asearched Patient 13 by the first 
letter of the firat name and the tast name. 
According to the WebVS Audit .fog dated July 15, 
201s. User Account s accessed a listing of reports 
with link& and lab results from· the sefected time 
frame of March 5, 2013 to June 19. 2013. 

o. User Account 6 searched Patient 1 O by her la&t 
name and accessed a listing of report& and lab 
results with links to two reports associated with the 
outpatient eRcounters on December 22, 201 Oand 
August 23, 201 O. User Account 6 accessed the 
outpatient consult dated August 23, 2010 and a 
follow-up note dated December 22, 2010, Imaging 
report dated August 23, 2010, and Face Street 
case Usts for three outpatient encounters. 

Other Cedars-SI nai Corrective Actionsi 
Under the leadership of the Chief of Staff, 
multiple high level discussions have taken 
place to date, including at the Medical 
Executive Committee, Chief Of Staff 
Advisory Committee and Health Information 
Committee. All members of the medical 
staff were sent a letter reinforcing our 
current policy. An educational campaign 
was initiated using screen savers and Pulse 
articles (Medical Staff newsletter). 
Completed July 19, 2013. 

The Chief of Staff, Chief Medical Officer and 
Chief Privacy Officer reviewed and updated 
existing Medical Staff policies related to 
privacy breaches. The new Medical Staff · 
Privacy & Confidentiality Policy went into 
effect January 27, 2014. 

7/19/2013 

1/27/2014 

According to Emplovee B on July e. 2013 at 12:30 
p.m., User Account 6's aooess to the elec.tronlc 
medical records or Patient 2through Paflent 9, 
Patient 10, 11, 12, 13 and 14 took one hour and 
thirteen minutes. 

A review of the factDty Medical Staff Rules and 
Regulations dated April 22, 2013, stipulated the 
Medical Staff Is to respect and maintain the 

On July 16, 2013, Cedars-Sinai President 
and CEO commissioned, with the 
endorsement of the President•s Executive 
Advisory Committee, a Privacy Breach 
Work Group co-chaired by the Senior Vice 
President, Enterprise Information Services 
(and CIO) and the Vice President, 
Corporate Integrity Program (and Chief 
Privacy Officer). The Work Group Is 

Ongoing 

conftdent1allty of all 11 Proteoted Health lnformauon" 
which Inch.Ides any electronic or paper-based 
protected health lnfonnation with respect to all 
Medical Center patients. 

A review of the faatlity lnfotmaflon Security 
Handbook revised July 23, 2009, lndloated do not 

responsible for reviewing systems, 
practices, and pollcles for the purpose of 
identifying and implemen~ng enhancements 
to current protective measures for 
confidential patient records. Ongoing. 

Event 10:490711 1122/2016 8:62:11AM 
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ANC PLAN OF CORRECTION IOeNTIJ:ICATION NUMBER: COMPLETED 

A.BUILDING 
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~SOF PROVHlSR OR SUPPUER STAEerAcii>RESS. CITY, STATE. ZIP cooe 

CEDARS.SINAI MEDICAL CENTER 18700 Bovorf¥ Blvd. We.t Hollywood. CA 90048-1804 LOS ANGELES COUNTY 

-0<4) ID SUMMARY S'rATEMeNT OF DEFICTSNCIES ID PROVIDER'S PLAN OF CORReCTION 
PReflX (f:ACH DePJCISNCV MUST BE PRECEEDED ev FULL PREFIX (&AOl't COMECTM! AC.TION SHOLll.D BE CROSS. 

TAG REGULATORY OR LSO IDENTIFYINGINFORMATION) TAG REfl!RENCED TO TH& APPROPRIATS Di!l=SOISNC't') 

The Cedars-Sinai Corporate Integrity 
Program requires employees and facultyshare User ID and/or password to ensure the · 
to complete annual compliance trainingprotedion of faclllty information from unauthorized 
that includes privacy and security topicsacce&S, dlsolosure or destruction. 
such as appropriate access to medlcal 

. . . . . . . information and password sharing.A review of the facility polfcy and .procedure on­
Ongoing.Confidentlalfty of Patient. Business and Empleyee 

Information dated August 25, 2011, disclosed 
Monitoring Process: proper authorization is deflned as written patient or 
Cedars-Sinai Chief Privacy Officer, alongpatient representative authorizaticn. Use or 
with the Cedars..Sinai Medlcal Centerdisclosure of confidential business lnformatlon haa 
Health Information Director, oversees the a 11need to know" or 11neec.t to dlscJose" the 
ongoing monitoring of access withininformation to complete their job duties. Na 
Cedars-Sinai's electronic medlcal recordsconfidential Information may be used er discfesed 
systems, including review of break..the-without having the proper authorization to do so, 
glass events. Ongoing.Unauthorited access to ccnfidentlaJ Information is a 

... ·­ vJofatlon of this policy. The· facility personnel ·are· 
Cedars-Sinai Chief Privacy Officer reportsresponsible far etectronlc confidential Information 
at least biannually to the Corporateaccessed wllh their pasGWOrd. 
Integrity Committee on the controls. 
processes, and/or resources In place toBased an the flndlngs, the facility faUed to prevent 
monitor end mitigate the risks associated

unauthcriZed access of medical information of 14 with privacy breaches. Asummary of
patients without authorfiatlons. In vrolation of privacy investigatJons as well as breaches
Healfh and Safety Code Section 1280.15(a). reported under applicable laws and 

regulations is submitted to the committee. 
Ongoing. 

Cedars-Sinai Corporate Integrity Manager 
reports at least annually to the Integrity 
Competencies and Training 
Subcommittee on Corporate Integrity 
Program required training efforts and 
completion. Ongoing, 

Person Responsible: 
Chief Privacy Officer 

()(5) 
COMPL&TC 

DATS 

Ongoing 

Ongoing 

Ongoing 

Ongoing 

Evant ID:490711 112212018 8:52:11AM 
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A.QUILDIN$ 
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NAM8 OP PROVIDER OR SUPPl.IER S'MEET'ADDRESS, CITY. STATS. ZIP 00'1& 
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... .. 

'iD . ()(6) 
(E!AC>f D!flCIENCY MUST BE; PREOEEOSO BY PULL 

PRO'V1DER1SPl.AN OF COMSCTIONSUMMARV STAT&MgNT OP CEiFICfENCJS 
COMPLETE 

REGULATORY cm LSC IDENTIFYING INFORMATION) 
PRE;FIX (EACH co~~tlVE ACTION 5HOULD eli CROSS­

DATSREPERSNCED TO THR APPROPRIATE oeFIClSNCY)TAG 

Cedars-Sinai Medical Center Is submitting 
of' Public Health during a complaint/breach event. 
The foJlowlng reflects the findings of the Department. 

this plan of correction as req~ired by state 
visit: and federal law. In submitting this plan of 

correction. Cedars-Sinai Medicar Center is 
Complaint ln1ake Number: not admitting to the acc4raey or validity of 

any of the allegations in the statement of .. . CAQ0360373 •.Substantiated 
deficiencies. Cedars-Sinai Medical Center 
resetves the right to dispute any allegationsRepresenting the Department of Public Hearth: 

Surveyor ID# 19582~ HFE I made by the California Department of 
Publlc Health. 

The Inspection was limited to the specific facirrty 
The incident was reviewed and a corrective . event investigated and does not represent the 
action plan was established.findings of a fUJI Inspection of the facility. 

HeaHh and Safety Cede Section 1280.15(a) A 
clinlo. health facllity, home health agency, or 
hospice llcensed· pursuant to Section 1204, 1260, 
1725, or 1745 shall prevent unlawful or 
unauthorized access to, and use or disclosure or. 
patients' medtcal information, as defined in 
subdivision (g) of Seotlon 56.05 of the CIVll Code 
and consistent with Sectfon 1S0203. The 
d~enl, after Investigation. may assess an 
sdmJnlstrative penalty for a violation of 1hls seetion 
cf up to twenty•ffve thousand dcHars .($25,000) per 
patient whose medlcaJ Information was unlawfully 
or without authorization accessed, uaed, or 
disclosed, ·and up to· seventeen thousand five 
hundred dollara ($17,500) per subseQuent 
occurrence · cf unlaWfuf or unauthorized aecess, 
use. or disclosure of that patients' medJcal 
fnforrnatfan. 

1280.15(8) Health 6 Safety Code 1280 

(a) A clinic,· health facility, home health agency, or 

Event ID.:490711 112212016 8:o2:11AM 

By signing thl! document. Iarn acknowledging receipt Of the entrre dtetrcn packet,. &aacal 1 tnro t§ 

Any deficiency statemenl ending with an asterisk (•) denotes a daficlency which the rnstuuuon rnay be excuseo rrom correcting prevfdlns It ts determined 
thal alher safeguerda proVide SUffiOlent protection to lhe patients. Ex®pt fer nursing homes. the find"'u1as above ere d(scloaabte 90 days followlng the date 
Qf survey whether or not aplan orcorrection Is provtded. For nuraing homesi the above findings and plans o1 cc~otfQn are dlscJosable 14 da)'s fonowfng 
Iha qate 1heaedocuments are macfe avai1abJe laths fadli(y, Jf deficleneies are oll~d. an eppro\lett plan of ccrreclfon Is rsqulsits to continued ~roaram 
partlcfpeUon. 
State-2667 . Pega1 ofiS 




