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Eood Initial Comments 

rhe foIlowlng raflects the findings of the 
Department 01 Public HeaIlh during an 
Investigation of an EntIty Reported Event 

Entity Reported Ineldent Number: CA00230483, 

Representing the Department of Public Healtn: 

 HFEN. 

The Inspection was·limrtad to the specific adverse 
event investigated and dOeli not represent the 
findings of a full inspection of the fa~tllty, 

Health and Safety Code SeolJon 1260,15(a) 

A clinic, health facJI1ty, home health agency, or 

hoaplce licensed pul'luant to section 1204, 

1250, 1726, or 1745 lhall prevent unlawful or 

unauthorized access to, and use 0( drlcrOflure of, 

pellents' medical Information, as definlKlln 


f subdiVision (g) of Section 5S.05 of the Cfvll Code 
and conslelant with section 130203, The 
department, after Investigation, may asse!lS an 
admlnlltrallve !)eMily for • violation of this 
section of up to twenty-five thousand dollars 
($25,000) per patient whose medIcal Information 
wae unlawfully or without authortzation 8cce&&8d, 
uHd, or dl!.closed, snd up to seventeen .' 
thousand ftva hundred dollars (S17,500) per 
8Ubsequent OCCUrrence Of unlaWful or 
unauthorized accesS, U!e, or disclosure of that 
patients' medical InfOrmation. 

E11' T22 DIVS CH1 ART7-7D7D7(b)(B) Patlenta' 
Rightl 

(b) A list of lhMe paijents' rights .hall be posted
lin both Spanish and EnQlish In appropriate place. 

I'ROVIDER'$ PIAH OF COAAECTION 
?REFIX (EACH CORR!CTlVE ACOON 9liOUUl B! 

TAO CRO!S-"&FERfNCEO TO THE APPROP"IATE 
D!FICIIiNCY)I 
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within the hospital so that such rights may be 
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E000 Initial Comment! E 000 ! 
I 

, The following re1IectII the findings of the 

Department of Public H_1Ih during an 
 I 
InvestigatJon of an EntIty Reported Event 

Entity Reported Incident Number. CA00230483_ ! 

Representing tile Department of Public Heslth: 

 HFEN_ 

The Inspectlon was lImited \0 the specific adverse 
, event Inveetl~ and doea not represent the 
flndlngs ora fuU Inspection of the faclrJty. 

Health and Safely Code SectIon 1280.15(a) 
A clinic, health r.cllity, home health agency, or 
hospice licensed pursuant \0 Sectfon 1204, 
1~O. 1725, or 1745 $all prevent unlawful or 
unauthorized iIQOe$S to, and use or disclosure of, 
patlantJ' medk:al Informetlon, 88 deflned In 
aubdMslon (g) of Sedlon 58.05 of the Civil Code 
and consistent wtth s8ctIon 130203. The 
department. after Inv8ll1lgatlon, may assess an 
admlnl81l'a11ve penalty for a violation of this 
sectlon of up to twenty-five thousand doIlara 
($25,000) per patient w~medical Information 
waa unlawfully or without authorization accessed, 
used, or discloSed. and up to seventeen 
thousand frve hundred dollal'B ($17,500) per 
subsequent occurrence of unlawful or 
unauthorized access, use, or disclosure 'of that 
patients' medlcalln(onnatlon. 

E1953 1"22 DIV5 CH1 ART7-70707(b)(8) P2Itlentll' E1953 
Rights ' 

(b) A list of these patients' rights shall be posted 
In both Spanish and English In appropriate places 
within the hospital so that such rights may be 
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read by palleata. This lilt shalllnc(ude but not be I 
Omlted Ie the petIenta' rlihts to: . 

! 
(8) Conftde-rtII( trea1ment of al( communications 
and reeordl perUllnlng to /he care and the stay In 
the hospital. Written peonIssiOn snail be obtained 
before the medlcall'eCOl"dS can be made 
avaflable to anyone not directly concerned wfth 
the care. 

This Statute Ie not met .. avldenced by: 
Based on intervIrN and re<XIrd review, the fac~1ty 
failed to malntaIn confIdentlal treatment of I 
peIWONIl J"ICOrdi for 102 patients, A faClllty 5ta1'f 
member accessed 102 patients' personll 
Infonnatlon of which contained demographic I 
dm, social security numberl, Ind INiurance ! 
poUoy numbers. The faclflty'l ald'member UJed .. 
her authorlZ8d accea of the facility's patient i 
Information systema In .rI unauthortzed manner. 
whe reby the a1IIff member aoIdlhG patients' 
confidential Information to an Indfv1dual not 
aeeocJat.d with 1I1e facility. 

Flndlngs: 

On June 4. . an unannounced vlsltWllS 
made to the facJllty Ie Invntlgalil a breach of 
patients' confIdential Informlllfon. j 
The Dapartmant received Ii letter from the fae/1l1y 
dated May 26,  which Indicated the facUltY : 
may have detected the unauthorIZed cliaclOlurii ofi 
medical Information for 102 pallents. According i 
to tho letter. the police depllrtment discovered I 
patront "faCII ahMla .rid other medical 
information that contained the demographic, i 
financial. and some diagnostic InformatIon of . ! 

DmCIIHCY) 

CaliforrU:. HO!ipiL'll ~[edical CenlC! (c!-l~JC) 


respecls our p~tients' privacy rights :lnd 

provides confidential rre:llmea[ ofan 

communications 1lDd records pertaining to 


their care and stay in the hospiral 


On ;'.lay 20, 2010, when notified of the 

.tAeft of palicnt protectrd healthcue 

mfonnation from the f.1cility; CH;\[C 5/22/2010 
employees immediately ""eat [0 the police 
sration to retrieve and analyze srolen 

do=ts. Document,; were brought back 
10 the facility ~nd 2Udit log.< wac run to 

identify the indn-ldual involved in the theft. 
.\n:Uysis of the documalrs showed that all 
belonged to ;\lcdic::>.re reopients. The"" 
documents were allegcd~' .aid to an entity 

that had no bwiness <kalings of other 

relationship \";!h CH}"IC. Within 24 houn 
, suspect individu.'ll \\ .... identi6td IlOd 
immcdiately suspended from cmplo)ment 

to pootcct [he privacy rights of other 

pntiCllts, .\ll electronic ~cccss to computer 
systems foe tlUs indn-iJu:tl was removed. 
'j1lC c:cime was reported 10 both St:ttc and 

Feder.U low enforcement and n:gWalory 
agencies. Documentruy C\'idencc WIIS 6/20/2010 
handed O\'cr to the Feder.U Du=u of 
In\'~tigations, 

STA~FORM TN-4Jl1 -
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51953 Continued From page 2 ; E1~ 

approximately 102 patients" In IlIluaped'1 ! Concurrendy, an .udit review of privacy
vehicle. The letter dlsQosed that S1Irtr A admitted i ~cccss Wa. comple!ed for all employee. in 6/20/2010 
to IICX:8nlng and seIIlng the Infomlatton !c iln . m., Access Care Deparoncnt (. -\dmining) by
unknown In<IivlduaL : 

the departmcn! Director and ;\Ianag<'t. 

illdividu.-u int~vs we", conduc!ed and On June 4.2010 at 12:10 p.m., during an I 
Interview. Sta1T 8 atated the police department ! p2tienr priv.cy rights .Iong with .pplic~ble 

la,vs WCl<: ",,';,,\\1«1. 

tha patlenla' recorda weru found In a SU!pect'1 

vehicle. Accordl~ to stafI B, an audit of the : 


contacted the facIlItY and notHled the facility lIlat i 

PaDents whose privacy rights were 
compiMr ty1Itema WIllI c:onduemd by 1M r.ciIlty , compro~d by me acts of this individual

7' and the audit mealed tnat ofltle 102 bllheet3! wen: notiliro \ia mail. 'E~ch patient was 7/10/2010
r.oovared, SIm!' Nt name was on the compu1er : 

.fforded the .ish! to cmfit moniroringaccess log for each of the docum.ms. ! 
services for a period of one year. In 

On June <1, 2010, a I'I!IIIeW ofilia patients' rae. /! .ddition, on June 14'" 2010 CHMC decided 

sheets, confllC8led by the police department. : I to Wee • pr«autiOnary SICP IUld ootifu:d an 

dbcJosed 100 face ahM!a 1hat contained .dditional351 McdicaR: nxipicnt 
OOlTfldenUallnformatIon 1hat 1ncIuded I paOenIS whose fill."! wen: acce.sed by the 
demcgruphlc ln1crrnatlon, Insurance policy , suspect individU21 during the course of 
numbel'll, and social seeutIty number'll. However, I noanal duties. These .ddition.'Il patients
a rwvf_ of a breach$(! record pl!!lttnt l/at 

were :rlso given credit c:ud monilDring provided by Staff B, ind1cated • !ct.1 of 102 I 
services.patients' records were found In the trunk of the I 

suspect's vehicle. I CHMC revised "'wring privacy auditing 
policies to include audits of:ill electronic 7/10/2010 

A review of the facility's breached record patient i ')'Slems for porcntioll privacy brc:tchcs , (finalized) 
list. disclosed the Nrllest service date for the I on a monthly basis. 'Ibc:sc are compkted 
patlent'l fIa sheet was 2005, and by Direcror·level uscn .nd submitted toi
the earflest print date was AUgust 25, 2009. the Facility Pm'X}' Officer ",tlOIHoweWI', 00 June 4. 2010 at 1 :15 p.m., Staff B 

m.-.intains responsibility for !hi> process.
staled the faCility was unabll !c determine the 

;\ny .nd all privacy b,,,,,chcs evident inuser print dates bec:aUN thl sy.lem did not 
these audits :tre immedbtcly investigated create a print 101ii. 
and dealt ",ith ;u indiC1tcd in policy..-\11 

A review of an O1'I'er of EmplOyment Indicated CI-D.IC staffparticipate in qll:lncrly 
Staff A began a position in the 1'BcI1lty'1 Acceu departrnenml privacy audits through 
Car. department on approximately  intcn';<w and ir=vice. l1lCl1C 'reports 
2003. are sent to the F:lcilil)' Pri...acy Officer 

who rruinL'Iin. o\·c.c;ight of this ~mccss. 
l.IanJjng aM ""mncatlOn DMslon -
STAlE FORM 
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During In Intarvlew conducted on June 4. 2010 at 
12:14 p.m., stan' C, the dl/'llClDr of IOCeSS care, 
atnId stan' Awas amplo)'ed • I patient acx:ount 
representative wt1Ic:t! gf'llllWd SI8tf Aaccess to 
the computer sya1IIma 1tIIt contained the patlentll' 

I E1963 

The S\lsp<:ct employtt remained on 

Suspension until ftnailemUn.,tWn 

following !he completion of the 
investigation. 

, 

08/11/2010 

Information. Accordlng to StIrII' C, Staff A't. 
access to the computlr systems was gl'Mted for 
her to periorm her job duties. I 

A review of an Annual S8fe1y and Regulatory 
Update Centtate dllted September 19, 2007, 
iQ,!1tart.d S1IlfI' A had successfuDy !)lINd a 
heaJth Insurance portability lind IICCOUntabfllty act 
(HIPAA; rules th8t proIect II patlent's Individual 
fdentIftabIe heallh 1nformaIIon) I7aInlng CO\I~ An 
AcMawIedgement Form to Comply with [!tie 
facility's! Netwottc Ua.ge PoIIay, signed by swrA 
on September g, 2008, Indlcalad Std A would 
comply with thl polICy which stlpula!l!!d tne 
prohibition of accessing andtor dlscJol/ng . 
paHent'l con1ldentlaJ Informatlon. 

A !"Ivlow of Staff A's written ataament dated May 
21,2010, Ind/eatld the p.perwol'k (patients' f8ee 
sheets) shown to herw. printed by her (Staff A). 
According to the wnu.n statement. Staff A prinlwd 
the patient's face sheet and sold them to an 
IndividUal not a8lOClCed with the facility for 1Iv. 
(S) dollanl per face sheet. 

On July 29, 2010 at 3:10 p.m., during an 
Interview, Starr 0 stated all 102 patfent face 
sheet& that were found In the suspect's vehicle 
were acoesse<I and sold by Staff A 

AOCOrding to • Nollce of Termination letter, SIBff 
A was termInated rrom employment on May 27, 
2010. Tho letter Indicated 8m'f A provided a 
"statement of adm~1on that [she! stole and sold 
hospital property that Included pallent protected 

~l;md..red annual emplo)'~ updales 

include a review ofpatienr privacy ,;ghlS 

.nd a review :md signage of !he 
Netwotk User Policy. nus is ovcrsec:n 

annually by thc.Director of I-lwnan 
Rc:50UlCCS 

....nnuall)' 

licensing and C.~n 
STATE FORM .... Tl'UJl , 

DIv~lOn 
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hea/ltllnformatlon.· SIa1I' A violated the facillty'l 
bc'8aCIl of confidence standard t1t the relEl8Stl of 
·conftdentlal, propr1etaty. Of harmfullnfcrmatlon , 
concerning the [facUlty's] patlenlllle unauthorized 
person•. " S1aff A was tennlnated for "ths theft of 
[fac:lllty] property and Ylolatlona of Federal and 
State laws regardIng patient privacy protection.· 

A review of the facIDty's policy and proceclure " 
titled. "Network User Policy" dated April 13. 2009, 
5t1pulated the facUlty's employee$ ~ to protect I 
patienlB' health Information. The pofi:y Indicated 
employee'. were prohibited from dIacIoalng 
confldentiallnformation that was not wtthin the 
scope of the employees du!fes and I 
rl'Sponslbllltles. ' 

Staff A's violatIOn of the facility's Network User 
Policy by accesarnll and uslng patient information 
In an unauthortzed manner, where by the 
patients' protectad heal1h Information was BOld to 
an individual not associatsd to the faciDty, Jed Ie 
the breach of 102 pallents' protected hea"" 

. information end a violation of Health and Safety 
Code SectIon 1280.15(a). 
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