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EDD Initial Comments · 

Toe foJlowlng rellects the findings of the 
Department of.Publlc Health during an 
Investigation of an Entity Reported Event 

Entity Reportod Incident Number. CAOD228561. . . . 
RepresenUng the Department of Publlc Mealth: 

·SurveY.or10#2.7611, HFEN. 

The Inspection was. l!mlted to the sp~cific adw~e . 
event Investigated.and does nor represent the · 
findings of a full Inspection.of the feclllty. 

Health and Safety Code Section 12°B0.15(a) · 
A clinic, he-11th facility, horrie health agency, or 
hospice licensed, pursuanuo·section 1204; 
1250, 1.725,- or 1745 shell prevent unlawful or 
unauthorized access 10, -arid use or disclosure of, 
pallents' med/cal lnrormation, as defined in 
subdl~lsion (g) of Section 56.05 of the Clvlf Code 
and.consistent with' Section 13·0203. The · 
department. after investigation, may assess an· 
administrative penally ror a vi0la:1ti0n of this 
section of Lip to twenty-five thousand dollars 
($25,000)· per paUent whose medical Information 

.was unlawfully· or without authorization accessed, 
used, or dfsclosed, and up 'to seventeen . 
ihousfnd five hundred dollars ($17,500) per ' 
subsaquerit-occurrence of unlawful or 
unauthoril:ed access, use, or cfisclosure afthat 
p-:i,tients'.medfcar infcnnation. 

E1969 T22.D1V5 C~1 ART7-70707(d) PaU~nlS' Rights 

(d) All hospital personnel shall observe these 
patianl!l' rights. 

5000 

. . . 
l..A90RATOR'I' DIRECTOR'S CRPROVIOERISUPPUERREPRE.Sen'ATI\IE.'$ $1GNA'I\.JRI: 

STATE FORM , , 

PROV1DER'S PLAN OF CORR:ECTIOIJ 
(EACH CORRSCTIIJE ACTION SHOULD DI; 

CROSS.RE.FERENC&I TO THE: APPROP~T! 
. DEFICIENCT) 

EOOO
Proparo"on and/or execution of lhe Plan af Correction 
does nol ccnstilule admission or agreement by the 
provider or tho truth of Iha facls alleged or conclusions 
set forlh on the Statemonl of Deficiencies. 

TIiis Plan or Correction Is prepared and/or execu!ed 
solely based on the provisio11s of the Hea_llh and Safely 
Code requirements. 

E1969 Correctlon Actlon 
E1969. T22Dlv5CH1 Art7·70707(d) 

Patient Rights 
Upon notlficaUon on Aprll 131" 2010 lhore as a patlenl 
privacy Issue related to palient pho1ograph wUholJI. 

4/13110 
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This Statute Is not met as evidenced by: 
Based on lnleN/ew and record review, 1he facility 
railed 10· ensure Patient 1's right ta privacy end · 
confidential medical treatment Patient 1was 
admitted to the facility's emergency department 
with a severe neckwound. The·facility's staff: . 
photagraphed the patient's body.and dlstri.buted . 
the pholagraph without the pati~nt's .iuthorfzation 
a~d/':'r cor:isent.The faclllty's, unauthorized . . 
disc!OS\.11'8 of Patient 1's' medical lnfonnaUon 
violated Pa.tlent.1 1:s rlght'to prlliacy" and · -· 

.. cc:in1identlal m~lcal f!eatmenft'-";' ' · · 

Findings: 

on Apri122,.2010, the Department re99lved a 
letter from the faclllty which lndlc=:,ted that thoy 
had become aware of a possible VIOiation of 
"Health and S~felY Code Section 1280.15" 

· · {unauthorized access to and use of, patients· 
.medical lnrormauonj whereby an employee took 
a photograph of.a i,al/enl's se11ere neck wound 
using apersorial.cell phone. · 

On June 24, 2010, a re\'lew of an"Admission 
·Record indicated Patient 1 was admitted to tho 
facility on-2010, In crlUcal'condltion. A . 
review of a Hospital and Nursing ·Care. Facility · 
Report datad- 201 o at 7:40 a.m., Indicated 
Patient 1was .admitted to the emergency-room· · 
with "extenshre stab wounds/slash· injury" to the 
left neck and right Jaw. The report, revealed 
.Patient 1's large arteries of the rieck were 
transected (c:ut across) and the patient . 
exsangulnatod (fatal blood loss).'"Accordlng to the 
Haspitai and Nursing Care FaciUty Repor1, PaUent 
1 was deed on arrival to the emergency 
dapanment J'ha IOC31 neW$ media reported on 

1PaUeri! 1's admisslon·10 Iha faclllly's ~merg~cy 

PRO\IIDER"6 PIAN OIi C0MECTl0N 

CEACH CQRREGTIVEACTION SHOULD BE 


CR~ERl:NCeD TO THE APPROPRIATE 
. Dl!FICIGNCY) 

E1969 • Patient Rlgbts (can't) 

1.1ama1nc and Col'llficat1on Dillislon 
STATE FORM. . . . - M3Q:!11 

~. . 

properconsanl an Immediate lnvesUgallan was 
inidaled by the Chief Nurse ExecuUve, Human 
Resourco Diroctor and Privacy Officer alolal of 91 
Slaff lnteiviews were complete. · 

4113110 

Immediate suspension on Aprll 201h due to 
investigatory discoviHy of evanlS of 5 employees: 2 
registered nuf'l10S (RN), 1emergency department 
(ER) iec:h and 2rwpiratory lherapists (Rn for failure 
til comply with HIPPA and padont righls polidos and 
procedures .Of loo fivo omployoos 1, 'RN was 
tennlnated on5·1·10, 1ER Tech tomdnatad 4--30-10 
and 2 RT were lerminalod S-12-10 RT, S-26-10. 

. 4120,1D 

5f1/1D 
5/12110 
!i/26110 
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E1 Sl69 Continued From page 2 

department, the patiGnts name and unusual 
manner of death. · · · 

On June 24, 2010, a revlewof·U,a racillty's 
complaint hotline call report indicated en April 13, 
·201 o at .2:os p.m., an anonymous call was · 

received. According to the report, the anonymous. 

caller steta<fthat on April 9, 2010 at · . 

a·pproximalely e.m., 
member  

8 an emergency l'QOM staff 

and a respiratory therapist took . 


photographs of a ~eaiased person with personal 

cell phone cameras.;, :: . . . · 


•• '.'''•'t. ··-:-.. • •• ' .• ,. 

On June 24, 2010 at 12:20 p.m. SlaffA, 1he· 

erriergenc:.y'roorn director,·indicate'd Patient 1was .. 

. adrriifled to the f;ic:lllty's-emergency room with a 
severe neck wound,, Staff A stated that Slaff C.. . 
took a photograph of Patient 1's body using a cell 
phone cam~ra and ~fstributed the.photograph to 
other Individuals. According to ~taffA. Staff B · 
also took aphotogr.aph of Patiemt 1'& nack wound 

and dis.lributed the photagrapi, to other 

lndMduals.. .. 

On.June 24, 2010 at 12:30 p.m., during an 

lnteNiew Staff D, the 'director of respiralaiy 

services, slated that Staff F lent Staff E hie 
camera phone. According to Staff D, Slaff I: used 
the camera phone and took photographs of 
Patient 1's neck wound. · 

A review of staff C's wn'Uen statement'dated April 
21, 2010, Indicated she was working in tho .. · ' 
emergency deP_Brtmentori~ :2010, when .. 
Patient 1 was admitted. According to the· · · 

 slatemenr. 'Staff C t~k a 'photograph of Patient 
1's neck wound using her cell phone's came,a , 
and als:0 saw respiratory staff taking .
p_hotog.raphs.: 

E1959

PROVloeR'S Pl.AN OF CORRECTION 

(EACH CORReC'flVE ACTION SHOULD BE 

~oss.REFERENCSD TO TMli APPROPRIATE 
DERCIENCY) 

PRac!X 

rx-010 ID· 

PRl:FIX 
TAG TAO 

Policies revisions lmmedlaleiy approved for use on 411s,10
April 1511' by !he Chief ExecuUve Officer. Revised 
proceduro for cull phones ellmlnaled all use ol 
pernonal eel phones in Iha ER setting and staff 
educated on procedure as well as mamorandum 
posted In ER depL effective lmmedialoly on April 
1511' and on.going. 


.·. '· ..

Re-emled all nursing and respiratory staff A/20110 
working in Iha ER regardmg HIPPA Privacy "122/10
Standards and use of collular devices on Aprll 2()111, 412.U10
22m1, 24111 and May sm, 2010 on-going. 515110

Ongoing

I
Re-educated all Deparlrnent Directors on µollcy and 1 4127110 
procedure ror HIPPA Privacy Standards and Use of 7119110
Collular Devk:es on Aprll zri, July 1eu• & Oct 2&h 10126/10 
2010 and on-going Ongoing

)
Re-educaled nursing and respiralory staff on use J 4120110 
electronic Devloes on April 2Dth111 and ensured each
empJayee was aware and undorstocd policy and ·1
procedures through competency volid;lion 

I 

I

:I
l.

I
lnfonnecl Long Beach Ara Chieron Aprll 20111 2010. 4120/10 
lhe St Mal}' Medical Center (SMMC) pollcles and 
procedures on HIPPA Privacy Slandards and Use 

I
of Beclranlc Devicos I· .,

I I 
. I 

Llcen=ilng MCI Cor!IIJ=aUon Dlvlsl011 
STATE FORM' M3Q:,111 
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A revl1_3:w of an Smplo~ee Co~nseling Report . 
dated Aprtl 30, 2010, Indicated Staff C took a 
phctcgrapn of Patient 1 while in the emergency 
room without the patient's. consent and distributed 
the photograph to other individuals. The 

Employee CounsaHiig Report disclosed·Staff C's 
ac~ons violated the pallenrs right to privacy and 
the faclUly's privacy policy by disclosing ttie · 
patient's medical lnformatioin in an unauthorized 
manner. 

A review ofan Employee Counseling Report . 
daled April 30,.2010, 'Indicated that on April 9, 

2010, Staff 

of 
B. received a photo9raph on her cell · 


phone Patient 1 ~nd distributed the .photcgraph 


Ito other lndivlduel$. The"Employes Counseling 


,I
Report cllsclosed staff B's actions violated'the.. · · 

p~~~t's right t~ prf\lacy and :U,e facility's privacy

policy by disclosing thE!I patlenrs.medlcal ...... , , . 


1 lnfonneit1orn: In an uri~uthori%ed manner. · . · 


A 'revi~ of an· Investigation document disclosed. 

an interview·conduclad on May 13, 2010 which 

Indicated.$~ff E stated he ·used Staff F's phone 

to take a· photograph of Patient 1: however, Staff· 

E. realized it "Was wrong.'' 

j 

On August 31, 2010;.when-intervlewed at 11:55 
i,:!'11., Staff Hstated lhe employees who ttlok and 
·distributed photographs of.Pellent.1's rieck 

wound were not involved In Patient 1 's care. Staff 
H stated tho indlviduars did not have a legltlmata 

reason to take and dlstribute photographs of 

Patient 1's neck wound:· 

A review of a Mandatory &nployer Reporting 
Fonn dalec(May 17, 2010, Indicated Staff F took 
photographs-of Patient 1 and Staff F's role In the 
violatio~ of the 1-!eaflh lnsurani?e Portabl,ity and · 

Accountability Act (HI PM: standards that ensure. 


PROVIOeR'S PL.AN OF CORRECTION ·
fEACJ.I COAA!.ClWl:i: ACTION !IHOUl.O oe

CROss-RE.FERENCED TO Tl-IE.APPROPRIATE 
CERCIENCY) 

R~uca~ng SMMC ER Physicians, Nurslng and 
Respiratory staff on treaUng paUents wl1h dignity and 
following hospital privacy and HIPPA compllam:e on 
policios April 22nd 2011 


EducaUon provided lo at all medical staff committeBS
to re11lew the policies and procedures fcrpatienl·

· rights, HIPPA and Use of Eloctrcnic Devices and
presented all medlcal staff committoos: Emergency
Department, Aneslh0$ia, Crltlcal Care, Surgery,
Medicine, Pediatrics, OBGYN as woll as Medical 
Executive Committee on Juno 1Q, 2010 and
apRfOVed b~ the Community Board on Junci, 24111 . ,.

Monitoring! . 
DaJJy walk rounds will be performed by department
director andlor deslgnee 10 ensure staff compliance.
with the revised polfcles.

Acc:0untable leaders: CNE. Privacy omcer andlor 
dosignea 


Alf employees will be required lo attend annual 
training and ci;impe!ency varidation on lha hospital 
policy ror HIPPA, patient rights, use or cellular 
devices wilh an emphasis on reporting any variance 
through the chain of command, 

Ac:cotJnlable leaders: CNE.·Priv.icy officer and/or

deslgnee

Llc&r1slng ;and eer11rrca~on OMslon. 
S'rATE FORM .. -

4122110 

6/11111 
6124110 

Ongoing 
didly 

Ongoing 
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E19B9 Continued From page 4 

the privacy a·nc1 security or he.alt'1 data) was 
conffnned. · 

A review of faclllty records. revealed Staff c 
signed a ''HIPAATraining Ackn~wiedgemenr• on 
·January 11, 2010, agreeing to "abide by [the .. 

1faciHty's} privacy and d'ata··security poHcies." A 
. review of fadllty recordi rvvial~ Staff esigned . . 
a.,·Prlvacy and Data Security Training · 
Aclaicwl~dgement" .On April 22, 2010, agreeing 
to ~abide by [Iha faclllty's].privaoy and data 

.',., security policies." _ 

On June 24, 2010 at 1:50 p.m:, during an 
lntenriew, Staff G stated a patients consent was . 
.required.ta photograph a patlenrs body. StaffG 
stated that the four (4} staff' invol\'.6l!i In the . . 
unauthorized photography, of Pade:nt 1's body, 
¥'ere terminated rrom employment· ·

l	A ·review or the taci;ify's ~cllcy ~n·d procedure 
Utled, "Internal .Use of Electron1c·oev1ces (CeU . 
Phones MP3 Players etc'.)" dated March 2008,: . 
stipulaled staffw!Jere prohibi~d from tile use of 
cell phone In all patient care are• The faciliLys 
policy and procedure tilled, • AuthorlzaUon and 

. Consent to Photograph' and Publlcauon• dated . 
March 2003, lndli:4ited the facilily i'equlred·a 
patlenrs (or patient's iepresentstlve) written . _ . 
.consantto.photcgraph apatient's body. However, 
two facility staff members, Staff C and Staff e, . 
pryotographed ~aUent 1's bQ(ly without the 
paUenrs or patlenrs representative's written 
consent 
. . 

The facility violatad the patienrs·right ta priyacy 
. by falling to.comply with its "Authorluition and 

Consent to Photograph ~nd Publication'' policy, 
The faclllty's staff failed to abide-by the policy by 
ph0t0graphlng PatJent 1's body wilhout consent 

PROVIDER'S PLAN OF CORl'U:CTION 
IErACH CORRECTI\IE N:TION S~IOUI.D SE 

CROS$,Al!Fl!RENCCD TO 'DE APPROPRIATE 
DfflCIENC't) , 

' l~II
' ~IPLETEI 0~~ 

I

E1969 Quarteriy audits by dedicated CNE, Privacy Officer / Ongo(ng 
and/or dosignee wlll be conducted to assess slaff ~ Quartarfy 
knowledgo or lhe HIPPA Privacy Standarda, Palienl 
rights and Uso or Elactronlc Devices Pelley and 
Procedure In lhe affodod areas. Quarterly report wm 
be Incorporated Sarety Committee to ensure· 
compllance lhal wm be reported lo !ho Community · 
Board. Enforr.ement of sandions regarding staff 
failure to follow polleywill be lmmedialoly acted . 
upon in accordance with St. Maiy Modica! Center 
policy and procedures. 
Acccunlable leaders: CNE. Privacy officer: and/or 
dasignae 

Ucenalng and Cor1ificalian DJll!s1ori 
STATE FORM 	 .... M3Q311 
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E1969 Continued From page 5 · E1969 

and by the dls~osure and distribution of 
conndential health inrormallon ln an unauthorized· 
manner. 

Based on the Findings, the faclllty raHed lo 
prevent unlawful or unauthorized acess to, and 
use or disclosure of, patients' medlcal Jnformatlon 
II'\ vlola.tlon of Health.and Safety Code section 

; 1280.15, sudiv!slon (a). 

'! 
.. ..' 

.. 

I 

I 

I 
j 
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