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Intal CGmments

The follawing reflects the findings of the
Dapartment of Public Health during an
Investjgaﬂnn of an Entity Reported Event.

Entity Repqﬂod Inciﬁent Number: CADDZZBSG"L .

Repmsentlng the Department of Public Health:

- Surveyor D # 27811 HFEN

The lnspecuon was. lImlted to the spemf' ic advarse
avent investigated and does not represent the -
findings of a full inspection of the facifity.

Health and Safety Code Section 1280.15(a)-
A clinic, health facility, home health agency, or
hosplee licensed. pursuzant.to Section 1204,
1250, 1728, or 1745 shall prevent unlawful or

unauthorized access 1o, and use or disclosure of, -

patlents' medical Information, as defined in

subdivision (g) of Section 56.05 of the Civil Code

and consistant with Section 130203. The

dopartmont, after investigation, may assess an o

administrative penally for a vialation of this
séction of up to twenty-flve thousand dollars
($25,000) per patient whose medical Information

‘was unlawfully or without authorization aceassed,

used, or disclosed, and up 1o saventeen
thousnd five hundred dollars ($17,500) per |
subsequentoccurrence of unlawhul or )
unauthorized access, use, or disclasiire af that
patients' medical mformatlcn

T22 DIV5 CH1 ARTI—?O?O?(d) Pallen!s‘ nghts

1 (d) AlI hospital personnel shall obsarva these

patients’ rights.

E 000

E1969

E000 :

Preparation and/or execullon of the Plan of Correcllon
does nol constilule admission or agreement by the
provider of the truth of Lhe facls alleged or concluslons
set forth on the Statemenl of Deficiencies.

This Plan af Correclion Is prapamd and/or executed
solely based on the provisions of the Heallh and Safety
Code requiremants,

Coh'ecﬂon Atl:tlon
E1969. T22DIVACH1T Art7-70707(d)

Patlent Rights
Upon notification on April 131 2010 thera as a patient
privacy Issue related 1o patient pholograph wilhout

41310

MBORATORY DIRECTOR’S OR! PROVSDERIBU?PLIER REPRESENTATIVE'S SIGNATURE
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Continued From page 1 :

This Statute Is not met as evidencad by:

Based on Inlerview and record review, the facility
failed to ensure Patient 1's right ta privacy and -
confldential madical {reatment. Patlent 1 was
admitted to the facllity's emergency depariment
with a severs neck wound. The facility's stalf.
photographed the patient’s body and distributed |

the photograph without the patient's authoﬁzatlon .

and/or consent. The facllity’s unauthorized
disclosure of Patient 1's' medical information "

| violated Patient 1's rightto prlvacy and
..c.onf dential medical treahnen

' Findings:

On April 22, 2010, the Department recalved a -
letter from the facility which indicated ﬂ':at thaey
had become aware of a possible violation of
*Heaith and Safety Cods Saction 1280.15"

{unauthorized access to and use of, patients’
madical lnrormallon] whereby an employee took .

a photograph of a patlent's severe neck wound
uging a parsonal cell phone. '

On Juns 24, 2010, a review of an Admission .

- Record indicated Patlent 1 was admitted to the

facility on ]l 2010, in criical condition, A
reviaw of & Hospital and Nursing-Care.Facility
Repert datedlJl 2010 st 7:40 a.m., indicated
Patlent 1 was admitted to the amergency-room-
with "extensive stab wounds/slash injury” to the
left neck and right Jaw. The report revealed
Patient 1's large arterles of the rieck were
transected (cut acrass) and the patient
axsangulnated {fatal blood loss). Acoardlng to the
Haapital and Nursmg Cara Fagility Report, Palient
1 was dead on arrival to the emergency
depanment. The loczl news media reported on
Patient 1's admissian’ta tha facliity’s emergancy '

E1969

“proper consant an immediale Investigation was

E1969. Patient Rights (con’t)

iniltated by the Chief Nurse Execulive, Human
Resourca Diroctor and Privacy Officer a total of 81
alaf Interviews wers complele

Immediate suspension on April 20 due o
investigatory discovery of evanls of § employees: 2
registered nurses (RN}, 1 emergency depariment
{ER} lech and 2 respiratory therapists (RT} for failure
in comply with HIPPA and pationt rights policios and
procedures .Of the fivo smployoes 1, RN was
{erminated on 541410, 1 ER Toch lorminated 4-30-10
and 2 RT were terminated 5-12-10 RT, 5-26-10.

4130

" 412010
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April 15% by tha Chlef Execitive Offficer. Revised
depariment, the patient's name and unusual procedure for cofl phones eliminated all use of
manner of death. personal cell phones in the ER setting and staff
educated on procedure o5 well as memorandum
On Juno 24, 2010, a revlew of the facility's posted In ER dept. effective Immediataly on April
complaint hotline call report indicated on April 13, 15% and an-going.
2010 at 2:06 p.m., an anonymoys callwas -
received, Accarding to the report, the anonymous,
caller stated that on April 8, 2010 at '
approxlmaiely 8 a.m., an ernergency raom staff
membar and a respiratory therapist took )
photographs of a decaased perscn wim personal
cell phone carneras. A;'.g.. e o
On June 24, 201Dat12.20pm Slaff A, the . . .
emergency room director, indicated Patlent 1 was Re-educaled all nursing and resplratary staff 4R0M0
admitted to the facility's-emergency room witha working in the ER regarding HIPPA Privacy 422110
"gevere neck wound.: Staff A stated that Staff C .- Standards and use of cellular devices on Agrll 20%, 4iz24110
took a photograph of Patient 1's body using a cell 22m9, 24 and May 5™ 2010 on-going. SI5M0
phone cameara and distribuled the photograph to o ' Ongoing
other Individuals. According to Staff A, Staff 8
also ook a photograph of Patisnt 1's neck wound .
and distributed the photagraph to other Re-educated all Depariment Directors on policy and 427110
individuals. . procedure for HIPPA Privacy $tandards and Useof | - 7/19/10
C Coliular Devices on Aprl 278, July 190 & Oct 26" 1012610
On June 24, 2010 at 12:30 p.m., durlng an 2010 and on-gaing Ongolng
Interviaw Staff D, the director of respiratary : ‘ )
services, stated that Staff F lent Staff E his Re-educated nursing and respiralory staff on use 410110
camera phone, According 1o Staff D, Staff E used electronic Devlces on Apr 201 and ensured each |
the camera phane and took photographs of emplayee was aware and understood policy and
Patient 1's neck wound. procedures through campetency validation
A rcwiew of Staff C's.written statement dated April .
21,2010, Indicated she was working inthe Informed Long Beach Fire Chief on Aprl 20% 2010, 4120110
emengency department on 2010, when the St Mary Madical Center (SMMC} pallcles and ’
Patient 1 was admitted. Accarding to the* ~ pracedures an HIFPA Privacy Slandards and Use
| statornent, Staff C lnok a photograph of Patlent of Electranic Dewcus
1's neck wound using her cell phane’s camera
and also saw respiratory staff taking
photographs.
Llcensing and Cenlﬂnauon Dlvlslon
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" | Areview ofan Employee Counseling Report Ro-oducating SMMC ER Physlelans, Nursing and 42210

dated Aprll 30, 2010, Indicated Staff C took a Rospiratory staff an treaﬂng patlents wiih dignlty and
photograph of Patient 1 while in the ememency following hospital privacy and HIPPA mmpl!ance on
Toom without the patient's consent and distributed palicies Aprit 22¢ 2011
the photograph to other individuals. The . , »
actions violated the patient's right to privacy and b review the palicies and procedures for patient 6i24H0
the facllity's privacy policy by dlscloaing the rights, HIPPA and Usa of Electronic Davices and
patient's medical Informaticin in an unauthoﬂzéd : presented all medical staf commitioos: Emergency
manner. Department, Anesthesia, Critical Care, Surgery,

. Medicine, Pediatrics, OBGYN as woll as Medical

e
A rawaw ofan Employee Ccmnseltng Report ' , E:ﬂ: m gg;:,%t‘;' ‘,;;a,dzgfﬂﬁ,',‘g 24&: R
daled April 30, 2010, indicated that on Aprif 9, )
2010, Staff B raceived a photograph on her cell ’
phone of Patlent 1 and distributed the photograph
1o other Individuals, The Employee Counseling
Report disclosed Staff B's actions vivlated the, -
patient's right to privacy and the facility's privacy
policy by disclosing the patient's medical, .
Informatioln In an unauthorized manner.
A review of an investigation document disclosed.
an interview-conductad on May 13, 2010 which
indicated Staff E stated he used Staff F's phone
to take & photograph of Patient 1; hawaver, Staff
B Daly wak ounds ull e peomod by doparimont | Ongolng |
ally walk rounds wlll be pedarme eparimon ngoln
On August 31, 2010 when mhervfewad attn; 55 d|rezmr and/or designee Ili)ensure sta%f copr?lpllanoe, dﬂuily ? :
p.m., Staff H stated the empioyees who took and with the revised pallcles, -
dlsmb"“ed photographs of Petlent 1's neck Accountable leaders: CNE. Privacy officer and/or
wound were not involvad in Patlent 1's care, Staff dosignea
H stated the individuals did not have a legitimate ‘ o I : :
reason ta take and distrihute photographs of All employoos will be required to attend annual Ongoing
Patiegnt 1's nack wound,” tralning and wmpalency validation on the hospital
T , polley far HIPPA, patient rights, use of cellular
A revisw of a Mandatory Employer Reporting . devices wilh an emphasis on raporting any variance
Form daled May 17, 2010, indicated Staff F took through the chain of command.
photographs-of Patient 1 and Staff F's role In the Accountable leaders: CNE. Privacy officar andfor
violation of the Health Insurance Portability and designee
Accountability Act (HIPAA; standards that enaure. - ‘
Licsnsing and Centification Diviston
STAYE FORM ' ot M30314 it continuation sheat 4 of 6
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COnﬂqued From page 4

the privacy and security of health data) was
confirmed.

A revisw of facliity recards.revealed Staff c
signed a "HIPAA Training Acknowledgement” on

January 11, 2010, agreeing to “abide by [the

facility's] privacy and data security policies.” A

. review of facllity records revealed Staff € signed .

a"™Privacy and Data Security Training )
Acknowledgement* _an April 22, 2010, agreeing

to "abide by [the facllity's].privacy and data
securlly policlas.” - .

On Jl;me 24,2010 at 1:50 p.m., dﬁn‘ﬁg an
interview, Staff G stated a patient's consent was

-requilred o photograph a patient's body. Staff G

stated that the four (4) staffinvolved inthe |
unauthorized phetography, of Panent 1's bady,
were tarminated fmm employment.

A revlew of the faml;:y‘s policy and prooedura
titled, *Internal Use of Electronlc Davices (Cell .

- | Phenes MP3 Players etc.)" dated March 2008, .
stipulated staff where prohibited from the use of

cell phone In all patient care areas. The facility's
policy and procedure titled, *Autharization and

| Consent to Photograp'h'and Publication® dated .

March 2003, Indicated the facility requireda
patflent's (or patient's representative) writlen .
consent to photograph a patient's body. However.
two facility staff members, Staff C and Staff €, .
photographed Palient 1's body without the '
patlent's or paﬂent‘s represeniative’s wdtten
consent.

The factl:ty violated the pat:ent’s rlght fo privacy
by fatling to comply with its "Authorlzation and
Consent to Photograph and Publication” pollcy,
The facility's staff falled to abide-by the pallcy by

' pholographlng Patlent 1's body wilhout consent

(E1989

Quarterly audits by dedicaled CNE, Privacy Officer
andfor designae wlll be conducted to assess stalf
knowledge of the HIPPA Privacy Standards, Patient
rights and Uso of Electronic Devices Palley and
Procedure In the affocted areas. Quarterly report will
be Incorperated Safely Commiltee 10 ensure
compliance that will be reported Io tho Communlty -
Board. Enforcement of sanctions regarding staff
failure to follow policy will be Immediatoly acted
upon in accordance with St, Mary Medical Cenler
policy and procedures,

Accountable leaders: CNE, Privacy officer and/or
designes

Ongoing
Quarlerly
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and by the disclosure and distribution of
canfidential health information In an unauthorlzed:
manner, '
Based on the Findings, the facility falled to
. prevent unlawful or unauthorized acess to, and
use or disclosure of, patients’ medical information
in violation of Health and Safety Code saction
1280.185, suclivision (a).
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