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| The following refiects the findings of the This page intentionally left blank
‘| Department of Public Health during 8
complaint/breach event visit:

Complaint Intake Number. : :
' CA00393317 - Substantiated , ©i

|Representing the Depariment of Public Health:
Surveyor 1D # 15932, Hea‘lth Facilities Eval.
Nursg

The mspectron was limited to the spacific facility _
event invesugatad and does not reprasent the pio s
findings of a full inspection of the facility. | '

Health and Safety Code Section 1280.15(a) ‘A
‘4 ¢linic, ~ health facxmy home haalth agency, or
hospice licensed pursuant  to ‘Section ‘1204:
1250, 1725 ‘or 1745 shall prevent unlawful -
unauthorized .access fo, -and use or disclosure'
1of, paﬁants‘ medical ‘information, ‘as ‘defined iIn
|subdivision  {g) of Section 56.050f the' Civil
|Code . and consistent with Section 130203. The
depanmant after mvesﬂgeﬁon may assess  ‘an
‘jadministrative ‘penalty for a vioianun of this
saction ‘of up lo Manty»ﬁva thousand dollars
($25 000) per patient. whose medical,,
|information ~ was  unlawfully or without
authorization  accessed, used, or disclosed,
and ‘up fo seventesn thousand five  hundred
|dollars  ($17, 500) per subsequent ‘QECUrTence
of unlawful or _unauthorized access, use, .or
: disclosure of that pataents' madlcal nnformateon

o

Health and safety code
1280,15, {8} A ‘clinic, -health facility,. -home |

Event iD:J15511 S - §52015  9:19.37AM
LA&QRATDRY DIREGTOR jon PROVJDER/?UZI;P 1 RESENTATIVE'S sxa}mrun N TITLE. ) DATE
Nk AR \i»-t{x IR G e ‘»(:f‘;\‘;:x A "-“\5: L ‘:é%‘:%;f"% — { AT Bﬁ "s

By signing ihls document, | am acknowlsdglng recaupt of the enﬂm citation packet, ggz@, 17

Any darctency slatement ending with an asteriak {*) denotes a deficiency whichi the msbtuhon may b axdused from somecting provldlng it Is determined
that othar safagua:ds ;}ru'inda sumdent protacuon tothe patients. Exceptfor nuramg homesl the fi indings aboye dre disclosable 90 days following the dats
ufsuwsy wnemer ornota plan ef correction is pruvﬁdad Fumuraing hames the" abave findings arid plans.of oonacﬁan are disclosable 14 days following
fhe date these documants are mada avallable to the fac{hty If deﬂctanciﬂs arg cﬂsd an approved plan of Gatrection is fequisite fo continued program

) parﬂclpahon L
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{care  system w;thm the ‘course ofcoordmalmg»

unaUthonzed access to, or use or disclosure
of, & patient's medicahnformauon Tha:

|administrative  penalty for a violation of this
|section of up fo Menty~ﬁve thousarid - ~dollars
1($25,000) per patient whose ‘medical
{information was uplawfully “or without

Aimmediately carrect and prevent past wolahons :
{from . recurring, and factors .outside its control*-
that restricted the facility's - ability to comply with |
this* section. The department: shall have full

haaﬂh agency, or hospice licensed pursuant to

Section 1204, 1250, 1725, or 1745 shall

prevent unlawful  or unau!honzed acoess o,
and’ use or disclosure of, pahenfs‘ ‘medical

|informiation, @s defined in subdivision (g) of |
.Sectmn 56.050f the Civil Code and consistent
| with Secﬁon 130208 For ‘purposes  of this
'vsecuon intemal paper records e!edromc ~mail,’

or facsimile transmlssmns madvertentiy
misdirected . within the -$8me facihty or'_health.

care or delwanng servmas shall not constltula

departmant after investigation, may assass -an.

authorization “accessed, used, or disclosed, -
and ‘up to seventesn theusand
doi!ars ($17 500) per subsequent : nce
of uniawﬁ:l or unauthonzed access,  use, or
,dnsclosure of that pataents‘ ‘medical mfcrmaxlon.
For purposes of“» the  investigation, ‘the'
department  shall consider the. dlinic's health

facility’s, agency's .or hospice's history “of |
compliance with this sectmn and -other related

state and federal statuattes and ‘regulations,
the extent of ‘which the facihty detacted,
violations  and ook pravantanve action fto

five hundred |

This page iﬁtentionaﬂy left blank_
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PREFIX (EACH DEFICIENCY MUST 88 PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC leENfI’l‘FVYlNG INFORMATION) TAG ) REFERENGED TO THE APPROB RIATE DEFICIENCY) DAYE
) Responsible Person: )
discretion {6 ‘consider all factors when EVP of Information Services
|determining  whether to investigate the amount
of an administrati nalty, if ‘any, pursuant to | ; o
this sattion Hiskatve. penalty W, pursuant |Corrective Actions: '
I 1. Employee was counseled with 4/14
corrective action taken perthe
T22 DIVE CHY7 ART8-:70751 ()  Medical ﬁc.;,n,_jmenc!attton from Human
Record Avallabilty : Yesouroes.
The medical - record, including ‘X-ray fims, is the 2. Education was provided to RN ? on |
{property of the hospital and is maintained for e Tollowing topics: Mobile/Portable - | 7/4/15
the benefit of the patient, the medical staff and | and Removable Storage De‘:’gef | .
|the hospital. The hospital shall safeguard the |- | Security Agresment, Annual Safety and | 12/30/14
information “in  the record ‘against - loss, | | Competencies- 2015 Nursing version,
defacement, ‘tampering or use by unauthorized | Information Privacy and Securty. 314115
| persans, | 3. All Palomar Health computers will
This B3 o s avidaried - have their Removable Storage device | July 20
-+ - avid - HEV R ML AN e i 1 4% N
THRRUEES R ot o b | data ports and bumers configured and | 2015 ang
Based on interview. and record review, the managed to prevent downloading of PHI| ongoing
facllity falled to ‘ensure: @ registered nurse (RN to devices thT:hare not encrypted for
|1 folowed the faclitys policy to safoguard Palomar Health.
atient, PHI  (protected “health information) when e ~ :
E‘N 1 copied {gi-ﬂ' for '637 (six hundred an}d “thirty 4. The standard for Palomar Health July 20,
seven) patisnts to. an unsecured device, As a computers configuration will be for read | 2015 ang
‘|resuit of this violation, the PHI of 837 patients -only use of Mobile/Portable and ongoing
|Placed -on .an unsecured, unaithorized device | Removable Storage Devices that are
_by RN 1, was put #tﬁsk; ‘when stdlép from the not encrypted for Palomar Health,
front seat of her car parked in her driveway. ; .
' e pare AR 5. Palomar Health Laptop computers | 1y 2014
- were encrypted. as of July 2014,
Findings: | -
10On 312814, the Department of Public Health |
(Department) - was notified via fax by the
Event ID:J15511 o  BI52015 L 9:19:37AM
' ».smigzse‘“/' ' Prgs 3017
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‘{V)M}IDV . SUMMMYSTATEMENTOFDEFICS!ENC‘ES D PROVIDERSFLANCFCQRREGWON [£4Y]
PREFIX [FJ\CHDEF!CiENCYMUSTBE PRECEEDED BY FULL PREFIX {EACH CORRECTNEAOTIONSHOULDBE CROSS- COMPLETE -
TAG REGULATORY ORLEC IDENTIEYING INFORMATION) YA_G REFERENCED TO THE APPROPRIATE DEFICIERCY) DATE
. 6. Palomar Heafth procedure bl July 20,
'facﬂ:ty‘s outside Iega! counsel, that on 2122114, : Sf\fobilef %’;?:éeAigzge:;zva 2015
the facllty leamed . two flash drives (a portable [Slorage Standards” # 38212
|device used to -copy and store information from 'Apgmpnat;tgzag:erEgreement was
a ‘computer) -were stolen from the vahic!e of RN |and asso0
4. : updated
A lelaphona interview was conducted ' with the 7. The User Agreement wats tronic July 20,
facilty Privacy Officer -(PO) ‘on 4/3/148t 1AM, redesigned to become an electr 2015
The PO stated the theft “of the PHI cocurred &t attestation for workforce m??“bers t°
the home of RN 1. The PO further stated RN 1 {review and sign an%ua:gf] S force
was not authorized to take the PHI home. | | attestation verifies that the workforc
| member is aware of the policies and
‘An onsite interview  was conducted at the ,procedures for safeguarding tpanen’t
|facity on a/8r14at  10: 35AM., with the ;HL}?"%uﬁrggeP:L%MSQ;!g?;Ele
Director of Information Technology  (DIT), the . St" 4 g avicas.
| Manager of . Information Secur:ty (MIS) and the. | Storage
PO, 8. Encrypted Removabfe Storage
Accotding 1o the DIT, she was notified by the | Pevices will be provided on'a need only July 15, |
MIS on 21221143t 536AM., RN 1reported her ‘| basls.- The devices will be 2015 an.
| laptop  computer was stolen from her car. The| , automatlcaﬂy wiped clean if not. ongoing
laptop was éncryptad The - DIT stated she was | activated in the time frames identified in
not aware that two fash drives were also ‘stolen procedure 38212,
until - she received -an email with an - attached ‘
pOlI Teport sent by. RN 1on: 2/22!14 at 8:56 Monitoring
AM. ‘The - DET ‘then called RN 1whc verified A
there could: be patient PHI on the fash drives ‘;1:-’20 Rgﬂ@m’ audits wil begg?gnécted ‘
that were :stolen. In addition, the Rash drives ‘every month beginning July 2015 for October
| ware not encrypted. next 4 months to ensure portable 31,2015
B storage device data ports are
The DIT further stated' she ran a facility disconnected.
|program  that’ tracked and racreated RN 1's ‘
{downloads ‘and - emalls ‘to detect if patient PH! |2 Dtstrsbutictm of thge‘z':gégp‘:ﬁ!d b July 2015 |
fwas on the flash drives. The facility - provided a kremovablesoll‘ige tion Securit 'an?; )
spreadsheet with a fist' of all patient names | monitored by Information Y ongoing
Everit ID: J1a511

8/5/2015
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Jwhose ‘data had bean ‘breached and identlfying

drives  included names, diagnoses treatments,

{The DIT provided the facility policy, revised

{Usage Slandards procedure as applicable.”

| titled PCfLaplop and Portable Dewce &coess ,
-and Appropnate Usage, "Atways ‘use shared ‘
vnetwork drives . to -store confidentiai or sensitwe
--data » and, . "Laptops “should never be left
| uaattended ina yehicle." '

'drwes was also . reviewed -in the tacmty Annual

information.  The Daparlment used the

spreadsheet to determine that of the 5499 |

patients ‘listed, the breach ‘of PHI affected 637
patients. Specifically, the PHI on the ﬂash

and medications oftha 837 affected paﬁents

4/12, titled Computer Systams Usage -at

'('Facilfty) According to the policy, “Employee |

amnd’ authonzsd nan-employees arg responsmle

Ito follow PC {personal compuler)fl.aptop and |-

Portable  Device “Access  and Appmpnate

According to the facility policy, dated 1/5112,

The DIT stated the prohibited ‘use  of ‘flash

Safety. Compatenmas in addltion she stated -

staff: could not pass the Annual Safely Exam |
| untll they had ‘correctly’ answered the queshon'
related to the use of flash drives, ‘

The PO was interviewed on 4/8/14at 11:5

AM. The PO provided the Annual Safety
) Competenc;es completed by RN 1for 2/2008,
| 2f2010 2!2011 L2012, 2!2013 and 1/2014

The PO also stated the anacy Ofﬁce -did: not:

This page intentionally left blank

Bt s | O eiaots

9:19:37AM.
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TAG
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give RN 1 permission to take patient PHI home,

RN 1was interviewed on 4/8/14at 12: 50 P.M.
According to RN 1, she left the two -flash drives,

lalong with a facitity lSSUGd c:omputer taptap. in
her work bag on the floor of her car, parked in
 her dnveway overnight. RN 1 stated when. .she
{came oul to her car the:~next momfng on

2!22!14 at 545AM, the woﬂ;bag was mlssing

According to' RN 1, she had been the Nursmg
Informatics Manager since Dctober '2011. RN 1

Istated as Nurse Infcnnatzcs Manager, she.
|would download various reports o include |
‘madication  compliance toports and chart]
_audms Inaddition, she downloaded emails ~ with |

PHI to unencrypted (a pmcess of encod ng
mformahon irx such a way. cmy -authorized

parﬁes can . read ity pers nal’ ﬁash ‘drives |
Jwithout pennissmn from the anacy Ofﬁcer RN .
|1stated she did not tell anyone she
1 downloaded - patient F'Hl 1o her fiash ‘dive. RN 1 ,
‘-acknowledged it was, "inapprcpnate" for ‘her to|
copy patsent PHI to- her flash. drives saying, "1
,didn’t connact the dots » .

According. o RN. 1, she began copying
information” 1o .one ‘flash dnve five years ago,
but when ‘that flash drive ‘slopped  working
properly, "I made a -copy of the old one to a
new one." RN 1stated she: kept the. broken
flash drive which contalned patient PHI

becauss, "I didn't’ know what to do with -it" She]

turther stated she did not sesek advu:e from her

Supervisor or Information Technoiogy

EvanuD;Jassﬁ __ o wsnpots

G:1987AM
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DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DERICIENGIES {X1) PROVIDER/SUPPLIERICLIA {X2) MULTIPLE CONSTRUCTION {X3) DATE SURVEY
AND PLAN OF CORRECTION IOENTIFICATION NUMBER: COMPLETED
A BULDING
050115 B. WING 08/11/2015
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP CODE
Palomar Health Downtown Campus 566 E Valley Pkwy, Escondldo, CA 92025-3048 SAN DIEGO COUNTY
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department because, "It didn't cross my mind." |
RN 1stated she -did -not: secure the two flash
~dnvas in. her ofﬁce because she traveled to all
three health: care facilities.
»As 8 Tesult -of ‘the “failure of RN “1to adhere to
the policies and. procedures of the facliity
r‘egar‘d,l.ng the protaction: of medical racords,
the PHI' for 537 patients was placed at an
avoidable risk for theft and loss.
Event ID:J18511 - /512015 9:19:97AM
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