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A000] Initial Comment _ A00D

The following reflects the findings of the California
1. Depariment of Public Health during an
investigation of an entity reported incident
conducted from: 7/13/15 to 71 4/1 B,

For Entity Reported: lnozdant CADO446171,
regarding State Monitoring, Breach to Parson
Qutside Hospital, a state deficiency was identified
(see California Health- and Safety Code, Section

1280.15(a)) ;

' Inspection was limited to the spacific entity -
reported incident investigated and dogs not

| represent the findings of a full inspection.of the.
1| hospital.

| Flepresentmg the California Department of Publtc
1 Health: 325898, Health Fagilities Evaluator Nurss.

| The hespital detected the Breach of Protected.
Health Information (PH1).on 5/27/15. The' hosp ital
reportéd the Breach of PHI to the Department on
6/10/15. The hosprtaf notified the aﬁected ‘

A017)1280.15(a) Health &,ngety Code 1280 A017

- | {a) A clinic, health facility, home health agency, or |

hospice licensed pursuarit to Section 1204,

1260, 1725, or 1745 shall prevent unlawful or

' unauthonzed access to, and use or-disclosure of,

| patients’ medical mformatggn_ . as defmed in . T
subdivision: (g) of Section 56.05 of the Civil Code

| and consistent with Section 130208. The

‘ department after investigation, may assess an

| administrative penalty for a violation of this

section of up to twenty- -five thousand dollars

($25,000) per patient whose medical information

was unlawfully or without authmzatunn accessed
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A017, Continued From page 1 A017
-used, or.disclosed, and up to seventesn
thousand five hundred dollars ($17,500) per
subsequent occurrence of unlawiul or
unauthorized access, use, or disclosure of that
patients' medical information. For purposes of tha
investigation, the department shall consider the
clinic's, health facility's, agency's, orhospice’s
hlstory of coimpliance with-this section and other
related state and federal statutes and regulations,
| the extent to which the facility detected violations
and took preventative action to lmmadsately
| correct and prevent past violations from recurring,
and factors outside its control that restricted the
facility’s. ability to comply with this section. The
| department shall have full discretion to consider
- all factors when determining the amount of an
- adrinistrative penalty pursuant to this section. Question a:
What corrective action(s) will be
accomplished for the patient(s)
identified to have been affected by
the deficient practice?
4 This Statute ‘iz notméf as evidenced by: rResCI;onis © A_Cf;SS to.the m;r g_e;l _
| Based on interview and record-review, the nmedical record was immedjately shut
‘hospital failed 1o prevent the unauthorized access down to prevent further :
| to and/or the g;f?Ifsure of protected heailmd unauthorized access. Letters:were
| information {PHI) for three of three sample
| patients (1, 2 and 3) when a staff member. {MA) mailed to the patlents notlfymg them
| of an outside entity (OE). accessed Patlent 1's of the disclosure, .
clinical record through the hosprtal‘s business Responsible person: Manager
: assgm_?;e (?A) without cgnsent or ajob related Clinically Integrated Systems,
nee e failure resulted in providing access to . P o
{ and/or disclosure of three patients' PHI to an C(.’,mmuth'H?ahh Innovations and
unauthorized individual, Findings: Privacy Officer, Community
Hospital of the Monterey Peninsula
The California Department of Public Health Completion date: June 10, 2015 6/10/15
(CDPH) received an online report on 6/10/15, S ) ‘ '
| which indicated MA had accessed the clinical
record for Patient 1 on 8/18/14. and 8/1 M4
Llcenslng and Certification Division
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A017| Continued From page 2 A017 Question b:
without & job related need. The access to Patient ‘How o.‘the;‘_ patients having the
1's clinical record gave MA access to the clinical potential to be affected by the same
records for Patients 2 and 3 whose clinical | deficient practice be identified, and
records had been.incorrectly merged into Patient ' gt s :
1's clinical record on 7/2/13. The merge was not what corr,ectw‘e EECUOQ,MH be taken,
discovered until 5/21/15 - Response: Working with the vendor,
audit logs for the involved
| After an internal mvesngamn the: hospital individuals and the patients’ medical
discovered the clinical tecords of Patients 2 and 3 S T T e o
had been merged into.the clinical record of : records were ‘fe‘ﬂewe%m confirm
‘Patient 1 in-the clinical data base repository which there wete no other disclosures.
was run by the BA. MA was a staff member of an | | Responsible person: Manager
| entity which had access to clinical records in the | Clini cally Int_eg'_ra.ted Systems,

repository, MA, who was on a leave of absence

during the internal investigation, had accessed- Community Health Innovations and

' Patient 1's clinical record. Her managerwas ~ | Privacy Officer, Community

| unable to explain why MA had accessed Patient | Hospital of the Monterey Peninsula

1’8 clinical record.. 1 G 2 A s o
Completion date: August 13, 2015 8/13/15

During an interview on 7/13/15 at 9:55 a.m., the

director of risk management and privacy (PD)

| stated a staff member of an outside entity, which

| had access to the repository run by the BA, had

incorrectly merged three patients’ clinical records. |
The PD stated the hosp:ta@ identified the merged

: ',ed,for a.copy ¢ ofthe.

‘accessed. Pat:ent 1's clmxca! record. The PO
“stated MA had accessed Patient 1's Clinical
Summary page which disclosed hig name,
telephone number and medications, then MA
| accessed Patient 1's Results page which
disciosed test results. The PO stated she had
spoken to. MA's manager: who had stated MA did
not have & job related reason to access Patient
1's clinical record. since Patient 1 had not been to
the OF "for awhile.*

Areview.of-a copy of the audit, indicated MA had
-aeeessed Patient 1's: (}hmcal Summary and
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A017| Continued From page 3 Aot7 Question ¢:

| During an'interview on 7/13/15 at 11 aum., MA
1's clinical record. ,
| Areview of a copy of the Clinical Result pages for
- birth, medma! record number, tetephcsne number,
‘| Patient 2's name, date of birth, medical record

‘|indings of the radiology test, ;mpressnon ordering
- provider for the radiology test and the prcmary

| provider. A review of a copy of Patient 1's Clinical
-Summdry pages; disclosed Patient 1's name;.

| telephone number, medical record number,

| gender, date of birth and. seven medications
‘along with the dosages.

| accessed. radiology results from 2018 without
1 authorization,

"Areview.of a copy of the 6/15/12 Business,

| make. The BA would use appropriate safeguards
-and comply, where appl cable, with the HIPAA
| Security Rule with respact to the electronic PHI to

Resulis pages of his clinical record on 8/18/14 at |

4:01 p.m, On 8/18/14 at 10:02:a.m. and 1:08
pm, ‘'she accessed the Clinical Summary page of
Pataent 1's clinical record.

stated she did not remember accessing Patient
Patient 1, disclosed his name, address, date of

gender and the hospital name and address,

number, name of a radrology test, dsagnoms,

| Araview of a copy of g letter, dated 6/10/15, from |
|'the hospital to Patient 1, indicated in 11/2014 MA

| had accessed rad:ology results from 2011 and

| 2013 withoUt aUthorization. Areview of a copy of

letters, dated 6/10/15, from the hospital to
Patients 2 and 3, indicated in 11/2014 MA had

Assaciate Addenidum between the BA and the
hospital, indicated the addendum did not
authorize the BA to make any use or disclosure of
the PHI the hospital would not be permitted to

What immediate measures and
systemic changes will be put into
place to ensure that the deficient
practice does not recur?
Response: Medical record
repository access was inactivated
for the staff member who accessed
- the record withont authorization.
The individual who merged the
| records incorrectly had resigned
| prior to'this investigation and
I access had been terminated. Staffs
~-attest to-completion of an online
trairling program prior to being
granted access to the online

repository.

Responsible person: Manager

Clinically Integrated Systems, - June 1,
Community Health Innovations 2015.and

Completion date: June 1, 2015 and ongoing.
ongoing. R
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prevent the use or disclosure of the PHI,

| Areview of a copy of the hospital's revised
| 8/2012 policy, "Confidentiality of Patient and

Hospital Business. Information”, indicated

| "Employees shall comply with all hospital

information security measures, policies, and

| procedures to protect the confidentiality of all
hospital information, both. patient-and
‘business-related.”

A0I7

Question d;

A description of the monitoring
process and positions of persons

' responsible for monitoring. How the
| facility plans to monitor its
performance to ensure corrections

| are achieved and sustained. The plan
of correction must be implemented,
corrective action evaluated for its
effectiveness, and it must be
integrated into the quality assurance
system. '

Response Community Hospital of
the Monterey Peninsula routinely
monitors the Health Information
Exchange repository. Actual or
potential disclosures are reported to
the Privacy Officer for investigation.
| Aggregate data is included in the

| ‘quarterly report to the hospital
Compliance Committee.

Community Hospital of the
‘Monterey Peninsula
Completion date: July 2015 and
ongoing

| Responsible person: Privacy Officer, -

| July
2015
- and.
ongoing |
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