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The following reflecta the findings of the Depariment
of Public Health during a complaintbreach event : Hiisasniotsed Gadlosure
visit:
event was corrected by [
Complaint Intske Number: withdrawing the offending G{Zl "
CA00257652 - Substantlated comment from the posting
location on the int i
Representing the Daparimant of Public Health: oc g ﬂ:’ 5 ;Eicm“:"bsfte,
Surveyor [D # 18973, HFEN on February 3, 2011, and notifying
the affected party within 4 days of]
The Inspection was limited 1o the specific faciiity out facility’s awateness of the
event investigated and does not represent the bt s noted in the statem
findings of & ful inspection of the facilty. each, a B
' A of deficiency.
Health and Safely Code Secllon 1280.156(a) A
clinic, health facllity, home heallh agency, or The Staff member Whose Posﬁng
hospice llcensad pursuant to Sectlon 1204, 1250, constituted the violation is tio
1725, or 1745shall prevent unlawful or ) h C
unsuthorized access o, and use or disclosura of, onget here. 0 S
patients’ medical Information, as defined in 4 .
. subdivision’ (g) of Section 56.050f the Civil Code The NCPHS Personnel Policy has 04'? {
o b v 5 || e evied o del e s | 747 o
- i i ) . . 'y
administrative penally for a violation of this section th_lb.mon against using social O‘Q ( }"O'D )/ b
of up to twenty-five thousand dollars ($25,000) per media in any manner that cl r
patient whose medical Information was unlawfully compromises Protected Health -
or without authorization accessed, used, or Information, as well as other :
disclosed, and up to seventsan ihousend [ive : 7 . .
hundred  dollars  ($17,500) par  subsequent matena!s, data and mfonnaFlon of
occurrence of unlawful or unauthorized access, a propuetary nature belonging to
use, or disclosure of that patienls' medical NCPHS.
information.
Director of Staff Development
Informed Medicel Breach b : :
as conducted an in-service on
- Health & Safety Code 1280.15(b)(2 )
° ¥ SR June 21, 2011; to review for
Event 1D:36CN11 6/8/2011 1:36:40PM.
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Continusd From page 1
Health and Safety Code Seclion 1280.15 (b)2), " Health Center staff the nature of
A dlinic, health facility, agency, or hospice shall Protected Health Information (5 (Zi H
also repori any unlawful or unauthorized access lo, —
or use or disclosure of, a patienl's wmedical (PHI)f th. cql_nrement of the‘law !
information to the affected patient or the pafient's to maintaia strict confidentiality o
reprosentative &l the last known address, no later PHI, the procedutes to follow in
than five business days afler the unlawful or case 2 breach is discovered, and
- {unauthorized access, use, or disclosure has besn the consequenc £
dotected by the clinic, heallh facity, agency, or SequEticEs dLALy Bicy
hoeplos.” . _ breach for the facility and the staf}
member(s) responsible.
The CDPH verlfled that the faciiily informed tha
affected patient(s) or the patlent's representafive(s) 'The Corporzte Comp}iance
of lhe unlawful or unsuthorized access, use or Hatidbonk wakil . di O
dlaclosure of the patlent’s medical information. GO Wk anOievicw CdR : 0
the In-service, as was the 4 ’,Q
Corporate Compliance oy % /Y
1280.15(a) Health & Safety Code 1280 Acknowledgment document 2, b
(a) A clinic, health facility, home health agency, or . . y ) /4
hospice licensed pursuant to Seclion 1204, 1250, signed in each employee file. Q‘Fd’-o
1725, or 1745 shalt prevent unlewful or unauthorized (y p-"b“
accass to, and use or disclosure of, palients' The Administrator and the " C/ 7l
medical information, as defined in subdivision (g) of Director of Nutsing Setvices h
Section 56.05 of the Civil Code and consistant with gy :
Soction 130203, The department, after maintain surveillance of staff
invesligation, may assess an adminisirative penaity commcauons~vubd and
for a violation of this saction of up to twenty-five wtitten — to assure that
thousand dollars  ($25,000) per patient whose discussions of PHI are not
medical Information was unlawfully or without d : i
authorization accessed, used, or disclosed, and up conducte Pubhdy thus
to seventesn thousend five hundred dollars ovcrhea:fl, that dO(EumentS are not
($17,500) per subsequent occurrence of unlawful or exposed inapptropriately during the
unauthorized access, use, or disclosure of thel coutse of work, and are disposed
patients’ medical information. For purposes of the
investigalion, the dapartment shall consider the
Event ID:36CN114 61872011 1:38:49PM
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Any deficlency statemenl ending with an asterisk (*) dencles = duficlency which the lnsblution mey be excused from correcling providing Il Is determined /
Excapt for nuralng fiomes, the findings above are disciosable 50 days fallowing the date

of survey whether of not e plan of cormection Ia provided, For nursing homes, e ebove findings and plans of correciion are disciossble 14 deya fellowing

the date these documenia aré made avallabla to the faciy. I deficiencles are cited, an & pproved plan ¢f correction Is requisite to continued program
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' A BURDING

NAME OF PROVIOER OR SUPPLIER STREET ADORESS, CITY, BTATE, 2IP CODE ]
THE SEQUOIAS 501 PORTOLA ROAD, PORTOLA VALLEY, CA 84028 SAN MATEQ COUNTY

o | SUMMARY STATEMENT OF OEFICIENGIES D PROVIDER'S PLAN OF CORRECTION [ we
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Continued From page 2
ciinic’'s, health facliity's, agency's, or hospice's of properly in the secure bonded Co f?,t {“

history of compliance with this section and oiher 1 s R
related stato and federal statutes and regulations, shredding facilities on premises.
the extent 1o which the faclity dalected violations
and took preventative action to kmmediately correct
and prevent past violations from recurring, and
factors outside Its control that restricted the
facility's abflity to comply wilh this section. The
depariment shell have full discreion to consider all
factors when defermining the amount of an
administrative penalty pursuant to this gection.

These Regulations were not met as svidenced by:

Basad on interview and record review, the facility
faled to ensure the right of Resklent A, a
well-known public personality, fo  confidential
{reatment of heallh records when a facilily staff
posted a comment on Resident A's Facebook page
thanking her for being a patient at the facifty. This C D
was a violation of Health & Sefely Code 1280.15(a) UR H
prohibiing unlawful disclosure of a patlents' madical
information. Facebook i3 an Inlemet soclel JUN 2 7 201
networking site where people ghare information with
"friends.” Some public personaliles have public LB
pages that can be accessed by anyone using [j,{«i"“j"f
Facebook. vy

Findings:

Review of a lefter-from the faclity, dated 2/3/11, to
the Depariment indicated, "This letter Is lo inform
you of a securily breach with regard to cerlaln
Informaiion pertaining o a former resident of the
skilled nursing facility......We were Informed on

Event )D:36CN11 . a/6/2011 1:36:49PM
LABORATORY DIRECTOR'S OR PROVIDERISUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X8) DATE

Any deficlancy ststament ending with an aetersk (*) a deficlency which the Institution may be d from © ling providing it is determined

{hat olher saleguerda provide sulficlent prolection to the patients. Excep! for nurging hontes, the findings above are disciosable 80 days following the dale

of survey whether of not s plen of correction b provided. For hursing homes, the above findings end plans of coreclion ere disclosebie 14 days following ! 2 tPB
the dale Yhase documents are made avaitable io the fecility, If deficlencles are cited, on app d plan of tion Is requislie to cantinued program l

participation.
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Confinued From page 3

January 31, 2011that a (facility) employee had
posted the following on the public pertlon of the
former SNF (skllled nursing facility) resident’s
Facebook page: ° thank you for
allowing us to cara for you, My stall will nol forget
your visit'...In accordance with Facebook protocol,
a link to lhis comment appeared Immediately on
the employee's private Facebook page. A viewer of
thal page could click on the comment end be
redirected 1o the former resident's Facabook page,
thereby leerning the former residents Identity. Al
that point, the viewer could infer that the former
resident had been &t the (facility's) skilled nursing
facilily, based on the employee's original comment
abou! “"care” belng provided by the "visi® and on
information furnished by the employee on her
Facebook pags ebout her position at the skilled
nursing faclity,. Given the Facebook architeciure,
there was a polentiel disclosure, then, to person's
recsiving access fo the employea's private

Facebook page....We [earned thal the emp!

had posted the Facebook entry on ﬂ
2010, We had the entry romoved on [N
2011...0n the basis of what was discovered, we

are providing writlen notification to the former
resident in accordanca with legal requirements.”

In a lelephone interview on 2/10/11 at 10:20am, the
Execuftve Direclor slaled, "She (Resident A) was
admitted only using her Initisls lo Identify her. We
maintalned her privacy the whole iUme sha was
here, We didn'l even use her real name."

Review of a printsoul of the posling on Residant A's
Facebook page revealed, "(Resident A) thank you

Evant ID:36CN11

6/8/2011

1:35:40PM
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thal other sefeguards provide sufliciani prolection lo the patenta, Except for numing homes, ihe Nndings above are discloseble 90 deys following Bie date
of survey whather or nok a plan of correction Is provided. For nutdlag homes, the above findings and plans of comection are discosable 14 days lollowing
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PREFI
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Continued From page 4

for allowing us to care for you. staff will not
forget your visit.” It was dated “010
at 8:22 pm, and showed the picture and full name
of the faclity employes (the Director of Nursing)
The same posting was also reflected on the

Director of Nursing's Facebook profile page under
"Recent Activity.

Review of the facity's 2008 Corporale Compllance

‘| handbook for Manager/Supervisor, p.12, Health

Insurance  Portabillty and  Accounlabilly  Acl
{HIPAA) indicated, "HIPAA clarllles what protected
health information can and cannot be shared; Our
job Is to protect the privacy and confidentiality of
the residents we serve; Residents have the right to
their Protected Health Information (PHI); PHI is

{anything ihal connects the resident to his/her

information;....... If you reveal PHI to someone who
does nol need to knew it, you have violated a
residenl's confldenllality, and have broken the law!
HIPPA violations could result in Corrective Acllon
up 1o and Iincluding termination;'s  siriclly
piohibited to shara PHI over the Intemet and
g-mail.”

Raview of the Director of Mursing's employee file
showed her signature on a Corporate Gompliance
Acknowledgment of Receipt and Review of Booklet
form, under lhe statement, “I have read and
reviewed the (faclity) Comorate Compliance
Booklet with my Depatment Head or *Supervisof
and | understand my role and respensiblity in
adhering lo the NCPHS Standards of Conduct. The
“Manager/Supervisor* booklet that contained the
HIPAA policy was checked.

|

Event ID:36CNTY 616/2011

1:36:49PM

LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRE SENTATIVE'S SIGNATURE TITLE (X8) DATE

Any deficlency statement ending wilh en aslerisk () denotes a deficiancy which the instilution may be oxcused from comecting providing it is determined
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Continued From page &
The faclity staff person’s action of posilng a
comment on the Facebook page of a wall-known ' :
public perscnality, thanking her for belng a patient
ot the faciity, represents a violetion of Heallh &
Safety Code 1280.15(a) for fallure to prevent
unlewful  disclosure of a patienls' medical
infomation.
Juy '
: 7 20y
L@,
DA; t rl}1" ’
Event ID:36CN11 6/ar011 1:36:40PM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE {X8) DATE

of survey whether or not a plan of comection ls provided, For nursing homes, the sbove findings and plans of comeclion sre disclosable 14 days joliowing
Ihe dale these documents are made avaiabie to tha factity, i deficlancles ere cited, wn epproved plen of corection Is requisite lo continued program

pariicipation.

Any deficiancy statement ending with en asterlak (*) denotes a deficiency which the Institullon may be excused fiom correcting providing it 1s determined /
thal other aafeguards provide sificlent protection 1o the patients, Excapt for aursing homes, the findings above sre disclosable 90 days following tha dale i 2 Dg)
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