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The followlng reflects the findings of the Depariment

of Public Health during & complaint/breach event UCLA submits this response as

well as incorporating by

visit:

reference all prior responses
Complaint Intake Number: I submitted to the Department of
CAD0198352 - Substantlated Public Health relating to the

prior Statement of Deficiencies
issued to UCLA Health System
concerning Patient Rights and
The Inspection was limited to the specific facllity Medical Records and the Plans

event investigated and does not represent the of Correction submitted on
findings of a full inspection of the facility. May 12, 2008 and July 3, 2008,

Representing the Depariment of Public Health:

Health and Safety Code Section 1280.15(a) A
clinic, health facility, home health agency, or
hospice licensed pursuan! to Section 1204, 1260,
1726, or 1745shall  prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical Information, as defined in
subdivision (g) of Section 56.05of the Civil Code
and consistent with Section 130203, The
department, after Investigation, may assess an
administrative penally for a violation of this section
of up to twenty-five thousand dollars ($25,000) per
patlent whoss medical information was unlawfully
or withoul authorization accessed, used, or
disclosed, and up to seventeen thousand five
hundred  dollars  ($17,5600) per subsequent
occurrence  of unlawful or unauthorized access,
use, or disclosure of thal patients' medical
{nformation.

T22 DIV5 CH1 ART 7 - 70707(b){8} Patients’ Rights

(b) A llst of thesa patients' rights shall be posted in
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Continued From page 1 '
both Spanish and English in appropriate places The two UCLA employees were
within .the hosp‘ita‘l s0 thal such rights may be read placed on "investigatory leave"
byﬂ?atter;ts‘t‘l:h.lshlttstl shall include but not bs limited on July 17 and July 27, 2009"
atie s {o: . .
o the patients’ nig regpectively pending the
(8) Confidential treatment of all communicatlons outcome of the‘ investigation.
and records pertaining fo the care and the stay in At the conclusion of the 8/25/09
the hospital. Written permission shall be obtainsd investigation, it was
before the medical records can be made available determined that both employees
to anyone not directly concerned with the care. inappropriately accessed patient
1's medical record, The facts
Based on record review and interview, lhe facility were presented to the UCLA
failed to mamfam the privacy and conﬂder:ltalliy of a Health System's Disciplinary 9/4/09
paﬂer;t‘s trr}ne::mal ::CO;:}/' Fg) P:r:?)?lyelz m[sdlt(;al Action Committee and it was
record, ) we o 0 0 e ,
R o th
hospital (Employee C and Employee D) and two (2) agle:d at the employees did
contract employoes (Contract Employee E and not have a bus}ness reason to
Contract Employee F) who inappropriately access the patient's record and
accessed the patients medical record without directed that the employees
authorization, should be dismissed.
Findings: As such, the employees were
C . terminated from the UCLA Health
On /\'ugustt' 1?,({2009‘ :[ sa{tfwrep(gted faloillty mc;d:ahnt ‘Gystem on August 25 and
was investigated regarding two amployees of the .
| September 4, 2009 .
hospital breaching the electronic medical record of P er 4 respectively
Patient 1. : ; :
Corrective action already
According to a facilily letter to the Depariment carried out.
dated August 5, 2009, the facility had “determined
on August 3, 2009 en employee of the School of
Medicine, Departmenl of Medicine inappropriately
accessed Protected Health [nformation of a
deceased patient."
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Continued From page 2

A second letter to the Department dated August 6, On August 2, 2009 and

2009, indicated the facilty had *“determined on August 3, 2009, the two

August 3, 2009 that an empioyee of the Heglih contracted employees were

System, Dspad'meni of Palhol?gy and Medical officially notified “n

Support  Services, inappropriately accessed L 8/2/09

Protected Health information.” writing from the contractors'

‘employer that they were 8/3/09

During an interview with Employee B on August 19, terminated from their

20089 at 901:5 a.m., he stated that Employes C had employment because it was

"no reason" to access the Laboratory Information . )

System to print labels for laboratory tests determined that they violated

performed on Palient 1. Also, at the -same time, the company's HIPAA policy.

Employee B stated that Employee D had "no UCLA Health System obtained

1 1,

reason' to access Patient 1's record. copies of the written

During an inlerview with Employee A on August 18, notification for its files.

2009 at 9:20 a.m,, she stated there was "no written

permission” authorizing the release of medical Corrected action already

informatlon. Employee A stated both employees carried out.

were placed on investigatory leave and Human

Resources  was _ processing employment

termination.

On September 7, 2009, fthe facility reported via

e-mail communication, additional breaches by fwo

contract employees. A review of the e-mall

communication disclosed the following: 1) On

September 3, 2009, the facility had "determined

that two Individuals Inappropriately accessed

medical informalion® of Patlent 1. 2) The two

contract employses (Contract Employee E and

Contract Employee F) were employed by a

company providing pathology blliing services for the

facility, 3} Contract Employee E “accessed the

‘patient's information” on July 9, 2009, 4) Contract
Evenl ID:DVET11 6/8/2010 11:11:33AM
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Continued From page 3 UCLA Health System has begun the
. following activities to address
Employee F "accessed the patlents Information" issues and workforce behavior
on June 30, 2008 and again on July 9, 2009, related to protecting patient
privacy and confidentiality.
During an interview with Employee G on September
10, 20098t ©:10am., she stated that Conlract UCLA is undertaking a
Employee E and Contract Employee F “admitled comprehensive review of all current
inappropriafe access, they were curlous." UCLA fealth System patient privacy
and information security
A review of facllity records revealad Employee C policies and evaluating them
signed a "Confidentiality Agreement" on May 16, against current internal
2008 and Employse D signed a "Confidentiality practices and appropriate
Agreement" on October 22, 2007, agreeing to laws. Any gaps or
"preserve and protect confidential patient, employee inconsistencies will be corrected
and business information.” The two (2) employses' with appropriate departments
"Confidentiality Statement" dated May 27, 2008 and business units. Any substantivd
and May 20, 2008 respectively, indicated the changes to policy will be addressed
employees agreed to  "access  confidential in comprehensive
information to the minlmum exient necessary for R workforce training. If
my assigned duties." appropriate, we will eliminate
policies that are no longer
A review of the “contractor vendor" records. applicable. HIPAA privacy and
disclosed Contract Employes E and Contract information security policies will
Employee F signed the company HIPAA Procedure be reviewed on a regular basis and
Guidelines on May 12, 2008 and March 16, 2000 adjusted as appropriate to meet the
raspectively. The record Indicated, "This document real time changes.
contains the procedure to be followed by all
" | workforce members and contractors to comply with Policy revisions completed. 8/1/10
privacy and -securily provisions of the Health
insurance  Portabllity and  Accountabilily  Act
(HIPAA)" Chief Privacy Officer.
According to the "contractor vendor' records dated
August 2, 2009 and August 3, 2009, the company
had ‘"determined" Contract Employee E and
Contract Employee F "violated the company's
Event [D:DVGET11 6/8/2010 11:11:33AM
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Continued From page 4
) UCLA Health System is providing
HIPAA  policy by attempling to access its workforce members with
2 3 "
unauthorized Information" and the company must additional information on
. "
terr.mna(e .employmelnt ;'J‘ursuan( to aur privacy patient privacy and information
policy effective immediately. security issues and practices.
) . . Frequently Asked Questions
Based upon ihe information  provided on lh'a (FAQs) addressing UCLA Health
"
Access Repor}. Employee C breached Patient 1's System Policies will be posted
electronic medical record once on guly' 7, 2009 an.d on the UCIA Compliance OFfice's
Empl;yee D .?rlea{.:?he;jOOQmBB pztlents "slectfznlcf intranet website. The purpose
recorn on'ce on July . . Based on a "Record ¢ of the FAQs is to provide
Inap‘proprlale Access :fepon pka.ied by_ the answers to questions that
facility, Contract‘ 'Emp oyeef E |na(ppropnaz)tg;y workforce members encounter
accesged the ;E:)Eatne]ms m?rr?amn 0”, {,L')y 9, 2 d during their daily work. As issues
and optract 'mp oyee nhappropriately accesse arise and are addressed by the
the patient's information on June 30, - 2009 and ) , .
. July 5. 2000 Privacy and Information Security
again on July 5, : Offices, FAQs will be created so
, that the workf ‘s 1
T22 DIV5 CH1 ART7 - 70751(b) Medical Record e workforce's level of
. awareness centinues to increase,
Avallahility
{b) The medical record, Including X-ray fims, is the mitial P e
) i .
property of the hospital and is malintained for the npitial set of FAQs on website 7/9/10
benefit of the patient, the medical staff and the
hospltal.  The  hospital ~ shall safeguard the
information In the record against loss, defacement,
tampering or use by unauthorized persona.
Based on record review and interview, the facillty. Chief Privacy Officer '
falled fo safeguard Patient 1's medical record Chief Information Security Officer
against use by unauthorized individuals,
Findings:
On August 19, 2009, a self reported facility incldent
was investigated regarding two (2) hospital
Event JO;DV6T11 6/8/2010 11:11:33AM
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Continued From page 5

employees (Employee C and Employee D)
breaching the electronic medical recard of Patienl

1.

According to a facility letter to the Depariment
dated August 5, 2009, the facility had “delsrmined
on August 3, 2009 an employee of the School of
Medicine, Department of Medicine inappropriately
accessed Protected Health Information of a
deceased patient."

A second letter {o the Department dated August 6,
2009, indicated the facilty had ‘"determined on
August 3, 2009that an employee of 'the Health
System, Department of Pathology and Madical
Support  Services, inappropriately  accessed
Protacted Health information.”

During an interview with Employee A on August 19,
2009 at 9:20 am., she stated thers was "no written
permission” authorizing the release of medical
information, In addition, a review of an e-mall
comnunication from Employee A on August 31,
2009, disclosed that the two hospital employess,
who breached Patient 1's medical record, did not
havé a “legitimate business reason" to view the
patlent's medical recard and had no authorzation to
do so0.

On September 7, 2009, the faclity reported via
e-mall communlcation, additional breaches of
Patient 1's medlcal record by fwo confract
employess (Contract Employes E and Contract
Employee F). A review of the e-mall communication
disclosed that on September 3, 2009, the facility

UCLA Health System has made a commitment
to its privacy and information security
programs by hiring additional personnel.

Privacy Officer to work with the Chief
Compliance Officer to continue
improvements of our comprehensive
compl jance program.

In addition, in June 2010 and July 2010,

two information security analysts
whose responsibility will be to work on

System's information security compliance
strategy and initiatives.

These additional rescurces to UCLA

Health System's compliance Leam will
provide additicnal support and leadership
to the business units. Furthermore, they
will enhance existing and develop new
patient privacy and information security
initiatives, activities, and programs -
including but not limited to, education,
awareness, training, risk assesament,
remediation, and strategic development.

Chief Compliance Officer,
Chief Privacy Officer, and
Chief Informatioch Security Officex

In M , UCLA hi full-ti i
n May 2010, UC hired a full-time Chief 5/10/10

the Information Security Office will have | 6/21/10

continued improvements Lo the UCLA Health 7/6/10
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had “determined thal two individuals Inappropriately The UCLA Privacy and
accessed medical information” of Patient 1. Information Security Offices
Bui infervi th Emol G Sentemb will document a standardized /15710
uring an inferview w mployea G on September . 8 0
operatin rocedure for
10, 2009 at 9:10 a.m., she stated that Employee E P . 9P :
and Employee F “admitted inappropriate access, aEsessing user access to
they wera curlous.” electronic PHI for persons of
interest.
Accarding to the "contractor vendor' records dated
August 2, 2009 and August 3, 2009, the company
had “determined” Contract Employes E and Chief Privacy Officer
Contract Employee F  ‘"viclaled the company's Chief Information Security
HIPAA  policy by attempting to access Officer . .
‘unauthorized information.”
Based upon the Informalion provided on the
"Aceass Report’ and the facillly Investigative
reports, Employes T . breached Patlent 1's
electronic medical record on July 7, 2008 and
Empioyee D breached the patiant's electronic
record on July 2, 2009 without authorization. Based
on a ‘'Record of Inappropriate Access™ report
provided by the. facllity, Contract Employse E
accessed the patient's information on July 9, 2009 Individual,rol le £
and Contract Employee F accessed the patient's paividuatirole responsible for
information on June 30, 2009 and agaln on July 9, monitoring the corrective action
2009. plan;
The facility failed to prevent access to confidential Chief Compliance Officer
medical record information and safeguard Patient
1's medical record against use by unauthorized
incividuals.
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