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The following reflects the findings of the Department 

of Public Health during a complainVbroach event 

visit: 

Complaint lnttlke Number. 

CA00)98352 - SubstRntle1ed 

Reprm;enling the Depariment of Public Health: 

I 

I The Inspection was iimlted to 1he specific facility 
event investigated and does not represent the 
findings of a full inspection of tho facility. 

Hoa/th and Safety Code Section 1280.15(a) A 
clinic, healtl1 facility, home health agency, or 
hospice licensed pursuant to Section iio4, 1250, 
1725, or 1745 shall prevent unlawful or 

unauthoriwd access to, and use or disclosure of, 
patients' medical Information, as defined in 

subdivision (g) of Section 56.05 of the Civil Code 

and consistent with Section i 30203. Tho 

depmtrnent, attar lnves1igation, may assess an 
administrative penalty for a violation of this s1;3ctio11 

of up to twenty-five thousand dollars ($25,000) per 
patient whose medical informatlr>n was unlawfully 

or wilhout authorization accessed, used, or 
disclosed, and up to seventeen thousand five 
hundred dollars ($17,500) per subsequent 

occurronce of unlawful or unauthorized access, 

use, or disclosure of that patients' rnedlcal 

lnfom1ation. 

I T22 D1V5 CH1 ART 7 - 707D7(b)(8) Patients' Rights 

I{b) A list of these patients' rights shull bo posted in 

PROVIDER'S Pl.AN OP CORRECTION (X5) 
(EACJ I CORRECTIVE ACnON SHOULD AF.CROSS­ I. COMPLETE 

RffrnENCEO TO ,HE APPROPRIATE Offl<;l[;NCY) DAJ!c 

UCLA submi. ts this response «s 

well ,.HJ irworporc<ting by 

reference all prior responses 

submitted t:o the Department of 

Public Hecilth relating lo the 

prior Statement of Deficiencies 

issued to UCLA Health System 

concerning Patjent Rights and 

Medical Records and the Pl~ns 

of Correction submitted ·on 

May l2, 2008 <1nd July 3, 7.008. 

Evant ID:DV6T11 6/B/2010 1i:11:33AM 

-------i--=-'""''-"-":..-t~rt-t~-----::;;...------·-·___::.,:::=-___.:;_.="'-'-.L.£..!~Tl:..;..n..L.e::..::..£--=;,L-=£-1;::~:;__(X_G~~.OA;,5'11/O 
Any rieficJency statemaht 011dlng with an a terl$k ') onotes a deficiency which the lnsllMion rn11y be exoooed from cwracUng proViding It Is d6termloed ~ / 
that othat safeguard• pmvtde sufflclam pralecllon lo the patten!•. Exoept ror nuralr\g homes, Ill• finding• above are dlaolosal:>le 9Q day• fo!lowlng lh& date 
or auMly wnether or not a plan or correGlion I• provfdod. For nursln~ horn••, the above findInge aml pfans of correction are lllsclo••bl• 14 daya following 

the date lhese dooum&nla aro mado avnllablll' to U)o f~all]ly. If daflclon~locs are ,;Uad, an approved plan of corr<jo\lon Is requlalle lo continued proorain 
parllolpa lion. 
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Continued From r>age 1 

both Spa11isi1 and English in appropriate places 
within 1he hospilql so l11c1t such rights may b<J read 
by patients, This list shnll include but not bo limited 

i 
to the 

' 
patients' rights to: 

(8) Conf\denti:J.I treatment of all communications 

and records pertaining lo the care and the stay in 
the hospital. Writtsn permission silali be obtained 
before the medical records can be made available 
to anyone not directly concerned with the care. 

Based on record review and inte1vlew, the facility 

failed to maintain the priVacy and confldsnliallty of a 
patlent's medical record. For Patienl i's rnm.llcal 
record, there were two (2) employees of the 
hospital (Employee C and Employee D) and two (2) 
controct employees (Contract Emp!oyea E @d 
Contracl Employee F) who in<lpproprlately 
accessed the patienfs medical rscord without 

authorization. 

Findings: 

On August 19, 2009, a self reported facility incident 
was investigated regard[ng two (2) employees of the 
hospital bmachlng the electronic medical record of 
Patient 1. 

According to a facility letter to the Department 
dated August 6, 20D9, the facliity had "determined 

Ion August 3, 2009 s.n employee of the School of 
Medicine, Department of Medicine inappropriatefy 

accessed Protocte<I Health Information of a 
deceased patient." 

PROVIDER'S rlAN OF ~ORH~C l ION /X,) 
.{EACH GORREGllVF ACTION SHOULD ~E CROS5­ COMPcCTE 
RffEHENCED TO iH~ APPROPHV\ I c OCFICIErlCY) DATE 

 
Thc two UCLA cmployePf\ were 
placed on "investigatory leave" 

on July 17 and July 27, 2009' 

respectively pending the 

outcome of the investigation. 

At the conclmd on of the 8/25/09 
investigation, it wa;3 

determined that both employees 

inappropriately accessed patient 
l's medical record, The facts 
were presented to the UCLA 

Health System's DisciplinaYy 9/4/09 

Action Committee and it was 

agreed that the employees did 
not have a business reason to 
access the patient's record and 
directed that the employees 
should be dismissed. 

As such, the employees were 

terminated from the UCLA Health 
System on August 25 and 

September 4, 2009 respectively. 

Corrective action already 
carried out. 

I
1

·
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A second letter to the Department dated August 6, 
2009, indicated the faclllty had "detemilned on 
August 3, 2009 that an employee of the Health 
System, Department of Pathology and Medical 
Support Services, Inappropriately accessed 
Protected Health Information." 

During an interview wrth Employee B on August 19, 
2009 at 9:05 a.m., he slated that Employee C had 
"no reason" to access the Laboratory Information 
System to print labels for laboratory tests 
performed on Patient 1. Also, at the ·same time, 
Employee B stated that Employee D had "no 

reason" to access Patient 1 's record. 

During an interview with Employee A on August 19, 
2009 at 9:20 a.m., she stated there was "no wrltler;i 
permission" authorizing the release of medical 
Information. Employee A stated both employees 
were placed on investigatory leave and Human 
Resources was processing employment 

termination, 

On September 7, 2009, the facility reported via 
e-mail communication, additional breaches by two 
contra.ct employees. A review of the e-maH 

communication disclosed the following: 1) On 
September 3, 2009, the facility had "determined 
that two Individuals Inappropriately accessed 
medical infonnalionu of Patient 1. 2) The two 
coi:,tract employees (Contract Employee E and 
Contract Employee F) were employed by a 
company providing pathology bllllng services for the 
facility, 3} Contract Employee E •accessed the 
'patient's Information" on July 9, 2009. 4) Contract 

PROVIDER'S Pl.AN OF CORRECTION (X6) 
{EACH CORRECTIVE ACTIOl'I SHOULD 6E CROSS­ COMPLET!i 

REFERENCED TO THE APPROPRIATI; DlaFICll;NCYI DATE 

on August 2, 2009 and 

August 3, 2009, the two 

contracted employees were 

officially notified in 
8/2/09 

writing from the contractors• 

employer that they were 8/3/09 
terminated from their 

employment because it was 

determined that they violated 

the company's HIPAA policy. 

UCLA Health System obtained 

copies of the written 

notification for its files. 

Corrected action already 
carried out. 

1
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 Employee F "accessed the patient's Information" 
on June 30, 2009 and again on July 9, 2009. 

.
I

During an interView with Employee G on September 
10, 2009 !l! 9: 1 O a.m., she stated that Contract 
En'iployee E and Contract Employee F "admi!ted 

inappropriate access, they were curious.'' 

A review of facility records revealed Employee C 
signed a "Confidentiality Agreement" on May 16, 
2008 and Employe<;1 D signed a "Conndentialily 
Agreement" on October 22, 2007, agreeing to 

"preserve and protect confldontlal patient, employee 

and business Information." The two (2) employees' 
"Confiden1iali1y Stfltemenf' dated May 27, 2008 
and May 20, 2008 respectively, indicated the· 
employe0s agreed to "access confidential 

information to the minimum oxient necessary for 

my assigned duties." 

A review of the "contractor vendor" records 

disclo5ed Contract Employe!l E and Contract 

Employee F signed tl1e company HIPAA rrocedure 

Guidelines on May ~2, 2008 and March 15, 2008 
r'lspectivaly. The record Indicated, "This document 

contains the procedure to be followed by all 
workforce members and contractors to comply with 

privacy c111d security provisions of the Health 1' 

Insurance Portablllly and Accountab1lity Act 

(HIPAA)." 

' According to tile "contractor vendor'' records d.:itedj
August 2, 2009 and August 3, 2009, the company 

Ihad "determined" Contract Employee E and 

j Contract Employee F "violated the company's 

I 
Pr<OVIPER'6 PLAN OF CORRECTION 

(EACH CORRECTIVE ACTlON SHOULD BE CROSS­

RF.FERENCED TO THE APPROPRIATE OfflCIENCY) 

UCL/\ Hc,JJ r.h System has begun the 

tallowing activitieLJ to address 

issues and workforce behavior 

related to proLecting pati0nt 

privacy and confidentiality. 

UCLA is undertaking B 

coni.prehensive revjew of all current 

UCLA Heal t:h System pat:ient privacy 

and information s~c"!uri ty 

policies clnd evaluating them 

against current. internal 
practices and appropriate 

luws. Any gaps or 

inconsistencies will be corrected 

with aJJpropriate departments 

and business unitEl, Any subslantiv 

changes t~o policy will be w.ddresscd 

in comprehensive 
workforce training. If 

appropriate, we will eliminate 

policies that are no lons3er 

appl i.cuble. I1IPAA privacy and 

inlormation security policieG will 

be reviewed on a regular hasis and 

adjusted as appro]Jriate to meet the 

real time changes. 

Policy revisions completed. 

Chief Pri.vacy Officer. 

(XS) 
CDMl'L!cH 

DI\TE 

8/1/10 

!;vent ID:DV6T11 618/201 D 11:11;33AM 
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participation. 
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HIPAA policy by attempting to access 
unauthorized Information" and the company must 
terminate employment "pursuant to our privacy 
policy effective Immediately." 

Based upon !he · information provided on the 
"Access Report," Employee C breached Patient 1's 
electronic medical record once on July 7, 2009 and 
Employee D breached the patient's electronic 
record once on July 2, 2009_ Based on a "Record of 
Inappropriate Access" report provided by the 
facility, Contract Employee E inappropriately 
accessed the patient's Information on July 9, 2009 
and Contract Employee F lnappropriately accessed 
the patient's information on June 30, · 2009 end 
again on July 9, 20D9. 

T22 D1V5 CH1 ART7 • 70751(b) Medical Record 

Avallabllity 

(b) The medical record, Including X-ray films, is the 
property of the hospital and Is maintained for the 
benefit of Ille patient, the medical staff and ihe 
hospital. The hospital · shall safeguard the 
Information tn the record against loss, defacement, 
tampering or use by unauthorized persona. 

Based on record review and interview, the ·racillty. 
failed to safeguard Patient 1's medical record 
against use by unauthorized inclivlduals. 

Findings: 

On August 19, 2009, a self reported facility incident 

was investigated regarding two (2) hospital 

PROVIDER'S PLAN OF CORRECTION (X~) 
(EACH CORRECTIVE ACTIOH SHOUW BE CROSS• COMPLETE 

REFE.RENCED TO THE APPROPRIAre DEFICIENCY) PATE 

UCLA Health System is providing 

its workforce members with 

additional information on 

patient. privacy and information 

security issues and practic~s. 

Frequently Asked Questions 
(FAQs) addressing UCLA Health 
System Policies will be posted 
on the UCLA Compliance Office's 
intranet website. The purpose 

of the FAQs is to provide 
answers to questions that 
workforce members encounter 
during their daily work. As issues 
arise and are addressed by the 
Pr~vacy and Information Se~urity 
Offices, Ftl.Qs will be created so 
that the workforce's level of 
awareness continues to increase. 

Initial set of FAQs on website. 7/9/10 

Chief Privacy Officer. 

Chief Information Security Officer 
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employees (Employee C and Employee D) 
breaching the electronic medical record of Patient 

1. 

According to a facility letter to the Departrmml 
dated August 5, 2009, the facility had "determined 
on August 3, 2009 an employee of the School of 

Medicine, Department of Medicine Inappropriately 
accessed Protected Health Information or a 
deceased patient." 

A secoAd letter to the Department dated August 6, 
2009, lndtcated the facillty had "determined on 
August 3, 2009 that an employee of · the Health 
System, Department of Pathology and Medical 
Support Si,rvices, inapproprlately accessed 
Protected Hea!U1 Information." 

During an interview with Employee A on August 19, 
2009 at 9:20 a.m., she stated thsre was "no written 
permis:;ion" authorizing the release of medical 

information. In addition, a review of an e-rn!lll 
communication from Employee A on August 3·1, 
2009, disclosed that the two hospital employees, 
who breached Patient 1's msdlcal record, did not 
have a "legitimate business reason" to view the 
patient's medical record and had no o1uthorizatlon to

do so 

On September 7, 2009, the facility reported via 

e-mail communication, additiol)al breaches of 
Patient 1 's medical record by two contract 
employeos (Contract Empioyee E and Cal)tract 
Employe"' F). A revlsw of the e-mail communication 
disclosed that on September 3, Z009, the facility 

PROVIDER'S PLAN Of CORREC110N {X5) 

(EACH CORRECTIVE ACTION SMOVLD BE CRDSS­ COMPLETE1
REFERENCrn TO THE APf'ROPRlATE DEFICIENCY) DATEI 

i 

IUCJ~ Hea)~h ~ysteln ~as made, a commitr.nent ' 
lo 1.ts privacy und Jnfocrr.al.1-on security

programs by hirin9' additional personnel. 

In May 2010, UCLA hired a full-ti:ne Chief 
5/10/10 

PTivacy Officnr to work with the Chief 

r.omplian::;e Officer t:o continue 

improvementi;; of our comprehensive 

cornp::.5.ancP. program. 

In addit.ion, in June 2010 and July 2c10 1 

jthc Information Secu;r:.ily Office will have 6/21/10 
I two informdtion se~urity .:inal~•ots 

wt:ose responsibil it:y w.ill be to work on 


continued improvements to the UCLA Hecilth 
 7/6/10 
System's ~r.formation security compliance 


atrateyy and initi~tives, 


l 
1 These i:H.lditionaJ. resources tu UCLA 

He.al th .system I s complL:mce t:sam will 

p:r::ovide additional support and leadership 
to the busines~ unitp,. Fltrt.hermore I they 

will enhance existing and develop new 

patient privacy ~nd ir1furmat.ion aec\..lr.ity 

i.nitiaLives, activit.ies, and prograrr,s 

ihclud:i ng but n,ot limited to, educat.Lon, 

awareneS"s, trai11ing I ri.sk. assessment., 

remediation r und strategic dsvelopment·.. 

Chief Compliance Officer, 

Chief Privacy Otficcr, and 

 Chief" Info:rmaLior'. Security Officer 
I

I
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had "determined that twci individuals Inappropriately 
accessed medical information'' of Patient 1. 

During an interview with Employee G on September 
10, 2009 at 9:10 e_m,, she stated that Employee E 
and Employee F ''admitted inappropr!ate access, 
they were curious." 

According lo the "contractor vendor'' records dated 

August 2, 2009 and August 3, 2009, the company 

had "determined" Contract Employee E and 

Contract Employee F "viola1ed the company's 
HfPAA polfcy by attempting to access 
·unau\horiz.ad information." 

Based Upon the Information provided on the 

"Access Report'' and the facility lnvestiga11ve 

reports, Employee C . breached Patient 1's 

electronic medical record on July 7, 2009 and 

Employee D breached tt,e patient's electronic 

record on July 2, 2009 without authorii:a!lon. Based 

on a "Record of Inappropriate Access• report 

provided by the. facllity, Contract Employee E 

ac;cessed the patient's information on July 9, 2009 

and Contract Employee F accessed the pa\lent's 
information on June 30, 2009 and again on July 9, 
2009. 

The facifrty failed to prevent access lo confidential 

medical record information and safeguard Patient 

1's medical record against use by unauthor!:i:ed 

indivlduals. 


PROVIDER'S PLAN OF CORRECTION (l(l'>)

(EACH CORRcCTIVI:: ACTION SHOULD BE CROSS­ COMPLET!: 
REFERfaNCEP TO THE APPROPRIATE DEFICIENCY) PATE

The UCLA Privacy and 

Information Security Offices 

will document a atandardi~ed 
8/15/10

operating procedure for 

assessing user access to
electronic PHI for persons of

interest. 

Chief Privacy Officer 
Chief Information security 

Officer 

Individual/role responsible for
monitoring the corrective action
plan_:

Chief Compliance Officer

I 
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